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ABSTRACT

We study a detection-theoretic approach to steganalysis. The relative entropy between covertext and stegotext
determines the steganalyzer’s difficulty in discriminating them, which in turn defines the detectability of the
stegosystem. We consider the case of Gaussian random covertexts and mean-squared embedding constraint.
We derive a lower bound on the relative entropy between covertext and stegotext for block-based embedding
functions. This lower bound can be approached arbitrarily closely using a spread-spectrum method and secret
keys with large entropy. The lower bound can also be attained using a stochastic quantization index modulation
(QIM) encoder, without need for secret keys. In general, perfect undetectability can be achieved for blockwise
memoryless Gaussian covertexts. For general Gaussian covertexts with memory, the relative entropy increases
approximately linearly with the number of blocks observed by the steganalyzer. The error probabilities of the
best steganalysis methods decrease exponentially with the number of blocks.
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1. INTRODUCTION

Steganography is a means of communication intended to make the very presence of the message undetectable.1

As modelled by Simmons’ “Prisoners’ Problem”,2 Alice (the steganographer) wants to send some message to
Bob (the decoder). She embeds some hidden information into a covertext S with probability distribution PS ,
producing a stegotext X. The probability distribution of X is PX . Wendy (the steganalyzer or warden) intercepts
X sent by Alice and decides whether X is a covertext. If not, Wendy terminates the transmission and Bob does
not receive the message. If Wendy decides that X is innocuous, she can forward it to Bob (passive warden case)
or corrupt X before handing it to Bob (active warden case).

Wendy’s power relies on her knowledge of the probability distribution of S. The best scenario for Wendy is
to have complete knowledge of PS and the embedding function. However, she does not have access to any secret
key shared by Alice and Bob. Knowing PX , Wendy can perform a statistically optimal binary hypothesis test
on the observed stegotext X: {

H0 : X ∼ PS

H1 : X ∼ PX .
(1)

The relative entropies (or Kullback-Leibler divergence, or discrimination) D(PS ||PX) and D(PX ||PS) are
measures of the difficulty of discriminating between the hypotheses H0 and H1. The larger D(PS ||PX) and
D(PX ||PS) are, the smaller the detection error probabilities are. In particular, a natural information-theoretic
way of defining the detectability of a steganographic system is in terms of D(PS ||PX), as first pointed out by
Cachin in 1998.3 If PS = PX , then D(PS ||PX) = 0 and we have a perfectly undetectable stegosystem.

In this paper, we consider the case where the covertext is obtained by windowing a zero mean Gaussian
stationary process S. We assume that the following regularity condition is satisfied: the correlation sequence
for S is absolutely summable. The length of the window is N samples, and we denote the covertext by SN in
this case. The vector SN is Gaussian with zero mean and covariance matrix RSN . The probability distribution
function (pdf) of SN is denoted by N (0, RSN ).
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Among all the probability distributions for the stegotext XN with zero mean and covariance matrix RXN , the
Gaussian distribution is the one that minimizes the relative entropy D(PSN ||PXN ). This simplifies the analysis
because D(PSN ||PXN ) becomes a tractable function of RSN and RXN . The relative entropy is a nondecreasing
function of N . Unless RSN = RXN for all N , Wendy’s decision becomes increasingly reliable when N increases.

In this paper, we assume that the stegosystem uses block-based embedding, where the block size K is fixed
and the embedding function is the same for each block. Specifically, a message m is embedded in a block SK

using the mapping
XK = Fθ(SK ,m), (2)

where Fθ is the block embedding function, which may depend on a secret key θ shared between Alice and Bob.
The mean-squared distortion per sample due to embedding is

1
K

E||XK − SK ||2 = D1, (3)

where the expectation is taken with respect to the random variables SK , m and θ. if Wendy is an active warden,
we assume that her distortion power is limited as well:

1
N

E||Y N − SN ||2 ≤ D2, (4)

where Y N is the sequence sent to Bob.

Due to the block-based embedding, RXN has a peculiar block structure, and D(PSN ||PXN ) > 0 for N > K.
A block-based stegosystem becomes increasingly detectable as N/K →∞. We are particularly interested in the
asymptotic behavior of D(PSN ||PXN ) as K →∞ and N

K →∞. The limiting properties give a good approximation
to detection performance for large N and often provide insight into the small-N case as well.

2. RELATIVE ENTROPY AND ERROR PROBABILITY BOUNDS

Wendy decides whether the observed text XN is a covertext or a stegotext, according to (1). Wendy’s test can
be a Bayesian, minimax and Neyman-Pearson test, or a composite test if the stegotext has multiple possible
distributions. Whichever framework Wendy chooses, she makes two kinds of errors. A type I error or false alarm
occurs when Wendy mistakenly decides a covertext is a stegotext; a type II error or miss occurs when Wendy
mistakenly decides a stegotext is a covertext. The corresponding error probabilities are denoted by PF and PM

respectively, and are usually difficult to evaluate. However, some asymptotically tight upper and lower bounds
on PF and PM are available.4, 5 Relative entropy plays a central role in these bounds.

One bound is given by

PM log
PM

1− PF
+ (1− PM ) log

1− PM

PF
≤ D(PXN ||PSN ), (5)

which is a consequence of the fact that processing cannot increase the information in a measurement as defined by
the relative entropy.4 Fixing an upper bound on PF , equation (5) gives a lower bound on PM , which increases
as D(PXN ||PSN ) decreases. If D(PXN ||PSN ) = 0, then PM + PF = 1, meaning that Wendy’s decisions are
completely unreliable.

A lower bound by Kobayashi and Thomas5 for the Bayesian probability error Pe = π0PF + π1PM , where π0

and π1 are priors of the hypotheses, involves the J-divergence J = D(PXN ||PSN ) + D(PSN ||PXN ): the sum of
relative entropies. The lower bound is

Pe > π0π1 exp(−J/2). (6)

The above bounds on error probabilities involve the relative entropy between distributions under two hy-
potheses. To make the stegosystem less detectable, Alice can try to minimize J or even make it zero for a
perfectly undetectable system. A large relative entropy means high detectability. Hence, we will derive rela-
tive entropy formulas to quantify the detectability of some common steganographic systems and optimize some
system parameters.



3. RELATIVE ENTROPY OF GAUSSIAN RANDOM VECTORS

The pdf for a general zero-mean Gaussian covertext SN of length N is

pSN (sN ) =
1

(2π)N/2|RSN |1/2
exp

{
−1

2
(sN )t R−1

SN sN

}
, (7)

where RSN is the covariance matrix of SN , the superscript t denotes vector transpose, and | · | denotes the
determinant of a matrix.

One can derive a lower bound on the relative entropy between Gaussian random vector SN and any other
random vector XN with covariance matrix RXN . The bound is achieved when XN is Gaussian and is given by

D(PXN ||PSN ) =
1
2

ln |RSN R−1
XN | − N

2
+

1
2
tr(RXN R−1

SN ) (8)

= −1
2

ln |IN + δR|+ 1
2
tr(δR), (9)

where
δR = RXN R−1

SN − IN , (10)

tr(·) denotes the trace of a matrix and IN is the N ×N identity matrix. A similar expression can be derived for
D(PSN ||PXN ):

D(PSN ||PXN ) = −1
2

ln |IN + δR̃|+ 1
2
tr(δR̃), (11)

where δR̃ = RSN R−1
XN − IN . The secret key shared by Alice and Bob has finite length, and due to (2) it is not

possible for Alice to make XN Gaussian. However, if the key is long enough, Alice can design the family {Fθ} of
embedding functions so that XN converges to a Gaussian vector in the relative entropy sense, and the Gaussian
lower bounds (9) and (11) on D(PXN ||PSN ) and D(PSN ||PXN ) become achievable.

For a good stegosystem, RXN is close to RSN in the sense that the maximum eigenvalue of δR2 is very small
relative to 1. Then, we can expand ln |I + δR| as

ln |I + δR| = tr(δR)− 1
2

N∑

i=1

N∑

j=1

δRi,jδRj,i +
N∑

i=1

N∑

j=1

O(δR3
i,j)

= tr(δR)− 1
2
tr(δR2) +

N∑

i=1

N∑

j=1

O(δR3
i,j), (12)

where δRi,j is the (i, j)th entry of δR and O(·) means “order of”. We can approximate D(PXN ||PSN ) from (9)
and (12) by

D̂(PXN ||PSN ) =
1
4
tr(δR2). (13)

Under this approximation, the relative entropy between XN and SN is a nondecreasing function of N in the
second order of their normalized covariance matrix difference δR = (RXN −RSN )R−1

SN . Likewise,

D̂(PSN ||PXN ) =
1
4
tr(δR̃2). (14)

The J-divergence,

J = D(PXN ||PSN ) + D(PSN ||PXN )

=
1
2
tr(δR2 − δR3 + δR4 − . . .), (15)

is also a nondecreasing function of N and is approximately twice D(PXN ||PSN ). Keeping the first term as the
approximation of J , we obtain

Ĵ =
1
2
tr

(
δR2

)
= 2D̂(PXN ||PSN ). (16)



4. SPREAD-SPECTRUM WATERMARKING
The conventional spread-spectrum embedding function takes the additive form

XN = SN + PN , (17)

where the watermark PN depends on the message and the key, and is designed to converge in a relative-entropy
sense to N (0, D1IN ). Recall that D1 is the mean-squared distortion per sample due to embedding.

4.1. White Covertext
Let us consider a very simple model for the host signal: SN is a Gaussian random vector with independent and
identically distributed (i.i.d) components, i.e. SN ∼ N (0, σ2

sIN ). Then the relative entropies are

D(PXN ||PSN ) =
N

2

[
D1

σ2
s

− ln
(

1 +
D1

σ2
s

)]
, (18)

and

D(PSN ||PXN ) =
N

2

[
ln

(
1 +

D1

σ2
s

)
− D1

σ2
s + D1

]
. (19)

Both are linearly increasing with the signal length N if D1 6= 0. Hence, all the lower and upper bounds on error
probabilities mentioned in Section 2 decrease exponentially with N . For example, let σ2

s = 1 and D1 = 0.1.
Then from (18) we have D(PXN ||PSN ) = N

2 (0.1− ln 1.1) ≈ 0.002345N and from (13), D̂(PXN ||PSN ) = 0.0025N .
Likewise, from (19) we have D(PSN ||PXN ) = N

2 (ln 1.1− 0.1
1.1 ) ≈ 0.0022N and from (14), D̂(PSN ||PXN ) = 0.0025N .

To improve the steganographic embedding function, Alice can modify (17) as

XN = αSN + PN , (20)

where the covertext SN is first scaled by α before adding the watermark PN . Again, the embedding distortion
is equal to D1:

1
N

E||XN − SN ||2 = D1. (21)

Let α = 1− D1
2σ2

s
and

PN ∼ N
(
0, D1

(
1− D1

4σ2
s

)
IN

)
. (22)

Clearly, the variance of X is

σ2
x = α2σ2

s + σ2
p

=
(

1− D1

2σ2
s

)2

σ2
s + D1

(
1− D1

4σ2
s

)

= σ2
s . (23)

We hence have XN ∼ N (0, σ2
sIN ) and D(PSN ||PXN ) = 0: this is a perfectly undetectable stegosystem.

4.2. Colored Covertext
If SN is a correlated source, Alice can diagonalize it using a Karhunen-Loève transform (KLT) T. The diagonal-
ized correlation matrix is Π = diag{σ2

n}, a N ×N diagonal matrix whose diagonal elements are the eigenvalues
of RSN . Assume that σ2

n > 0 for all n. Let uN = TsN . The KLT coefficients un, n = 1, . . . , N are independent
with distributions N (0, σ2

n). Define the modified KLT coefficient vn as

vn = αnun + zn, (24)

where αn = 1 − d1n

2σ2
n
, and {zn} are independent random variables with zero mean and variances d1n(1 − d1n

4σ2
n
).

The average per-sample distortions {d1n} satisfy the constraint 1
K

∑K
k=1 d1n = D1.

Just like {un}, the modified KLT coefficients {vn} are independent with distributions N (0, σ2
n). The stegotext

XN = T−1V N has the same Gaussian probability distribution N (0, RN
S ) as the covertext SN does. Once again,

we can have D(PSN ||PXN ) = 0 — a perfectly undetectable stegosystem.
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Figure 1. Embedding 1 bit using scalar QIM. The reproduction levels are ∆
4

+ ∆Z (crosses) for m = 1 and −∆
4

+ ∆Z
(circles) for m = 0. The graphs show pS(x) and the probability distribution pX(x) for stegotext X for (a) α = 0.8; (b)
α = 0.5.

5. QIM WATERMARKING

Consider now the quantization index modulation (QIM) embedding method,6, 7 where the marked signal is
obtained via a quantization operation. A similar problem (with a different model) was considered by Guillon et
al .8 Define an N -dimensional lattice Λ with Voronoi cell

V = {x ∈ RN : ‖x‖ ≤ ‖x− x′‖, ∀x′ ∈ Λ}. (25)

Associated with Λ is a lattice quantizer Q mapping vectors in RN to the nearest point (in a Euclidean sense) in Λ.
We also define a set of dither vectors cN

m ∈ V indexed by the message m that Alice is sending to Bob. The shifted
lattice Λm = cN

m + Λ is called the m-th coset of Λ. For simplicity let us assume that nested codes are used7, 9:
the union of cosets ∪mΛm is a fine lattice, denoted by Λf . Denote by Vf the Voronoi cell for Λf . We consider
several quantization-based methods and see whether they satisfy the steganography condition pXN = pSN .

5.1. Standard DC-QIM

Consider the standard distortion-compensated QIM embedding formula: The stegotext is defined as

XN = F (SN ,m) = Q(αSN − cN
m) + (1− α)SN + cN

m (26)

where α ∈ (0, 1] is the so-called Costa parameter. Unfortunately, the stegotext distribution (obtained by averag-
ing over m) is far from Gaussian. For instance if α = 1 (no distortion compensation), pXN is a mass distribution
on Λf . Figure 1 illustrates the problem for different values of α when N = 1, Q is a scalar quantizer with step
size ∆ ≈ √

12D1, and m ∈ {0, 1}. Here V = [−∆
2 , ∆

2 ], Vf = [−∆
4 , ∆

4 ], and c1
1 = ∆

4 = −c1
0. In the small distortion

case, D1 ¿ σ2
s , the value of α that minimizes D(PS ||PX) is approximately 1

2 .

5.2. Randomized DC-QIM

A second idea is to generalize (26) using an additional dither vector (thought of as a secret key) V N ∈ V
independent of SN and m and known only to Alice and Bob. The embedding function becomes

XN = Q(αSN − cN
m − V N ) + (1− α)SN + cN

m + V N . (27)
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Figure 2. Scalar QIM with an additional dither vector V N uniformly distributed over V: comparison of pdf’s pS and pX

for stegotext and covertext.

This randomization trick is often used to increase the security of QIM watermarking systems. Guillon et al8 also
used it to reduce the detectability of scalar QIM. Interestingly, this trick is instrumental in Erez and Zamir’s proof
that lattice QIM schemes are asymptotically capacity-achieving.10, 11 Erez and Zamir’s proof requires V N to be
uniformly distributed over the Voronoi cell V. In this case, the perturbation due to embedding, EN = XN −SN ,
is independent of SN and uniformly distributed over V. Therefore we obtain

pXN (xN ) = (pSN ? pEN )(xN ) =
1
|V|

∫

V
pSN (xN − vN ) dvN . (28)

where ? denotes convolution.

Here too, (28) shows that pXN 6= pSN no matter what pSN is. (In particular, note that 1
N tr(RXN ) =

1
N tr(RSN ) + D1.) The stegotext is therefore detectable. Figure 2 shows pX for scalar QIM with N = 1 and
σs = ∆ =

√
12D1. For this example we have D(pS ||pX) = 0.0016, which is almost the same as if X were

Gaussian with the same variance (per (19)).

5.3. Stochastic QIM, α = 1, No Key

A third idea, which produces perfectly undetectable stegotext, is the following. The Euclidean space RN is tiled
into M regions

Rm = Λm + Vf , 1 ≤ m ≤ M (29)

which are translates of each other. Let qm = PSN (Rm) denote the probability of Rm under the covertext
distribution pSN . The probabilities qm are not uniform but are nearly uniform if D1 << σ2

s . Assume for
simplicity of the exposition that the probability that message m is sent is equal to qm.

Define the distribution
pm(xN ) =

1
qm

pSN (xN ) 1{xN∈Rm} (30)

for each m; this is the Gaussian distribution pSN conditioned on the event XN ∈ Rm. Clearly

M∑
m=1

qm pm(xN ) = pSN (xN ). (31)
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Figure 3. Scalar QIM: distributions p1(x) and p0(x) for stegotext X conditioned on m = 1 and m = 0, respectively.

The embedding scheme is defined as follows. Given sN and m, identify the codeword cN ∈ Λm closest to sN .
If sN belongs to the cell cN + Vf , let xN = sN . Otherwise generate xN randomly according to the Gaussian
distribution pSN truncated to the cell cN + Vf .

Therefore the distribution of XN conditioned on m is given by pm in (30). And the stegotext distribution
pXN is obtained by averaging pm with respect to m; this distribution is the same as the covertext distribution
pSN , according to (31). Hence we obtain perfect undetectability, without need for Alice and Bob to share secret
keys. This procedure is illustrated in Figure 3 for the scalar QIM case with embedding of 1 bit.

Remark 1. The scheme above offers some resistance to noise that Wendy may be adding, but the capacity of
this scheme is below the capacity achievable by QIM with steganographic constraints.12

Remark 2. The same approach can be used for non-Gaussian covertext SN .

Remark 3. The QIM scheme above is of the form (2), where the source of randomness θ is known to Alice but
not to Bob. This is known as a stochastic encoder in the information theory literature.

5.4. Stochastic QIM with Keys
Can we combine the best features of the encoders in Secs. 5.2 and 5.3 and obtain both perfect undetectability
and good robustness to noise?

As discussed in Sec. 5.2, the output of the randomized DC-QIM encoder (27) has pdf pXN 6= pSN in general.
To improve the fit between pXN and pSN , one can preprocess the host signal (Guillon et al8 use a companding
method in their study of N = 1). Specifically, we can preprocess SN using a function S̃N = g(SN ) and apply
QIM embedding to the preprocessed host signal S̃N . A tempting choice is a simple scaling: S̃N =

√
1− D1

σ2
s
SN ,

because the cascade of the preprocessor and the embedder preserves the variance of the host: σ2
x = σ2

s̃ +D1 = σ2
s .

The limitations of this approach are as follows. Applying the convolution relation (28) to S̃N and taking the N -
dimensional Fourier transform of both sides, we obtain the following relation between the characteristic functions
of the pdf’s pXN , pEN and pS̃N :

ΦXN (ωN ) = ΦEN (ωN )ΦS̃N (ωN ).

We would like to design the preprocessor g (or ΦS̃N ) so that ΦXN is Gaussian. But pEN has bounded support
(the Voronoi cell V), and thus ΦEN has zeroes in RN . Therefore ΦXN has zeroes at the same locations and
cannot be Gaussian. This problem would persist even if g were a stochastic mapping (a conditional pdf pS̃N |SN ).



Instead we propose to postprocess the ouput of the QIM encoder, denoted by X̃N in the remainder of this
section. The postprocesssor is a stochastic mapping, denoted by the conditional pdf pXN |X̃N . The postprocessor
should have the following properties:

Steganographic Constraint. We require
D(pSN ||pXN ) ≤ ε (32)

where ε ≥ 0 is a specified but arbitrarily small number. For fixed pSN and pX̃N |SN , the left side of (32) is
a convex functional of our mapping pXN |X̃N . In the special case ε = 0 (perfect undetectability), we obtain
an equivalent set of linear constraints on pXN |X̃N :

∫
pXN |X̃N (xN |x̃N )pX̃N (x̃N )dx̃N = pSN (xN ), ∀xN ∈ RN . (33)

Minimum Distortion. We choose pXN |X̃N that minimizes the linear cost function

E‖XN − SN‖2 =
∫ ∫ ∫

‖xN − sN‖2pXN |X̃N (xN |x̃N )pEN (x̃N − sN ) dsNdx̃NdxN (34)

subject to the convex constraint (32). A solution of this contrained optimization problem is guaranteed
to exist (even when ε = 0) because the feasible set is nonempty. Moreover, the optimization problem is
convex, and so any local minimum is also a global minimum.

The Gaussian pdf is smooth and has infinite support. In the small-distortion case (D1, D2 << σ2
s), it can

then be shown that D(pSN ||pX̃N ) → 0. Therefore, for any ε > 0, the solution to our constrained optimization
problem is simply XN = X̃N for D1 and D2 small enough. (The critical values for D1 and D2 depend on ε and
σ2

s). For practical (nonvanishing) values of D1 and D2 though we have to solve the convex optimization problem
numerically. In practice, various suboptimal approximations could be considered to simplify this task.

A reasonable candidate is a scaling (deterministic mapping): XN =
√

σ2
s

σ2
s+D1

X̃N , so that σ2
x = σ2

s . Applying

this particular postprocessor to the numerical example of Sec. 5.2, we obtain D(pS ||pX) = 1.082 × 10−6 and
D(pX ||pS) = 1.077 × 10−6. The Kobayashi-Thomas bound (6) yields Pe > 0.24 for N ≤ 37, 800. To be able to
make decisions with Pe ≤ 0.01, Wendy would need N > 3× 106. Finally, it can be shown that the scaling factor
above has no effect on the capacity of the embedding scheme under Wendy’s distortion constraint (4). Fig. 4
shows that scaled randomized QIM outperforms stochastic QIM in terms of capacity.

6. BLOCK-BASED EMBEDDING

Steganographic embedding functions are often block-based. For example, LSB steganography simply embeds
random messages into the LSB plane of images or into the LSB plane of image coefficients (e.g. DCT),1 where
the block length is equal to 1. The embedding disturbs the correlation between image pixels. Therefore,
appropriate steganalysis methods utilizing the inter-block statistics, such as RS Steganalysis,13 are able to
detect LSB embedding. More advanced block-based embedding functions may preserve first- or second-order
statistics, but still disturb higher-order statistics.

6.1. General Block-Based Embedding

As shown in Figure 5, a block-based embedding system partitions the covertext SN into L = N
K blocks, each

of length K. For convenience, we assume that K divides N . Let the superscript l denote the block index
and the subscript k denote the sample index in one block. Denote the lth block as sl, which consists of K
samples (sl

1, s
l
2, . . . , s

l
K). Hence, sN is the concatenation of s1, s2, . . . and sL. Likewise, the stegotext xN is the

concatenation of x1, x2, . . . and xL, and the message m is the concatenation of L messages m1, m2, . . ., mL.
The block-based embedding function is of the form

xl = fθ(sl,ml), 1 ≤ l ≤ L. (35)
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The submessage ml is uniformly distributed over a message set {1, 2, . . . , M}. The embedding should satisfy
the distortion constraint (2) between SN and XN . Moreover, the embedding function fθ(·, ·) is chosen from a
feasible set F , depending on the value of the secret key θ shared by Alice and Bob. Keeping fθ(·, ·) secret helps
Alice and Bob to achieve their goal of secret communication.

Randomizing over SN , m and fθ, the stegotext distribution pXN can be calculated:

pXN (xN ) =
1
M

1
|F|

ML∑
m=1

∑

fθ∈F

∫
dsNpSN (sN )

L∏

l=1

δ
(
xl − fθ(sl,ml)

)
, (36)

where δ(·) is the K-dimensional Dirac impulse. The relative entropy D(PSN ||PXN ), therefore, can be used to
quantify the detectability of the block-based embedding stegosystem.

The best block-based embedding strategy depends on the original covertext distribution pSN . We will use
our stationary Gaussian assumption for SN in the following subsections to illustrate the effect of block-based
embedding.

6.2. Detectability for Gaussian Covertext

If our stegotext SN were not stationary but blockwise memoryless with block covariance RSK , we would have

RSN =




RSK 0 . . . 0
0 RSK . . . 0

0 0
. . . 0

0 0 . . . RSK


 . (37)

Applying either the spread spectrum or the QIM watermarking technique of Section 4 and 5, we can make
XK ∼ N (0, RSK ). If (37) holds, we then obtain RXN = RSN , i.e., perfect undetectability.

For a stationary Gaussian sequence SN with covariance matrix RSN , however, the off-diagonal blocks are
nonzero. The Toeplitz matrix RSN is of the form

RSN =




RK,0 RK,1 RK,2 . . . RK,L−1

Rt
K,1 RK,0 RK,1 . . . RK,L−2

Rt
K,2 Rt

K,1 RK,0 . . . RK,L−3

...
. . . . . . . . .

...
Rt

K,L−1 RK,L−2 RK,L−3 . . . RK,0




. (38)

The Karhunen-Loève transform T discussed in Subsection 4.2 only decorrelates blocks, not the whole sequence.
Although the K components of each vector ul are independent, the vectors u1, . . ., uL are still correlated. So the
block-based embedding can only match the diagonal blocks RK,0 while introducing a block structure in RXN as
shown below.

Denote the K × K matrix T−1diag{αk}T by Σ, where {αk} are scaling factors as described in (24). The
covariance matrix of the stegotext XN can be written as

RXN = RSN +




0 R1 R2 . . . RL−1

Rt
1 0 R1 . . . RL−2

...
. . . . . . . . .

...
Rt

L−1 Rt
L−2 RL−3 . . . 0


 , (39)

where Rl = ΣRK,lΣt − RK,l, for l = 1, 2, . . . , L − 1. The above equation means that RXN and RSN have
the same diagonal K × K blocks but differ in the other blocks. Per our discussion in Section 3, if the secret
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Figure 6. Per-block relative entropy r = 2 tr(Rt
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0 ) vs. the correlation coefficient ρ. The relative entropy

D(PXN ||PSN ) between the AR(1) sequence SN and the stegotext XN by block-based embedding increases as r times
N
K
− 1. Here D1 ≡ d1k

σ2
k

= 0.1, 0.05, 0.01, respectively.

key has enough entropy, we can use a Gaussian approximation to D(PXN ||PSN ). Moreover, as K →∞, we can
approximate the relative entropy between PXN and PSN using (13):

D̂(PXN ||PSN ) =
1
4
tr(δR2), (40)

where δR = (RXN − RSN )R−1
SN with RXN − RSN having 0K×K as block diagonal matrices and small nonzero

entries elsewhere from (39).

As K →∞, our absolute-summability condition on the correlation sequence for SN implies that the entries
in Ri, i ≥ 2 are negligible compared to those in R1. Likewise, RSN may be approximated by its K × K
diagonal blocks B0, hence R−1

SN can be approximated by diagonal blocks B−1
0 . Therefore, we obtain the following

approximation to D(PXN ||PSN ):

D̂(PXN ||PSN ) ∼
(

N

K
− 1

)
· 2 tr(Rt

1B
−1
0 R1B

−1
0 ), as K →∞. (41)

Hence, the relative entropy between PXN and PSN increases linearly with N/K− 1. Eventually, after Wendy
observes enough blocks, the stegosystem becomes detectable. By carefully selecting embedding parameters as
explained in Section 4 and 5, however, Alice slows down the speed at which the stegosystem becomes detectable.
Still, the intrinsic weakness of block-based embedding, i.e. its block structure, determines its detectability.

6.3. Example: AR(1) Sources

To illustrate the results of above analysis on block-based embedding, we give an example assuming that SN is
an AR(1) sequence with zero mean, unit variance and correlation coefficient ρ ∈ [0, 1). Its one-dimensional (1-D)
spectral density is given by

U(f) =
1− ρ2

|1− ρe−j2πf | , −1
2
≤ f ≤ 1

2
.

We choose d1k = σ2
kD1 for 1 ≤ k ≤ K. The relative entropy D(PXN ||PSN ) between the AR(1) process SN

and the stegotext XN by block-based embedding can be approximated using (41). The approximated relative



entropy increases linearly with the number of data blocks at rate r = 2 tr(Rt
1B

−1
0 R1B

−1
0 ), and is plotted as a

function of ρ in Figure 6. For this particular example, r = 2ρ2D2
1(1 − D1

4 )2 is independent of K. The relative
entropy increases with ρ because the blockwise memoryless approximation is less accurate when ρ approaches 1.
Also, the relative entropy increases as the distortion level D1 increases.

For instance, let D1 = 0.01, K = 100, N = 1000, ρ = 0.9. We obtain r = 1.612× 10−4, J ≈ 0.0032 and from
(6), Pe ≥ 0.2496, i.e., Alice and Bob are guaranteed that Wendy’s decision has fairly low reliability.

7. CONCLUSIONS
Steganalysis can be viewed as a binary hypothesis testing problem. Wendy’s detection performance is quantified
by the detection error probabilities, which can be bounded in terms of the relative entropy between the probability
distributions under two hypotheses.

For Gaussian random covertexts, perfect undetectability is achievable using a modified spread-spectrum
embedding method, but a secret key with infinite entropy is needed. This performance can be approached if long
keys are used. A stochastic QIM scheme can also achieve perfect undetectability, without need for secret keys.
The stochastic QIM scheme studied in this paper has relatively low capacity compared with a scaled, randomized
QIM scheme (which requires the use of secret keys, has good hiding properties, but is theoretically detectable
for very large N).

However, the widely used block-based embedding functions introduce distinct block structure into stegotexts.
This causes the relative entropy between the covertext and the stegotext distributions to increase linearly with
the number L of available stegotext blocks. That is, Wendy’s detection error probabilities for the block-based
stegosystem decrease exponentially with L.
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