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ABSTRA CT

The fundamenrtal di erence betweenthe data-hiding and watermark signature veri cation problems was high-
lighted in a 2001 paper by Steinberg and Merhav. In data hiding, the maximum number of messageshat can
be reliably decaded is essetially 2"©, wheren is the host sequencdength and C is the data-hiding capacity. A
dramatically dierent result is obtained for signature veri cation: in principle one can discriminate betweena

doubly exponertial number of signatures: 22" where C’ is the identification capacity. This paper proposesa
practical designof codesfor the latter application and comparesthe results with current designsin the literature.

1. INTR ODUCTION

The last v e yearshave seenmuch researt on the designof data-hiding systemsthat can reliably communicate
a messagdo a decader. The basicsetupis the following. Givena length-n host signals 2 S", a messagen 2 M
and a key v 2 V, the transmitter producesa marked sequencex = f(s,m,v), using an embedding function
f. Throughout this paper, we assumefor simplicity that the attacker passesx through a discrete memoryless
channel p(yjx), producing a degradedoutput y. The receiver knows v, obsenesy, and producesan estimate
M = g(y,v) of the transmitted messagewhere g is the decading function. When both the embedder and the
attacker are subject to distortion constraints, a lot is known about the fundamertal performancelimits for this
transmission problem (in terms of capacity and error exponerts for transmission rates below capacity).! A lot
is known about the structure of optimal codes as well. For instance, if S = R and distortion is measuredin
the squared-error senselattice quantization index modulation (QIM) sdemesare nearly optimal in the sense
of approading the aforemertioned fundamertal limits asthe lattice dimensiontendsto in nit y. Thesesctemes
may be viewed as codesfor the so-calledModulo Lattice Additiv e Noise (MLAN) channel.l:2

Now the problem is quite di erent whenthe receiver must perform the simpler binary decision: Is the received
signal y marked using a given signature m 2 M or not? This is a signature veri cation problem, sometimes
referred to aswatermark detection. This problem has a variety of possibleapplications. Here are two examples.

1. Each m corresponds to a user of the system, and s is an image. By marking his image according to
x = f(s,m,v), the userclaims ownership of the image.

2. Let s be the picture of a speaker preseriing slides at a professionalmeeting. Here m is an index to the
slides le, perhapsaslarge as2 Megabytes. By marking his imageaccordingto x = f(s, m,v), the speaker
claims that he was preserning the said le m and not another one, no matter how minutely di erent the
other le may be.

In the rst case,the sizeof the messageset is at most 33 bits (the whole human population is currently smaller
than 9 billion  233); in the secondcase,the size of the messageset is very large. It is impossibleto hide and
reliably communicate 2 Megabytes of data in a host image, but is it possibleto reliably solve the veri cation
problem?
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2. MA THEMA TICAL MODEL

In the signature veri cation problem, the receiver has accessot just to the degradeddata y and the key v, but
also to a test signature m* 2 M . The decding function % = g(y,v) is replaced with a binary decision rule
g(y,v,m*) taking valuesin f0, 1g and indicating the absenceor presenceof the tested signature, respectively. If
m* is embeddedin the signal, y follows a conditional probability distribution pm«(yjv) that is induced by the
probability distribution of S, the choice of f, and the attack channel p(yjz).

Given (v, m*), the binary hypothesistest takesthe form

Ho : Y pm(jv), forsomem 6 m* (1)
Hi Y pm-(jv)

where Hy and H; are respectively the \signature absert" (negative ID) and \signature present” (positive ID)
hypotheses.The challengeis to designa good embedding code. How should we measuregoodnessof the code f?

The two possible error everts at the detector are false positives (deciding H; when Hy is true) and false
negatives (deciding Hy when H; is true). Denote by \; and A, respectively, the probabilities of false negatives
and falsepositives. A natural measureof goodnessof the code is the largest size of the messagesetM for which
reliable detection is still possible(that is, Ay and A, are arbitrarily small.)

Notation : in this paper, all logarithms are in base 2. Boldface letters denote sequencesand calligraphic
letters denote sets.

3. INF ORMA TION-THEORETIC BA CK GR OUND

The problem de ned in the previous section has beenstudied in the information theory literature, starting from
Ahlswedeand Dued's award-winning paper on identi cation (ID) codes?

For the standard decading problem (in which the receiver must estimate the transmitted m), the largest
sizeof M is essetially 2", where C is the data-hiding capacity, expressedin bits per host signal sample. For
the signature veri cation problem (1), the receiwer's task is dramatically easier,and the answer is dramatically
dierent. As shown by Ahlswede and Dued,? the largest size of M is doubly exponential in n, i.e., it is of

the form 22"". This remarkable result was later extended in sewral ways.* 6 In particular, Steinberg and
Merhav's paper® appliesto the problem of private watermarking, in which the encader and decader have access
to a common sourceof randomness(the host signal).

The papers* ¢ shed somelight on what might be the structure of optimal identi cation codesvia a random
coding design, but are not concernedabout practical constructions. In 1993, Verdu and Wei” proposedthe rst
(and only one known by us to date) explicit construction of identi cation codes using a three-layer concate-
nated constart-weight code designedfor a noiseless channel, in conjunction with a corventional channel code.
This designis fundamertally dierent from the designsusedin conventional coding problems. Verdu and Wei
emphasizedachievability of capacity bounds, but their paper was not concernedabout practical algorithms for
implemerting their three-layer codes.

The goal of this paper is therefore to presen a practical designof good identi cation codesfor watermarking
and assesswhether current signature veri cation sdemes(e.g., those based on lattice QIM 810) possessthe
desiredstructure.

4. DEFINITIONS

The following de nition may be found in.®” Let W be a discrete memorylesschannel with input alphabet A
and output alphabet B. We shall frequertly usethe binary noiseless channel in our examples:

A=B=1f01g, W(bja) = Lipea). )

We also use the standard notation W" to denote the n-th order extension of the channel W, i.e., W"(bja) =
i”:l W (bijai). The ID theory can be extendedto the caseof continuous alphabets? In the cortext of QIM

watermarking, which will be developedin Section11, A and B are intervals on the real line.



Denition . An (n, N, A1, X2) ID code for the channel W : A! B is acollection fqm,Dm,1 m Ng
where \; and )\, are respectively the type-I and type-Il error probabilities, g, is a pmf on A", and D, B",
such that

X
Pu(m) | W' (Dmja)gm@) 1 A 8m @3)
An
P(m!'! m), W™ (Dm-ja)gm (a) X 8m'6m 4
acAn

An ID code works as follows. Given a messagem, the encader randomly generatesa codeword a 2 A"
according to a certain probability massfunction (pmf) qn. The decader, given the test messagem™* and the
obsened channel output b, declares H; (positive ID) if b belongsto the decading region Dy, «. A key feature
of such codesis that they are stochastic, i.e., given the messagem, the codeword a is generated randomly.
For a deterministic code, a would be a deterministic function of m. As discussedby Ahlswede and Dued,?
deterministic ID codesgenerally have very poor performance;seeSection 5 for an illustration.

In (3), P:(m) represerts the probability of correct identification of m, and 1 X is a requiremert on the
worst-caseP(m). In (4), Po(m ! m') represerts the probability that m is confusedwith another fixed message
m/, and )\, is a requiremert on the worst-casePs(m ! m’) (over all m and m’). The probability Ps(m ! m/)
should not be confusedwith the average probability of misiderti cation, where the averageis taken over all
m' 6 m: L

Pe(m) = N 1

Pe(m! m) (5)
m’#m
Example : for the binary noiselesschannel (2), the number of possible subsetsof B" = f0,1g" is 22". So
potentially, N could be aslargeas2?”. If the pmf's g, areuniform (within their support setD,,), then according
to (4), the decading subsetsshould have small relative overlap:
Dol Dmi g6 m.
iDm]j

Computational issues. We are interested in ID codesfor which N is extraordinarily large: log N could
be of the order of 10°, or perhaps even larger. The theory of ID codeswill not be useful to the practitioner
unlesswe nd a corveniert way to specify all N pmf's qn and decaling regions Dy, ; generatea according to
the selectedpmf; and verify whether b belongsto the selecteddecading region. This is a substartial challenge,
and someof our designideas (not presered in this paper) failed this test.

5. A NAIVE DESIGN: DETERMINISTIC ID CODE

Consider the binary noiselesschannel (2). AssumeM = f1,2, ,Ng. Our naive designis a deterministic
mapping f from M to A". That is, qn, is a zero/one pmf over A":

qm(a): 1{a:f(m)}, 8a2A”,m2M.
The corresponding decaling regionsare singletons:

Dm =ff(m)g, 8m2 M.

If N = 2", then obviously perfect identi cation is possible: each m can be mapped to a di erent bitstring,
i.e., f(m) is invertible. Assumenow that N > 2", and that the set M is partitioned into 2" N equivalence
classesall of which have the samesize,2". That is, all m in any given equivalenceclassare mapped to the same
bitstring. For any m, the average probability of misiderti cation takesthe form

Pe(m)

iMj Lit (m7)=t (m))

m’#m

— 1 n
= 1@ D



which is independent of m and can be made arbitrarily small by choosing N 2".

This result looks attractiv e, but a clear drawbadk of this schemeis that the receiver systematically confuses
m with all m’ in the sameequivalenceclassas m. For such m, m’, we obtain Pe(m ! m’) = 1in (4). Therefore
this schemedoesnot satisfy the requiremerts for an identi cation code, exceptin the trivial casels = 1.

6. AN IMPR OVED DESIGN: STOCHASTIC ID CODE
Let the messageset M have cardinality 2K , where r = en, for somee 2 (0,1). Partition the messagen 2 M

into k submessages, m2, ,mk , €ad viewed asa binary string of length r. Equivalertly, we view the binary
represenation of m asar K matrix, and m, asthe u-th column of that matrix.
0 19
1 0000 3
0 00O0O =
m % 0 00O0O §§ r
| {z }

K
The encaling goesas follows.

1. Generatea random variable « uniformly distributed overf1,2, ,Kg.

2. Transmit the pair (u, my).

The number of bits usedto represent a = (u,my) is n = logK + r. Note that logK = i=r, ie., the
submessageare very short and there a huge number of them (for large n); aswell, encading « is more expensive
than encaing my,.

The messageset M is potentially very large, and its sizeis conveniertly measuredusing the second-order
rate of the code, which is de ned as

1 loglogjMj 1 log(rK)
n n

= l[|0g7°+n 7]
n

- €+|Og(€n). (©)
n

The decaler obsenes the binary noiselesschannel output b = a = (u,my) and tests for the presenceof
messagen*. To this end, the decader just comparessubmessagen, with m;. If m, = m;;, the decader declares
H, (positive ID); otherwiseit declaresH.

What is the statistical performance of this scheme? If m = m*, the receiver always decides H,, so the
probability of correct ID is exactly one. For m 6 m*, an error occursif and only if m, = m}, i.e., we have a
collision for the selectedsubmessageFor a randomly selected m, the probability of this evert is upper bounded
by 27" = 2= ", * This looks very good.

Unfortunately, there exists a messagen whosematrix represertation di ers from that of m* by a single bit,
sothat the unwanted collision m, = m} occurs with probability 1 Ki! This is catastrophic when K is large.
This caseis easily seento be the worst possibleone, sowe have an ID code with type-Il error probability

1
=1 =1 2-(=)n, (7)

Therefore we only obtain a trivial improvemert over the result Ao = 1 obtained for deterministic ID codes.

The bound is tight asK — oo.



7. THE NEED FOR REDUND ANCY

The key problem with the schemepreseried above is that for any given messagen*, there exists another message
m that hasthe samematrix represertation asm?*, exceptfor one column. Henceonewould like a represenation
of messageshat increasesthe \distance" betweenmessage§ measuredherein the number of distinct columns.
This requiresintro ducing redundancy in the matrix represeration of the messagesSe\eral ideasare possiblein
this regard, let's begin with the simplest one.

7.1. Reed-Solomon Codes

A r K matrix of 0'sand 1's may be viewed as a sequenceof K symbols (matrix columns), ead symbol taking
on 2" possiblevalues. Now view m as suc a sequenceof sourcesymbols, and consideran (L, K) Reed-Solomon
(RS) code over an alphabet of sizeq = 2'. Sudh a code has the property that if any K of the L transmitted
symbols are received, then the original K sourcesymbols can be recovered; Reed-Solomoncodesexist for L gq.

Reed-Solomoncodes are based on the arithmetic of nite elds. Given a length-K source sequencez =
(20, 21, ---, 2k —1), Where eacth z is a r-bit symbol, a Reed-Solomoncode outputs the length-L codeword ¢ =
(co,c1, ,cL—1) Wheree = e (z) = P(g¥jz) is a r-bit symbol; ¢ is a generator of the (cyclic) group of nonzero
elemenis in 0,1, ,q 1g;and P(zjz) = 20+ z1z+ ...+ 2z 12X~ for any eld elemen z.

In the context of our ID problem, the RS code maps each possiblemessagen to a unique sequenceof source
symbols z[m]: 0 19

10001010 3
00110000 =
z[m] 01010101 §7“
| — {z _}

L>K

When asked to produce an identi cation string for m, the encader doesthe following:

1. Choosea eld elemen u accordingto the uniform distribution onthe eld f0,1, ,L 1g.

2. Transmit the string a = (u, cy(2[m])).

The number of bits usedto represent (u,cy(z[m])) isn = logL + r.

For the noiselesshinary channel, the receiver obsenesthe string b = a = (u, ¢,) and must declare whether
the messagewas m* or equivalertly, whether the source sequencewas z* = z[m*]. To this end, the receiver
evaluates ¢, (z*). If ¢y (z*) equalsthe received ¢, we declare H; (positive ID), otherwise we declare Hy.

Let us explicitly identify the pmf's qm, and the decading setsDy, for this ID code. Write the codeword a as
(a),a®), wherea is the binary represernation of u (log L bits), and a(® is the binary represenation of m,
(r = n logL bits). The set of all sequences haslog cardinality equalto n. For any m, the pmf qn,(a) puts
uniform probability over a set of log cardinality equalto log L. All pmf's g, are distinct. The decaling setDp,
coincideswith the support setof g, .

7.2. Performance Analysis

What is the statistical performance of the above scheme? If m = m*, the receiver always decides H,, so the
probability of correct ID is exactly one. For m 6 m*, the analysis proceedsas follows. The sequencex(z) and
c(z*) coincide in at most K positions. We will thus make an error (decide H,) if « happensto be a position
where ¢, (z) and ¢, (z*) coincide. The probability of this happening is K/L. Therefore, we have constructed an

ID code with K
n=logL+r, N=2% X=0 X= T

In other words we can accomalate 2'K usersusing bit strings of length n = log L + » and achieving an error
probability of K/L.



Let us evaluate the second-orderrate of this code. De ning

1 K
FEy= Zlog— >0, (8)
n L
we may write
Ay = 27"z
and
1 I
R = —loglogjMj
n
1
= —log(rK)
n

= Ey + 1 log(rL)
n

1
= Ey + E[Iogr+ n ]

_ B+ 1 T, |Ogr.
n n

For a given error probability, we want to minimize r in order to maximize R. For any RS code, we need . 2"
and therefore
r logL=n r

which implies » 5. Therefore we chooser = 5 and L = 2, achieving the desiredbound. The second-order
rate of this code is 1 )
1, log(n/2) ©)
2 n
For a sequenceof RS codesin which n ! 1, the last term in the right side vanishes,and the sum R + E,

convergesto % This provides the fundamertal tradeo betweensecond-orderrate R and error exponernt Es for
this construction.

R= E2+

Numerical Examples. Choose codelength n = 32 and error probability A\, = 2=  0.000061. Then
E, = Y. The second-orderrate of the code is obtained from (9) as R = 13+ 1+ 1216 = 3 Therefore the

log cardinality of the code is log N = 2"R = 64, which is good but not impressiwe.

If we increasen to 64, performance becomesrather spectacular: now E, = 34, R= 14+ 14 loai2 - 23
and log N = 2"R = 8 388 608. The e ect of a mere doubling of n is an improvemert of log N by v e orders
of magnitude! And the parametersof the RS code, » = 32 and K = 262 144, are computationally manageable.

Finally, while L = 232 4 10° is much larger than K, only one of the L output symbols needsto be computed.

8. COMMON RANDOMNESS

If the encader and receiver share common randomness,the performance of the authentication scheme can be
improved. Consider for instance the design of Section 7. If the random variable u was known to the receiver
prior to the transmission, then the authentication code could consist of ¢, alone. If fact we can do even better.

In the following stcheme,encader and receiver sharerandomnessin the form of a random variable v, uniformly
distributed overf1,2, ,L’g. Denote by

H(V)= %Iog r (10)

the ertropy rate of V. Represen the messagen 2 M by a length-K sequencez[m] of symbols de ned over the
alphabet 0,1, ,2" 1g. Then apply a (K, L) RS code to z[m] and denote by c(z[m]) the output, asdescribed
in Section7. If L is chosenasa multiple of L/, we may view the position of ead symbol of ¢ asindexed by the
pair (u,v), wherew2 f1,2, | L/L’'gandv?2 f1,2, | L'g.

The encader obsenes v, generatesa uniform random variable u, applies the RS code to z[m], and then
transmits the pair (u, cyv (z[m])). The binary represernation of this pair haslength n = log(L/L’) + r.



The decader knows v, obsenesu and cy, , evaluates cj.,, = cuy (2[m*]), and tests whether ¢,y = ¢, . The

type-1 error probability is zero, and the type-Il error probability is Ay = %

Choosethe following parametersfor the RS code:

AWy
2
Recalling (8) and (10), the second-orderrate of the code is
1 i
R = —loglogjMj
n
1
= —log(rK)
n
1
= Ey+ —log(rL)
n
= E2+ E |Og L‘E[(Vv)n + 7
n 2
| 14H (V)
= B+ 1+ H(V) | og(—5— n). (1)
2 n
HV)

Compared with (6), the rate is increasedby a factor equal to ——, half the entropy rate of the common
randomness. Remarkably, just two bits of common randomness(nH (V) = 2) suce to double logjMj , for the
samevaluesof n and \,.

Hashing . The availability of common randomnessis reminiscert of hashcodes!! A hash function h maps
a length-n’ bitstring m and a length-% bitstring v (secret key) to a length-n output bitstring h(m,v). Hash
functions are frequertly usedin applications where n’ n, e.g.,n 100 and n’ is extremely large, possibly
unbounded. We may view h(m,v) asthe output of a deterministic ID code (becausev is known to the receiwer).
Upon observing h(m, v), the receiver tests the hypothesism = m* by computing A(m*,v) and comparing with
h(m,v). If thesetwo bitstrings are identical, the receiver decidesH;; otherwise Hj.

Hashing codes are deterministic, and very much like the code of Section 5, they cannot be expected to be
good ID codes. T Indeed, while the average error probability (over all m) is 2-¥ and can be made very low
by appropriately chosing k, collisions occur whenn + k < n’ (the normal mode of operation of hashing codes).
Therefore the worst-caseerror probability is closeto 1.

9.ID CAP ACITY

Ahlswedeand Dued® have studied the fundamertal limits of ID codes. In this section,we rst state thoselimits;
in the next one, we discusshow to approac them.

De nition . An ID rate R is achievable if for any \; > 0, Ao > 0, ¢ > 0, and su cien tly large n, there exist
(n,N,A1,A2) ID codeswith rate +loglogN R e

De nition . The ID capacity of the channel is the maximum achievable ID rate.

Theorem 1.3 The ID capacity of the channel W (bja) without common randomnessis equal to its Shannon
capacity, C(W) = maxpa) I(4; B).

Theorem 2.5 Assumean i.i.d. sourceof randomnesswith erntropy H(V) is available to the encader and
decdder. In this case,the ID capacity of the channel W (bja) is equalto C(W) + H(V).

As an immediate application of Theorem 1, we considerthe noiselesshinary channel W, which has capacity
C(W) = 1. The RS construction of Section 7 achieves a second-orderrate % (obtained by making the error
exponert Es, arbitrarily small). This sequenceof ID codesis therefore quite good (due to its ability of encading
a double exponertial number of messagesput not optimal.

YThe practical justi cation for hashing codesis that it is belicved to be computationally difficult to nd two messages
m and m that can be confused. In contrast, ID codeso er an absolute guarantee on the probabilit y of confusion.



10. GOOD ID CODES FOR NOISY CHANNELS

A natural ideato designan ID code for a generalnoisy channelis to concatenatea standard transmission code
and an ID code for a noiselesschannnel. We shaw that not only is this construction easyto implemert, but also
it is optimal.

De nition . An (n, Ntr, ) transmission code is a collection of codewords ¢(i) 2 A" and nonoverlapping

decding regionsE(i) B",for1 4 Nygr, sud that the worst-case(over all ) probability of correct detection
isat leastl A:

WrE®@ip@@) 1 A 1 i Nrr.
The rate of an (n, Ntr,\) transmission code is % log NTRr.

If the Shannoncapacity of the noisy channel W (bja) is C, then for any arbitrarily small Atgr > 0, ntr > 0,
and large enoughn, there exists an (n, NTr, Atr) transmission code for the channel W", with code rate

1
Rrr = ElOQNTR =C mr-

Now consider the (nRrr)-th order extension of the binary noiselesschannel, which has capacity ¢ = 1.
According to Theorem 1, for any arbitrarily small A5°¢*ss and 7,,0iscless, there exists an (nRtgr, IV, 0, Ajoiseless)
ID code for the binary noiselesschannel, with second-orderrate

1
Rnoiseless = |Og |Og N = 1 Thoiseless -
TLRT R

The output of the aboveID code belongsto an alphabet of size2"R 7= and is fed into the input of the transmission
code.

Proposition 1 below statesthat reliable ID is guaranteed upon observingthe output of the transmission code.
The statemert makesgood sense:the codewords of the transmission code can be reliably decaded, and therefore,
with high probability, the decader will make the ID decisionbasedon the correct codeword. The proof of this
statemert is analogousto the proof of the direct part of Theorem lain.?

Prop osition 1. The above construction results in an (n, N, A\tr, A\tr + Aj°s¢less) D code for the noisy
channel. The second-orderrate of the code is given by

1
= E IOg |Og N = RyoisclessITTR -

Prop osition 2. The above construction is optimal, in the sensethat for R arbitrarily closeto C(W) and A
arbitrarily small, there exists such an (n, N, A\, \) ID code with n large enoughand N = 22"

Motiv ated by this theory, we proposethe following practical scheme. Given target type-l and type-Il error
probabilities A\; and A\, choosen \large enough”. Then selecta length-n transmission code for channel W (bja),
with rate Rrr and error probability Atg < min(A;, \2). This code has Ntr = 2"R 7% codewords. Also choose
Anoiseless A2 ATR, and evaluate the following parameters:

1
r=snlre, L= 2", K= Lluoiseless, N =2K.

De ne a one-to-onemapping ¢ from f1, ,Lg f1l  ,2'gtofl, ,Ntrg. Toencadem 2 f1,2, ,Ng,
perform the following operations.

1. Generatea random variable « uniformly distributed overf1,2, | Lg;
2. Evaluate ¢, = ¢y (z[m]), the u-th symbol of the RS codeword corresponding to input m;

3. Let i = Y(u,cy);



4. Transmit a = ¢(i).

The decader is given the test messagen™* 2 f1,2, | Ng. Upon observing the channel output b, the decader
performs the following operations:

1. Find i such that b 2 E(7); declarean error if no such ¢ can be found.
2. Let (u,cy) = ¥ 1(5);
3. Evaluate ¢, = ¢, (z[m*]);

4. If ¢, = ¢, declare H; (positive ID); otherwise declare Hy.

11. WATERMARK  IDENTIFICA TION CODES

Here we restrict our attention to public watermarking schemes (host signal is nq; available to the receiwer)
basedon scalar quantization index modulation (QIM). The quarntizer stepsize = = 12D, is determined by the
embedding per-sample mean-squareddistortion constraint, D;. The marked samplesare subjected to additive
i.i.d. Gaussiannoisewith mean zero and variance D, = D;. For the Costa parameter, we selecta = % which
approximately minimizes the error probability of the scheme(seebelow). For scalarQIM, the channelinput and
output alphabets are the intervalsA = B=[ /2, /2]. The combined e ect of self-noisedue to quartization
and the Gaussiannoise (scaledby «) results in a Modulo Lattice Additiv e Noise (MLAN) chanel W (bja). The
capacity of this channelis approximately 0.2.

Selecttarget n and error probability A of transmission code. The Bhattacharyya coe cien t for the MLAN
channel with D, = D; and « = % is 0.232! For instance, to embed a single bit in a block of length 32, the
Bhattacharyya upper bound on error probability is £e~%232x32  0.0003. So considerthe following design:

A transmission code for the MLAN channel, consisting of 64 blocks of size 32; one bit is embeddedin eadh
block. Hencethe parameters of the transmission code are n = 2048, Ntr = 2% (rate Rtr = %), and
A 0.0003.

The ID code of Section7 for the binary noiselesghannel, with the following parameters: njp = nRtr = 64,
N = 28388608 (hence second-orderate Ruoiscless = 22 0.36), A1 = 0, and A3eiseless  0.000061.
The concatenation of these two codes givesan ID code for the MLAN channel with the following parameters:
n= 2048, N 28388608 \; )\, 0.0003.The second-orderrate of the codeis R = 322  0.011.

It is worth noticing that the error probability of this schemeis dominated by the error probability for the
transmission code (\3°¢!*s is almost an order of magnitude lower than )\;). Performance could be improved
almost \for free" by increasing N in exchange for an increasein A3°sel*ss, We have not bothered with such
tink ering of performancebecauseN is rather large already!

Comparison with conventional designs. Previous paperson QIM watermark ID usedsimply an (n, N, \)
transmission code, with rate Rrg = nllogN. They mapped each messagem 2 f1,2, ,Ngto a dierent
codeword. Theseschemesare(n, N, A, A) ID codes. Their second-orderate is equalto %IoglogN = %Iog(nRTR)
and vanishesasn ! 1 , falling far short of the potential of ID codes.

12. CONCLUSION

We have developed practical ID codesthat can achieve roughly one half of the ID capacity. For instance, we
have proposeda computationally simple scheme based on a Reed-Solomoncode and a scalar QIM code with
the following parameters: codelength n = 2048, watermark-to-noise ratio D,/D5 = 1, number of messages
N = 28388608 "and worst-caseerror probability guaranteed to be below 0.0003. We are currently working at
seeral extensionsof this work, including private watermarking (exploiting the presenceof a sourceof common
radomnessin the form of the host signal), and somealgebraic-geometriccodesthat may be useful alternativ es
to the Reed-Solomonconstruction proposedhere.
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