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Abstract— This paper develops a mathematical analysis of the copies: if there are colluders, the residual power of each
performance of order statistic collusion attacks on Gaussian fin- fingerprint is only % times the original value. Nonlinear
gerprinting systems. The attacks considered include the popular aitacks are also popular, e.g., each sample of the forgery could
memoryless averaging and median attacks as special cases. In thISD th di | f t'h ' di | ilabl
model, the colluders create a noise-free forgery by applying an e the median va'ue or the correspo_n gamp e_s avallable
order statistic mapping to each sample of their individual copies, tO the colluders. Instead of computing the median value, the
and next they add a Gaussian noise sequence to form the final colluders may perhaps output the minimum, or the maximum,
forgery. The choice of the mapping may be time-dependent and/or or the midpoint (average of min and max) of their samples. All
random. The performance of a strategy is evaluated in terms of such attacks may be viewed asler statisticattacks as they

the resulting probability of error of a correlation focused detector, . . .
and in terms of the mean-squared distortion between host and employ well-established methods from statistics and nonlinear

forgery. We prove the surprising fact that all the nonlinear attacks ~ Signal processing [1], [2]. In addition to the above operations,
considered result in the same detection performance. Moreover, the colluders may add noise to further confuse the detector.
the linear averaging attack outperforms the other ones in the  The averaging plus noise attack has been studied in several
sense of minimizing mean-squared distortion. papers where the noise model is assumed to be i.i.d. Gaussian
[3], [4] or colored Gaussian [5], as well as in [6] where a
worst case noise analysis was conducted. Some special cases
Due to to the proliferation of digital media on private anaf the order statistic attacks, including the median, minimum,
public networks, there is a pressing need for reliable digitataximum, and midpoint attacks, have been studied in [7]
rights management (DRM) techniques. Digital fingerprintingsing anoise-free forgerand some approximations to detector
provides attractive solutions for DRM, as well as for traitoperformance analysi$.Based on these approximations, it was
tracing applications. For instance, in copyright protectiomlaimed that minimum and maximum attacks are superior to
a provably reliable digital fingerprinting scheme can detéhe median and averaging attacks. In contrast, we prove that
users from illegally redistributing the digital content. In dor Gaussian fingerprints and in presence of Gaussian noise,
generic copyright application, each user is provided with hie above attacks are adlquivalentin terms of maximizing
own individually marked copy of the content. This makes the probability of error of the detector. Moreover, among
possible to trace an illegal copy to a traitor. However, sontRese attacks, the averaging attack outperforms all the other
users may collude and mount a strong attack on the scheaticks in terms of minimizing thattackers’ distortion The
by comparing their copies and creatindoagery that contains advantage of the linear averaging attack holds even if the class
only weak evidence of the presence of their fingerprints. of unbiased order-statistic filters is extended to include time-
In our problem setup, the fingerprinting scheme is additivearying, signal-dependent, and randomized versions of such
and the fingerprinting code is taken from a Gaussian ensemfiliers.
of codes. (This does not mean the code is selected randomlyThroughout this paper, we use boldface uppercase letters to
the random-ensemble technique merely allows ysréwe the denote random vectors, uppercase letters for the components
existence of a fingerprinting code with the desired propeitie®f the vectors, and calligraphic fonts for sets. We use the
The detector has access to a forgery as well as to the hegmnbolE to denote mathematical expectation. For any random
signal (non-blind detection) and performdimary hypothesis vectorX : {Xi,..., Xk}, we denote byX ;) thei-th smallest
testto determine whether a user of interest was involved gomponent of vectoiX or the i-th order statistic of vector
the forgery. There are two cost functions in this problem: th¥. For instance,X(;, denotes the minimum component of
detector’s probability of error, which the colluders want toector X, and Xk its maximum component. The symbol
maximize; and the mean-squared distance between the ho;t o )
and the forgery, which the colluders want to minimize. In the absence of attacker’s noise, the only source of uncertainty at the

. = ) detector is which coalition created the forgery. The approach used in [7, Egn
A simple but often used attack is linear averaging of th@)] was to use a Gaussian approximation to model this uncertainty.

I. INTRODUCTION



f(N) <« g(IN) means thatimy_, % = 0. The Gaussian which noiseE is added to form the actual forgerY,). The
distribution with mean# and variances? is denoted by requirement (1) representsfairness conditionall members

N(6,02). of the coalition incur equal risk. Another requirement of
the mappingf is that it satisfies the followingeparation
[l. PROBLEM STATEMENT condition
The mathematical setup of the problem is diagrammed in
Fig. 1. fXykeT)=f(Qu keT)+S. 2
The order statistic attacks considered in this paper satisfy both
Ag* requirements.
Y, Attack If the attackers can retrieve the original sigi$althey will
Q. “. Channel succeed in defeating the detector. It is therefore useful to view
< > f(Xg, k€ J) as an estimator of the sign8l based on the
; FOfgew copies available to the coalition. The mean-squared distortion

of the forgeryY relative to the host sign@ is given by

—_— iQK
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E|Y - S|* = ND. ®3)

where D, is the average distortion per sample introduced by

Q. the coalition. Under the attack model (1), the total distortion
é (3) can be decomposed as

ElY — S| = E[||f (Xk, k € J) — S||*] + E|E|]%,

Fig. 1. The fingerprinting process and the attack channel. and thusD, > ¢2. The difference

2 1 2
A. Fingerprint Generation and Embedding De =" = NE[”f(Xk’k €J)-SI'] @)
The host signal is a sequen@ = (S(1),...,S(N)) in represents the mean-squared estimation error.
R_N , vievyed asdeterministicbut unknownto the c_oIIuders. C. Order Statistic Attacks
Fingerprints are added t8, and the marked copies of the
signal are distributed td users. Specifically, usgris assigned
a marked copy

In this work we shall consider a class of attacks that
are known as order statistics filters [2]. Let us first define
the notion of order statistic and subsequently order statistic

X;=8S+Q; je{l,...,L}, attacks.
y;ftg? the fingerpriniQ; = (Q;(1),...,Q;(N)) is a N- Definition 1: If random variablesX:, X», ..., Xk are ar-
The fingerprintsQ, - - - , Q. form a (N, L) fingerprinting ranged in ascending order of magnitude and then written as
codeC. The codeC is selected from a random ensemble of Xy £ X < < Xk,

codes. Each code in this ensemble is madé of.d MV (0, Iy)

fingerprints, generated independently of the host sighal we call X(;) the -th order statistic.[1]

Therefore, o
) ) _ To form an order statistic attack, the colluders form a
E[X; —S|I7] = E[[|Q;[I*] = N, Vj, weighted sum of their ordered samples. Theth sample of
where the expectation is taken with respect to the GausskfT7'S COpy is given by
ensemble. X,;(m) = S(m) + Q;(m), 1<m<N.
B. Attack Model The ordered samples are given by

The attacks are of the form
X(j)(m):S(m)—i—Q(j)(m), 1<m<N. (5)

Y=fXy,keTJ)+E (1) Samplem of the noise-free forgery is given by
where 7, the coalition, is the index set of the colluding users. K
The coalition has cardinalitys < L. Moreover the noisé& fa(X1, . Xk)(m) =D aiX (5 (m), (6)
is i.i.d. M(0,02) and is independent of the fingerprint®: } =1
and consequently independent{3X; }. where X(;)(m) is the i-th order statistic of theK-vector
The mappingf : RNIJl — RN is symmetric in its X(m) = {Xi(m),..., Xx(m)}. For the time being, we
arguments, i.e., any permutation of the index getloes not assume that the vectar = {a4,...,ax} is deterministic

change the value of. We view f as a “noise-free forgery” (to and the same for all samples. With abuse of notation we



shall denote the overall attack for the entire sequence By Correlation Detector

fa Xy, k€ T). o . ) We shall consider a nonblind scenario where the host signal
The order statistic attacks include some of the widely usefis available at the detector and can be subtracted fi&m
attacks in the fingerprinting literature. For instance: to form the centered conteif — S. The detector performs a
« Linear averaging attack: binary hypothesis test to determine whether a specific user’s
1 X mark is present in the forgery. We shall call this detector
fa(X1,..., XKg)(m) = e Z X;(m) focused because it decides Whgther a part'iCl.JIar user of interest
i=1 is a colluder [4]. It does not aim at identifying all colluders.

Our focused detector does not need to kniwthe number
of colluders, or the attack parametersand 2. (However its
performance generally depends on these quantities.)

wherea; = + 1 <i < K.
¢ Minimum attack:

Ja(X1,..., Xk)(m) = min X;(m) = Xq(m) Assume that the detector is focused on uyseDur detector
1<i<K . . .
compares the correlation statisfifY’) with a thresholdr:
wherea; =1, anda; =0 for 2 <i < K.
o Maximum attack: similarly, Hy
T(Y)=Qj(Y~-S) 2 7 8)
fa(Xl,...,XK)(m)—lglizg%X,;(m)—X(K)(m) Hy
whereax =1 anda; =0 for 1 <i < K —1. where H, and H, respectively denote the “guilty” and “in-
« Midpoint attack: nocent” hypotheses. The decision boundary for this test is a

hyperplane normal to the vect€);:

FalX1 - X m) = 5 (X0 (m) + Xy (m)
Q={Y : Q(Y-8)=r1}.

wherea; = ax = 1 anda; =0 for all i # 1, K.

« Median attack (for odd¥): The thresholdr trades off the type-l and type-II probabilities
of error. In this paper, we fix
fa(X1, ..., Xk)(m) = medianX;(m) = X K;l)(m) N
whereasxs =1, anda; = 0 for i # £ TTOK”

E. Detection Performance

All the above estimators are special instances of the orderpye to (1), the pdf's of (Y) underH, and H;, conditioned
statistic attack of (6). . on the code, the coalition7, user of interes§, and mapping
We require the attackfy (Xx,k € J) to be an unbiased ¢ are Gaussian with varianee and means:

estimator of the signab or equivalently, E[T(Y)(C. 7. j.f] = Q¥ F (Qu.k € ) P
0 ) y J = i k> ) J
— S(m) ET(Y)[C,T.5,f1=Q] [ (Q,k€T), jeJ.(10)

o The conditional variance of (Y) is equal to No? under
where the expectation is with respect to the random ensemgigher hypothesis. Note that the expectation of (9) with

K
Ym, E lz a; X iy(m)
i=1

of fingerprinting codes. respect to the random ensemble of codes is equal to O for
Due to (5), we have all f (because the fingerprints in the random ensemble are
K independent and zero-mean). Moreover, the expectation of

E =E

K K
ZaiX(i) (m) S(m) Zai + ZaiQ(i)(m)] (10) with respect toC is independent of7 and j; denote
i=1 i=1 i=1 this expectation by 3(f). When f is the linear averaging
Due to the symmetry of the distribution from whi¢his mapping,3(f) = 1. For any other choice of, the value of
drawn, we have: B(f) is to be determined.

E[Qu(m)] = —ElQx —iy1)(m)], l<i<K. Assumption 1 The number of users satisfigs < eVV.
Subsequently forf, (Xs,k € J) to be unbiased, we mustAssumption 2 The number of colluders satisfids < VN.

have:
In Sec. V, we prove under the above restrictionsloand

K
Z“i -1, K, there exists a “good cod&” from the random ensemble
| with the following property. Given an arbitrarily smadl> 0
@ = ar—it1, 1<i<K. (7) andN > No(e), C satisfies
Notice that among the attacks listed above, the minimum Q f(Qr, k€ J) < Ne, i¢J,

Q f(Qr,keJg) > N[ﬂg)

and the maximum attacks are biased while the averaging and

midpoint attacks are unbiased. - 6} v Jed,



i.e., the conditional means (9) and (10) are close to thaf minimizing the expectation of (10) over the ensemble of
expectationuniformly over allj and 7. Therefore the type-I Gaussian codes. This expectation is given by
and type-Il probabilities of error are upper bounded as follows:

d(a) = E [Q] fa (Qk, k€ )]

. VN
Pi(C.f) < P[2Q <2<7K(1 —€) (11)  The optimization problem for the normalized distarf&@!
is therefore stated as:
rue) < P 2o XX oo -1-0 )2 1
(€D < P2 Q| 5 win {ia(a) £ LB QI (Quke )} @)
whereQ(t) = (2r)~1/? ffoo exp{—2?/2} dz is the tail prob- Because the fingerprints in the random ensemble are i.i.d, we
ability of a normally distributed random variable. have
. . K
Remark. One may wish that randomly drawing a code _
from the Gaussian ensemble be good enough. However, the va(a) = E|Q;(m) ZaiQ(“ (m)}, ym
probability of drawing a bad code may exceBfl and/or P;;. x =t
We can prove the existence of a good code but cannot propose - E|Q, Z Q)
a construction. p

In Sec. V, we guarantee the existence of good codes Rreover, the expectation is independentjofTherefore,
matter how complicated the colluders’ strategy is.

[k K
1
I1l. OPTIMAL ORDER STATISTICS ATTACKS Ua(a) = FE > Q> aQq
In this section we shall consider the problem of finding the :F1 = -
optimal order statistic attack. An ideal attack would have the 1 K K
property that introduces the least distortion while maximizing = }E Z Q) . aiQi)
the detector’s probability of error. L7=1 i=1 :
. . 1 K K
A. Distortion = Z a;E Z Q)R | - (16)
The first criterion can be expressed as follows: i=1 j=1 ]

, a1l 5 Now to gain some insight on the quantity
m;n {1/)1(51) = NE[Hfa (Xk}7k S \7) - SH ]} . (13) ]E[Zf(zl Q(J)Q(l)]’ let us consider the fo”owing examp|e

) o from [8].
In light of (4), the attackers’ mean-squared estimation error is

1 N Example 1: Let us consider a simple case whé}g;), j €
—E Z (fa(Xx(m), ke J) — S(m))Q] . (14) {1,2,3} are the order statistics of a Gaussian vector of length
Nz K = 3. Table | shows the correlation matrix d =

Recall from (7) thatf, (X;,k € J) is an unbiased esti- {Q), @2, Qs }- Notice that the expectation in (16) is the

mator of the signal. Therefore, (14) can be thought of aScolumnwise sum of the entries of Table I, which is remarkably

the time-averaged variance of this estimator. This reduces ﬁ]%ual ol
problem to identifyinga that minimizes the variance of an
unbiased estimator of a signal corrupted by Gaussian noise.

Q) ‘ Q2) ‘ Q3)

The sample mean is the best unbiased estimator for the mean Q) | 1.27566 | 0.27566 | -0.55132
of a signal in Gaussian i.i.d. noise, which implies that the Q) | 0.27566 | 0.44867 | 0.27566
optimal choice for the coefficientgs; } is Q1) | -0.55132| 0.27566 | 1.27566

ai:i 1<i<K. TABLE |

K CORRELATION MATRIX OF ORDER STATISTICS OFGAUSSIAN VECTOR OF

So with respect to the distortion criterion, linear averaging is LENGTH K = 3.
optimal.
B. Probability of Error Remarkably, the numerical observation of Example 1 ap-

The second goal of the attackers is to maximize the progdfieS t0 order statistics of any zero mean Gaussian vector.
bility of error. Under Assumptions 1 and 2, (11) and (12) h0|'dl'h|s result is stated_ in the f_ollovymg theorem and is proved
for any good code. Hence we replace the problem of mafly Méans of an auxiliary estimation problem.
mizing the error probability of the detector with the problem



Theorem 1:Let Q(;y, 1 < k < K denote thek-th order In conclusion, the attackers’ ideal is to choessuch that
statistic of K i.i.d. Gaussian random variables with mean zerthe probability of the error at the detector is maximized while

and unit variance. Then the distortion is minimized. The corresponding cost functions
are ¢1(a) andy¥y(a) in (13) and (15). While any unbiased
ZE[Q(i)Q(j)] =1, i=1,...,K. (17) estimator is optimal in terms of optimizings(a), only the

linear averaging attack with; = - for all i optimizesy (a).

Proof: By assumption, the random variablés,, 1 < IV. TIME-VARYING, RANDOM MAPPINGS
k< K are i.i.d. N (0,1), with § = 0. Now let us consider the
auxiliary problem of estimating from theseK observations.
Consider the estimator

In Section Il we restricted our attention to time-invariant,
deterministic mappings, where the weight vectois fixed
for all samples of the attack. In this section, we show that the
K colluders gain no advantage by choosing a time-varying and/or
Z Q) (18) random strategy. The colluders choose an arbitrary value of
- for each sample (either deterministically or randomly). They
which is linear in {Q;}. The MSE of this estimator is construct a noise-free forgery whose samples are given by:
E[(32; aiQe)?]-
Let us finda that minimizes this MSE, under the restriction famm)(X(m), k € J) (23)
that the linear estimator is unbiased, i.e (7) holds. Consider the
Lagrangian Leta®™ = (a(1),--- ,a(N)).
The results of Sections 1I-D and IIl extends as follows. In
E[(Z a;iQiy)?] + /\(Z a; —1). (19) terms of distortion, the linear averaging estimatoy({2) =
i i % for all i,m) outperforms all other unbiased estimators,
Taking its partial derivatives with respect to thgs, we have: including randomized, time-varying estimators. In terms of
error probability, for a fixech*V, the expectation of (10) with
2 Za] Qi@ +A=0, 1<i<K (20)  respect to the random ensemble of codes can be evaluated as
in Sec. lI-B. The colluders seek'"V that minimizes

On the other hand, we know that (i) the sample mean is
the minimum variance unbiased (MVUB) estimatortfnd )& — Z E[Q;(m)(fa(m)(Qr(m), k € T)].
(ii) the sample mean is of the form (18) with = +. Thus N~

a; = 7z must solve (20), and we obtain ) ‘ N
Since {Q;(m),1 < j < L,1 < m < N} are iid., the

1 minimum is achieved by som& ¥ with constant components
2> ZEQmQu+A=0,  1<i<K (21) - precisely the problem treated in Sec. Ill-B. Here again ran-
j domization ofa'*" does not help the colluders’ performance.

2
= ZZE )Q(y) +/\* : (22) V. EXISTENCE OFGooD CODES

This section proves the existence of good codes, for any
strategy (time-varying and/or randomized) that the colluders
> Y EQwQy) =ElIQI] Z ZE QiQ;) = may select. Given &N, L) fingerprinting code, a colluder's

i g mappingf = (f(1),---, f(N)), a coalition7, and a user of
interestj, the conditional means of the test statisfi€Y) are
given by

Now

Replacing in (21), we obtain = —2. Then (20) yields

ZE Q) vi, w(C.T.5.f) = QUiQuked) j¢J. (@4)
it provesthe i . (€. T.5.f) = QTf(Quked) jeJ (25

Corollary 1: Any unbiased order statistic estimator of SecunderHO and H,, respectively. Define the random variables
tion II-C, is a solution to (16). The value of the minimum is
Yo(a) =1/K. Zoy=Qif(Qr,keT) (J&JT),
Proof. Applying successively (16), (17) and (7), we have 7y =Qif(Quked) (jed).
Va(a) = % Zfil a;E [Zj{ﬂ Q(j)Q(i)} = % Ef; a; = %
m Therefore (24) and (25) take the form

Therefore any choice ch satisfying (7) results in the same A(C, T, f) = Z Zi tmys i =0,1.
probability of the error at the detector.



I . N
Note that the distributions of, ; and Z; ; depend onf but _ L
not onj and 7 (by construction of the random ensemble of - \K+1 Pr Z_:lr}lea}‘zovf(m) > Ne
codesC). Observe thaE¢[Zp ;] = 0, and let .
L
a1 = < )Pr ZZ*(m)>N€]
£ — 0N EclZ . 0
pz1(f) N ; clZ1,p(m)) K+1 —
_The conditional type-l and type-ll error probabilities are (%) (E+DVN exp {—N¢i(e)}
given by — 0 as N — o
P C7 ) '7 = P T Y Z C7 ) '7 H H H
1(C. 7.3, ) ol 7_(_) (2 |‘7 jij /] where the inequality (a) follows from the union bound and
= Q ( Hott» I, J, ) the fact thatj ¢ 7, and (b) follows from the large-deviations
' oVN ' bound forZ;. Similarly,
PII(C7L77jvf) = Pl[T<Y)§T|C7L77]7f]
= Q lul(cvjujaf)_T Pl(e) £ Pre l:mln mil}v[,ul(C)jvjaf)_:uZ,l(f)}<_NE:|
- U\/N . N feFr
N
The maximum (over7, j) probabilities of error are given by < (K) Pr Z mlfl}v[zl,f(m)(m) — g < Ne]
Pi(C.f) = maxPi(C,7.j.f) m=11€
5J N
Pu(C.f) = maxPu(C.T.5.f). _ ([L() Pr |3 Zi(m) < Ne]
Given an arbitrarily smalt > 0 and N larger than some iy m=l .
No(e), we ask whether there exists a cadeuch that < e exp{-N¢i(e)} —0 as N — oo
10(C, T4, f) < Ne, Since Py(¢) + Pi(e) < 1 for N large enough, there exists a
(T 0 ) = Nuzi(f) - (26) code( that satisfies (26), which proves the claim. |
uniformly over.7, j, f. The worst-case type-l and type-Il error VI. DISCUSSION
probabilities for such a code would satisfy We have studied order statistic attacks (possibly time-
7 — Ne varying or stochastic) plus Gaussian noise for Gaussian fin-
P f) < (\/N> (indep. of f), gerprints. The attacks are evaluated both in terms of the
]\‘;[ (f)—d - resulting probability of error and the mean-squared distortion
Prr(C,f) < Q( Hz1 < T) between the host signal and the forgery. While all unbiased
oV N order statistic attacks considered result in the same detection

To determine whether such a code exists, define the randggtformance, the linear averaging attack outperforms all the

variables other attacks in terms of minimizing mean-squared distortion.
Zi =maxZo; and Z; =min[Zy 5 — pza(f)] We have also shown that if the total number of usérg
feF fex exp v'N and the number of colludets < /N, whereN is

and consider the associated large-deviations functighs [ the length of the host signal, good codes exist. These codes
¢t (w) = sup(tw — mEetzg) 27) guarantee that probability of error at the detector does not
>0 exceedQ (%(1 — e)), for anye > 0 and N > Ny(e) .

*(w) = sup(tw — InEet?1). 28
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