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Abstract— Designing watermarking codes that can with-
stand geometric and other desynchronization attacks is a
notoriously difficult problem. One may ask whether these
difficulties are due to limitations of current codes, or rather
to fundamental limitations on achievable performance. We
model the attack channel as the cascade of a memoryless
channel and a smooth, invertible mapping 7y,0 € ©,,
representing the geometric attack. The decoder does not
known the value of 6. We show that under regularity con-
ditions, there exists a universal decoder for this problem,
and we explicitly identify it.

I. INTRODUCTION

One of the main difficulties in designing watermarking
and data-hiding codes is to ensure a certain level of ro-
bustness against desynchronization and other geometric
attacks. Such attacks include image warping, amplitude
modulation, and for audio and video signals, temporal
desynchronization [1]—[4]. If the original host signal is
available to the decoder (nonblind watermarking), there
is clearly hope to “undo” these attacks with the help
of this signal, hence an approach based on joint signal
registration and message decoding is plausible. In the
opposite situation where the host is not available to
the decoder (blind watermarking), the task seems much
harder. One may wonder whether this increased difficulty
is due to the deficiencies of current code designs, or to
some fundamental performance limit.

This paper describes our recent results in that direc-
tion, starting from a mathematically tractable formulation
of the problem. The attack is modeled as the cascade of
a memoryless channel and a smooth, invertible mapping
representing the geometric attack. This mapping is pa-
rameterized by an unknown parameter 6 (e.g., a scaling
parameter, a filter response, or a time-warping function).
We address the potential loss in error probability due to
lack of knowledge of 6 by the receiver.
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The framework for this study is universal decoding
[5]. The noncoherent penalty (due to lack of knowledge
of # by the decoder) is measured by the loss of random-
coding error exponents relative to the coherent case (in
which the decoder knows 6). A universal decoder incurs
no loss in random-coding exponents. For many problems,
universal decoders do not exist. Furthermore, even when
universal decoders exist, their mathematical structure
could be prohibitively complex (e.g., the merged list
decoders of [5].) Obvious choices such as Generalized
Maximum Likelihood decoders (which jointly estimate
6 and decode the transmitted message) are generally not
universal.

In the watermarking problem, the invertibility of the
family of geometric mapping plays a key role in the
analysis. Provided that family has limited “complexity”
(in a sense made precise below), we show that universal
decoders exist and admit a relatively simple structure.
Detailed derivations and proofs are given in [6].

I1. NOTATION

We use uppercase letters to denote random variables,
lowercase letters to denote their individual values, and
boldface letters to denote sequences of symbols defined
over a common alphabet, e.g., x = (z1,---,z,) € X™.
Given a sequence x € X", we denote by py its type (a
pmf defined over the alphabet X). Given two sequences
x € X" and y € Y", we denote by p, their joint type
(a pmf over &' x )), and by py,, the conditional type of
y given x. Finally, let dy(x,y) = #{i : z; #y;,1 <
i < n} denote the Hamming distance between x and y.
The notation f, = g, denotes asymptotic equality on
the exponential scale, i.e., limnﬁooilog(fn/gn) = 0.
The symbol Ex denotes expectation with respect to a
random variable X.

We adopt the following communication model for wa-
termarking, see Fig. 1 [7]. Given a host sequence s € S™,
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side information k € K", and a message m uniformly
distributed over {1,---,[2"f]}, the encoder produces
a marked sequence x = fn(s,m,k) where f, is the
encoding function. The marked sequence x is subject to
attacks, resulting in a degraded sequence y. The decoder
returns an estimate i = 1, (y,k) of the message that
was sent. The side information k may be a cryptographic
key, independent of S (public watermarking); k may also
contain full information about S (private watermarking).

Encoder Attack Decoder
X
Messege sm | BN | gk
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Fig. 1. Communication model for watermarking and data hiding.

Referring to Fig. 2, the attack is modeled by the
cascade of a fixed memoryless channel W (z|z) and an
invertible global mapping Ty representing a geometric
attack. Therefore y = Tyz, where z is generated accord-
ing to the pmf W (-|x). The feasible set for # is denoted
by ©,. The alphabets S, X and Z are assumed to be
finite.
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Fig. 2. Model for geometric attacks.

The family {Ty,6 € ©,} satisfies the following
condition:
(A1) The mapping Ty : X™ — Y™ is invertible for
all n and for all 8 € ©,,.

We denote by Uy = Te_l the inverse mapping. In
addition, ©,, satisfies one of the following conditions.

(A2) The parameter set ©,, is discrete, and its cardi-
nality is fixed or grows subexponentially with
n: limsup,_ 1 n|0,| = 0.

(A2’) There exists a sequence ¢, | 0 and a sequence
of sets ©,, C O, that satisfies the following
two conditions.

o The cardinality of these subsets is upper
bounded by a subexponential function of
n: limsup,_ . +1n|6,| = 0.

« The collection of sets ©,, is dense in ©,, in
the following sense. For any y € Y™ and
6 € 9,,, one can find some 6* € ©,, such
that

EdH(Uey, Up-y) < én. (1)

IV. EXAMPLES. PERMUTATIONS

Letd : {1,2,---,n} — {1,2,---,n} denote a per-
mutation of the samples {1,2,---,n},and T : X" —
Y™ the corresponding permutation operator. Condition
(A1) is automatically satisfied.

Example #1. If we choose ©,, to be the set of all
permutations, then ©,, has size |0, = n! = (n/e)" (by
Stirling’s formula), which is superexponential in n, so
condition (A2) is violated.

Example #2. To make ©,, less complex, we could
choose ©,, to be the set of all block permutations, for
blocks of size B. The size of ©,, ;% n%\yB

0l = (n/B)! = ()

which is subexponential in » if and only if In |©,,| < n,
or equivalently, B > Inn.

Example #3. Choose ¢, such that ﬁ < €, < 1,
and let ©,, be the set of permutations affecting only ne,,

samples. Here
P r@n\ﬁ( n )(nenﬂ
ney,

which is superexponential in n because 11n|©,| ~
2¢, Inn > 1. Therefore (A2) is not satisfied. However
(A2) is satisfied if we choose ©,, consisting of a single
element, the identity operator (trivial permutation).

V. COMPOSITE HYPOTHESIS TESTING

The decoding problem is a M-ary hypothesis testing
problem of the form

Hy, : Y ~ply,klo,m), 00, 1<m<M.
)

where M = [2"%]. This is a noncoherent decoding

problem because 6 is unknown to the receiver. When

decoding rule ¢ is used, the probability of error is

M
P.(0,v) = % Z Pr(y(Y,K) #m | m sent, d].

m=1

A. Decision Rules

If 6 is known to the receiver, the test that minimizes
error probability is the maximum likelihood (ML) deci-
sion rule

¢ML(Y7 k) = argmaxp(y, k’97 m)
1<m<M



Denote by PX(6) = P.(6, M) the corresponding error
probability.

If the receiver does not know 6, there exists generally
no decision rule that achieves P (), i.e., the receiver
has to pay a penalty for not knowing 6.

B. Asymptotic Optimality

We focus on universal detection rules, which (when
they exist) perform as well as the ML detector on
the exponential scale. More precisely, a sequence of
detection rules 1, is said to be universal if

1. Pe(0,¢n)

I D L) g
L bee. T Pr(B)

(3)

C. Universal Decoding

In the absence of host sequence and side information
(S = K = 0), the watermarking model degenerates to
a point-to-point communication problem. Let the input
sequence x to the channel be one of the M = [2"F]
elements of a codebook C = {x!,x2,--- ,x™}. These
codewords are generated independently according to
a uniform distribution over a subset B, of X™. The
encoder selects a message m and transmits the corre-
sponding codeword x™.

Feder and Lapidoth studied the optimal-decoding
problem for a general family of channels with mem-
ory {pe(y|x),6 € ©}. Under a condition of strong
separability on the family of channels, they proved the
existence of universal decoders in the random coding
sense.

The universal decoders of [5] are merged list decoders
and have extremely large complexity. Generalized ML
decoders have smaller complexity but are generally not
universal in general [5]. The question of universality
of the GML decoder for the watermarking problem is
addressed in the following sections. The special structure
of the family of channels assumed in Sec. Il simplifies
the analysis, even in the presence of side information.

Before concluding this section, observe that under our
invertibility assumption (A1) on the mappings Ty, the
ML rule based on Y coincides with the ML rule based
on Z = UyY. The error probability of the ML decoder
is therefore given by

M
PX0) = % Z Priymn(Y,K) # m | m sent, 0]

m=1

M
= % > Priyyu(Z,K) #m | m sent]

m=1

which is independent of 6.

VI. PRIVATE WATERMARKING — FINITE ALPHABETS

For private watermarking, K = S. Given s, define 5,
as a fixed conditional type class 7y-s. The codebook
C is the collection of M = [2"F] sequences x™,
drawn independently and uniformly over 5,,. Hence C
is a conditionally constant composition code. The ML
decoder is given by

YmL(y,s) = argmax p(x™|Upy, s). (4)

1<m<M
Under Assumption (A2), the GML decoder is given by
()

YamL(y,s) = argmax max p(x" |Upy, s).
1<m<M 9€6,

An error is declared if the maximum over m is not
unique. The GML and ML decoding rules coincide
when ©,, is a singleton.

Theorem 6.1: Assume the index set O,, satisfies As-
sumption (A2). Then

Pe(8,%cmL) 18] 14] (14+2|2])
— 0 < |0, 1 )
gy = Onln D)
and therefore the GML decoder is universal.
Sketch of the Proof. Given 6, the conditional prob-
ability of error of a decoder ) is the probability that
the transmitted codeword x is confused with some other

codeword x’ € C. We have

Pe(eaw) = ESXZPT[GTTOT ‘ X7T9Z757¢]'

(6)

()

The conditional error probability in the right side of (7)
is computed as follows. Since any deterministic decoding
rule ¢» may be expressed as

P(y,s) = argmax oy (x™,y, s)
1<m<M
(where ¢, represents a score function), we have
Prlerror | x,Tyz,s, )] = 1—
(1 = Prx[pu(x', Tyz,8) > ¢y (x, Tyz,s,¢)])" ~(8)

where the probability in the right side is over x’ uni-
formly distributed over 7. . Now

P.(0,vam) P.(0,vamL)
Pr(0) P.(0,¢wmr1)
EsxzPrlerror | x,Tyz,s, pemr]

Esxz Prlerror | x,Tpz,s, {mL]
Prlerror | x,Tyz,s, YemL]

<
= Prlerror | x,Tyz,s, Y]

)
where we have used the inequality [8, Lemma 2]
ap---+ar

— 10
b+ 40y (10

(A
< max —
1<i<L b;



for any nonnegative sequences {a;,1 < i < L} and

{b;;1<i<L}.
Now using (8) and the inequality [8, Lemma 2]
1—(1—t)yM-t t
T )T S e L) vti'eo1] (1)
we obtain

Prlerror | x,Tyz,s, YeuL]

< 1
Prlerror | x,Tpz,s,vmr] — max (1,

Prx:[paun(x', Tyz,s) > pam(x, Tz, S)]>
PTX’ [('PML (X/7 T9Z7 S) Z YML (X7 T9Z7 S)]

(12)

Given a decoding rule 1, the definition of the score
function ¢ is not unique. For the ML decoder, we find
it convenient to use

_ 1 In p(X’UGyv S)
n p(xls)
(because p(x™|s) is independent of m by design of C).

For the GML decoder, we use

oML(X,Y,S) = I(x; Upzls)

1 p(X’UG’yv S)
max — In ————
0'€0, n p(x]s)

= 1(x; Uy
Jnax I(x; Upyls)

YaMmL(X,Y,8) =
(13)
The two probabilities in the right side of (12) are given
by
Prx:[pme (X', Tyz,s) > omr(x, Tpz, s)]
= PrlI(x';z|s) > I(x;z[s)]
_ Z |Tx’\zs|
. , . ‘Tx’\s’
Tt ias © 1(x';2]8)>1(x;2]s)
> (n+ 1)7I¥NZNS] g=nl(xizls)

(14)
and (with y = Tyz)

PrlpemL(x’, Tpz, 8) > pamL(x, Tz, s)|
= Pr[mez}xl(xl; Upyls) > max I(x;Uyyls)]

IN

Pr[mez}x I(x';Ugyls) > I(x;Ugyls)]
> Pr{I(x;Ugyls) > I1(x;Upyls)]
9/

0’ Tx/\Ue,y,s s I(x'5Ugryls)>1(x;Uoy|s)

IN

|TX/|U9/y,S|
‘Tx’\sy

IN

IN

1O,](n + 1)ISTI¥IA+Z]) g=niGazs) (15)

Combining (14) and (15) we obtain

Prx/|oamn (X', Tyz,s) > pamrn(x, Tpz, s)]
Prx/[pomn(x!, Tpz,s) > our(x, Tpz, s))
< |O0|(n + 1)/S I 1+212]) (16)

Applying successively the inequalities (9), (12) and (16),
we obtain the desired result, (6).

Theorem 6.3 below extends Theorem 6.1 to the case
where ©,, does not satisfy assumption (A2) but the
weaker assumption (A2’). In this case the GML decoder
is defined as in (5), except that the maximization
over ¢ is performed over the subset ©,, which has
subexponential cardinality.

Lemma 6.2: Assume the class of mappings {7},0 €
©,,} satisfies the condition (1). Then

max max max max min |I(x;z|s) — I(x; Uy Tyz|s)|
0€O, s x€Tyxs 2z ¢cd,

< flen) 24| |1X][Z]enloge,t  (17)
which converges to 0 as n — oo.

Theorem 6.3: Assume the sequence of index sets ©,,
satisfies Assumption (A2’). For any 6 € ©,,, we have

P.(0,%amL)
P (9)

and therefore the GML decoder is universal.

< 6,](n + 1)\SI1X10+212)gnf(en) (18

Sketch of the Proof. The derivations parallel those of
Theorem 6.1. The crucial step is the derivation of the
counterpart of (15). By application of Lemma 6.2, we
show that (15) is replaced with

PripemL (X', Tyz,s) > oamL(x, Tyz, s)]
< [(n + 1)/S1 X1 (14212]) gn{-f(e) +Ix21s)] (1)

This leads to (18), where the right side is subexponential
in n because f(e,) converges to zero.

VII.

Public watermarking may be modeled as an informa-
tion transmission problem with side information S at
transmitter only. Here X = (. Random binning codes
are used, whose codewords are sequences in an auxiliary
space U™. For finite alphabets we use conditionally
constant-composition binning codes (conditioned in the
type of s) [10]. Let A be the set of all possible types
of s; we have |[A| < (n + 1)1, To each type A € A
corresponds an array of codewords with L(\) rows and
M columns:

PuBLIC WATERMARKING

CA) ={u™*1<I<L\),1<m< M} (20)

and two conditional types ji;;s and px|7s defined over
the alphabets &/ x S and X x U x S, respectively. Also
define p(\) = I(u;s), where (u,s) is an arbitrary pair
of sequences with joint type r; s o A. The codebook is
defined as C = (Jycp C(N).



Upon observing m and s, the encoder evaluates the
type A = ps and seeks [ such that

u e ¢ () s (s).

Next, the transmitted sequence x is drawn from the
uniform distribution on the conditional type class

pxjs(u™?,s).
The ML decoder is the maximizer (over A € A and
u e C(A)) of
ome(u,y) = I(u; Ugy) — p(A). (21)

The GML decoder is defined as the maximizer (over

A€ Aand ueC(N) of
peuL(u,y) = max I(u; Upy) — p(A). (22)

An error is declared if the maximum is not unique.

Theorem 7.1: Under Assumption (A2), we have

P.(0,vamL)
Px(9)
i.e., the GML decoder is universal.

max < 0,](n + 1)U 0+212]),

23
0€O, 23)

Remark: the bound (23) is independent of the choice
of L(A) and p()).

Sketch of the proof.
Given 6 and )\, the conditional probability of error of a
decoder 1 is the probability that the transmitted code-
word u € C(\) is confused with some other codeword
u’ € C(\N') where X' € A and the array elements u and

u’ have different column indices. We have
P.(0,v¢) = EyxuzPrlerror | A\,u,Tyz, ] (24)

and

P.(0,%cmL)
Px(0)

Prlerror | A\,u,Typz, YcmL]

~ Mz Prlerror | \,u,Tpz, Y]
25)
Both the ML and GML decoding rules may be ex-

pressed as

Im|\
)

(u,y) = argmax max oy (u y)

1<m<Mm LA
where ¢, represents a score function. Then

Prlerror | \,u,Tyz, ] =1 — H
NeA

(1 — Proylpp (W, Tpz) > oy (u, Tpz)]) M —DEX),

).

Moreover, the ratio of the two probabilities in (25) is
upper bounded by

max <1 max PTU/|>\/ [pamL (W, Tyz) > pomr(u, Tyz)]
’ NeEA PTU’P\’ [QOML(UI,TQZ) > @ML(U,T@Z)]

After some calculations, we obtain the inequalities

Pryxvlemu(W', Tyz) > ouw(u, Tpz)]
> (1 4 1)~ M 12] gl (azrp(N)—p(3)

and

PryvleamL (', Thz) > eam(u, Tyz)]
< 10,|(n + 1)UIAHZD g=nlI(wiz)+p(N)=p(V)]

Combining the inequalities above proves (23).

VIIl. CONCLUSION

We have studied a model for geometric attacks on
watermarking systems and discovered that for finite
alphabets, the GML decoder is universal.

This work admits several extensions. In one of them,
the channel W (z|x) is unknown; and another one, the
channel W has arbitrary memory, subject to almost-sure
distortion constraints, as in [9], [10]. Another extension
is the Gaussian case [6], [11].
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