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ABSTRACT

This paperanalyzesthe performanceof arbitrary nonlinearcollu-
sion attackson random�ngerprinting codes. We derive the error
exponentof the �ngerprinting system,which determinesthe expo-
nentialdecayof theerrorprobability. A Gaussianensembleandan
expurgatedGaussianensembleof codesareconsidered.Thecollu-
sion attacksincludeorder-statisticsattacksasspecialcases.In our
model,a correlationdetectoris used.Thecolluderscreatea noise-
freeforgeryby applyinganarbitrarynonlinearmappingto their indi-
vidual copies,andnext they adda Gaussiannoisesequenceto form
the�nal forgery. Thecolludersaresubjectto amean-squareddistor-
tion constraintbetweenhostandforgery. We prove thattheuniform
linearaveragingattackoutperformsall others.

Index Terms: Digital �ngerprinting, coding, detection
performance,nonlinearsignalprocessing.

1. INTRODUCTION

Digital �ngerprinting systemscanbe usedfor traitor tracing
or digital rightsmanagementapplications.A length-

�

real-
valuedsignal is to be protectedanddistributedto � users.
Someof theusers( � of them)maycolludeandprocesstheir
copiesto createa forgery that containsonly weaktracesof
their �ngerprints. This problemwas�rst posedby Cox et al.
[1] who proposedthe useof Gaussian�ng erprints for this
purpose.Speci�cally, their �ngerprints weredrawn randomly
from an i.i.d. Gaussiandistribution; the �ngerprint codeis
sharedwith thedetectorbut not revealedto theusers.

A fundamentalquestionis what are the optimal perfor-
mancelimits for detectionof colluders.To make theproblem
nontrivial, onemayassumeembeddingdistortionconstraints
on the �ngerprinter andthecolluders.Exampleof this anal-
ysis include[2, 3] for the caseof signalsde�ned over �nite
alphabets,and[4, 5, 6] for thecaseof real-valuedsignals.In
thelattercase,anobvious(but not necessarilyoptimal)strat-
egy for thecolludersis to performauniformlinearaverageof
their copiesandaddi.i.d. Gaussiannoise;this strategy was
examinedin theabovepapers.Possibleimprovementsfor the
attackersconsistof developing(nonlinear)order-statisticsat-
tacks,asproposedby Stone[7]. Computersimulationresults
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for sevenorder-statisticscollusionattackshavebeenreported
in [7, 8, 9], sometimeswith con�icting �ndings.

Ourstudyaimsat developinga comprehensivedetection-
theoreticanalysisof collusionattacksandidentifyinganopti-
malstrategy for thecolluders.Theanalysisis rootedin large-
deviationstheory. Initial resultswerereportedin [10] for the
classof order-statisticsattacks,assuminga correlationdetec-
tor andconstrainingthe mean-squareddistancebetweenthe
host and the forgery. Under thoseassumptions,we proved
that the uniform linear averagingstrategy is optimal for the
colludersin the classof order-statisticsattacks. The analy-
sis is extendedin this paperto a broaderclassof nonlinear
attacks.

In our problemsetup,two randomensemblesof �nger-
printingcodesareconsidered.The�rst oneis thesameasthe
oneusedby Cox [1] andotherresearchersandis shown to be
lessperformantthanthesecondone,which is anexpurgated
ensemble(badcodesareeliminated).Thedetectorhasaccess
to a forgeryaswell asto thehostsignal(nonblinddetection)
andperformsa binary hypothesisteston eachuserto deter-
minewhetherthatuserwasinvolvedin theforgery. Thecost
functionsin this problemarethedetector's type-Iandtype-II
probabilitiesof error, which thecolluderswantto maximize.

Throughoutthis paper, we useboldfaceuppercaseletters
to denoterandomvectors,uppercaselettersfor the compo-
nentsof thevectors,andcalligraphicfontsfor sets.Weusethe
symbol� to denotemathematicalexpectation.For any collec-
tion of samples�����
	������
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simultaneously. The Gaussiandistribution with meanzero
andvarianceE�F is denotedby GH"I=J	KELF
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2. PROBLEM STATEMENT

Themathematicalsetupof theproblemis diagrammedin Fig.1.
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Fig. 1. The�ngerprinting processandtheattackchannel.

2.1. Fingerprint Generationand Embedding

Thehostsignalis a sequencepq�7"sr3"
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0 ,
viewed asdeterministicbut unknownto the colluders. Fin-
gerprintsareaddedto p , andthemarkedcopiesof thesignal
aredistributedto � users.Speci�cally, user� is assigneda
marked copy v�wx�yp{z+|1w where �}���

@

	�������	t�~� and
|1w��•u
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ing code• . Thecode• is selectedindependentlyof p from a
randomensembleof codes,‚ , suchthat
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i.e., theexpectedmean-squareddistortionis equalto
Œ‘•

. The
randomensembles‚ of codesconsideredin this paperare
invariantto permutationsof users( � ) andsamples( ’ ).

2.2. Attack Model

Theattacksareof theform
“
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�

, thecoalition, is theindex setof thecolludingusers.
Thecoalitionhascardinality �—–˜� . Moreover thenoise ”
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0 in (1) is symmetricin
its arguments,i.e., any permutationof the index set

�

does
not changethe value of !›0 . We view !›0 as a “noise-free
forgery” to whichnoise” is addedto form theactualforgery,
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. The symmetryrequirementon !90 representsa fairness
condition: all membersof thecoalition incur equalrisk. An-
otherrequirementis that !

0 satisfytheseparationcondition
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An exampleis theorderstatisticattack
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Thefairnessandseparationconditions(1) and(2) aresatis�ed
provided that °
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linear averagingattack,

v´�µ! 0 "sv �

$

�

@

�

§

��¶9�

v � �

If theattackerscanretrievetheoriginalsignal p , they will
succeedin defeatingthedetector. It is thereforeusefulto view
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asanestimatorof p basedonthecopiesavailableto
the coalition
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. The mean-squareddistortionof the forgery
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where
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is theaveragedistortionpersampleintroducedby
thecoalition.Undertheattackmodel(1) (2), wehave
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representsthemean-squaredestimationerror. For theGaus-
sian ensemble‚ , the mean-squaredestimationerror (5) is
minimizedby theuniform linearaveraging!

0 . In this case,
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2.3. Detector

We study the nonblind scenariowherethe host signal p is
available at the detectorand can be subtractedfrom

“

, to
form the centeredcontent

“

‡
p . The detectorperformsa

binaryhypothesistestto determinewhethera speci�c user's
markis present.Thedetectorknowsneitherthemapping!¿0

nor even thenumberof colluders� . Whenfocusedon user
� , our detectorcomputesthecorrelationstatisticÀÁwŽ"
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respectively denotethe “guilty”
and “innocent” hypotheses.The threshold Â tradesoff the
type-Iandtype-II probabilitiesof error. Thedetectorassumes
anupperbound�»ÉËÊKÌ on � , andthis is re�ectedin thechoice
of Â (seebelow).

Thedetector(7) doesnot know themapping!
0 usedby

thecolludersor eventheexactnumber� of colluders.How-
ever the detector's performancegenerallydependson these
quantities.For any givenuser� , thepossibleerroreventsare
a falsepositive (incorrectly declaringthe userto be guilty)
or a falsenegative (incorrectlydeclaringtheuserto be inno-
cent). For any �x ed

�

, thecorrespondingtype-I andtype-II
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wheretheupperboundsfollow from theunionbound.Detec-
tion is saidto bereliableif (8) and(9) aresmallenough.

2.4. Background on Lar geDeviations

Considera sequenceof i.i.d. randomvariables Ú‘"I’
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2.5. MemorylessAttacks

Lemma 1. For permutation-invariant ‚ andthe correlation
detectorÀ�wž"
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, thereis no lossof optimality in restricting
thecolluders'strategiesto memorylessmappings,i.e., to !¿0
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Undertheassumptionsabove,we de�ne a compactset �

of feasiblemappings! ; thissetis is convex.

3. GAUSSIAN ENSEMBLE
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Proof. Recallingthe rangeof Â in Prop.1, we seethat the
argumentsof the large-deviationsfunctions Ý ð

Ü,+:- /

and Ý ð

Ü65�- /

abovevanishas �

¢)ä . Theclaim followsfrom (11). 7

Prop. 1 statesthat the error exponentsdependon the
nonlinearmapping! selectedby thecolluders,andtherefore
detectionperformancestrongly dependson ! as

�

¢ ä .
However, as indicatedby Prop. 2, that exponentialdepen-
dency vanishesfor large � . For �x ed valuesof � and
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,
onecanresortto numericalsimulations[7, 8, 9]. However,
for �x ed � , theCentralLimit Theoremargumentsadvanced
in [8, 9] arenot applicableas

�

¢ ä . We concludethis
sectionwith Prop. 3 which establishesa fundamentalrela-
tionshipbetween
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, � and � ÉËÊKÌ , guaranteeingreliablede-
tectionfor therandomensemble‚ .

Proposition 3. For the Gaussianensemble‚ , reliable
detectionis guaranteedprovidedthat �
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Proof: follows from Props.1, 2, and(8), (9).

4. EXPURGATED GAUSSIAN ENSEMBLE

Theproblemwith theGaussianensemble‚ of Sec.3 is that
errorprobability(whichisobtainedbyaveragingoverall codes
in ‚ ) may be dominatedby bad codes. This is a standard
problemin informationtheoryfor thedesignof low-ratecodes,
for whichperformanceis dictatedby minimum-distancecon-
siderations,and the badcodesare the oneswith poor mini-
mumdistance[12]. Improvementscanbeobtainedusingex-
purgationtechniques,i.e., removing badcodesfrom theran-
domensemble.

We applyasimilar ideato our �ngerprinting problemand
show thatperformancecanindeedbeimprovedfor any �nite

� if we pick • judiciously ratherthandrawing it randomly
from ‚ . The derivationsaremuchmore technicalthan the
onesgiven in Sec.3 andwill be presentedelsewhere. The
basicideasaresketchedbelow.
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theconditionsbelow for all �•	
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, andlet ‚ betheensemble
of suchcodes,whichwecall theexpurgatedensemble.
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We have provedthat Û
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for selectinga codefrom ‚ . Pick a coderandomlyfrom the
iid Gaussianensembleandcheckwhetherthis codesatis�es
(12)and(13). If it does,usethatcode.If it doesnot,discardit
andrepeattheaboveprocedureuntil theit is successful.The
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Proposition5. For theexpurgatedensemble‚ , theerrorex-
ponentsin (14) and (15) are minimized by !7�D! ��� Ê with

� �˜� ÉËÊKÌ .
Proof. Given � and E

š , the detectionbounds(14) and
(15) areindependentof ! . Given

Œ1¸

, it follows from (6) that
!���� Ê with � �ã�»ÉËÊ�Ì simultaneouslymaximizes� and E

š ,
andthereforeminimizestheerrorexponents(14)and(15). 7

For any �x ed � , theerrorexponentsin (14) and(15) are
uniformly betterthanthoseobtainedby drawing codesfrom
theGaussianensemble.Thecolluderscanchoose!��M� such
thattheexponentsin Prop. 1 areworsethanthosefor !

��� Ê .
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