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ABSTRACT

This paperanalyzesthe performanceof arbitrary nonlinearcollu-
sion attackson random ngerprinting codes. We derive the error
exponentof the ngerprinting system,which determineghe expo-
nentialdecayof the errorprobability A Gaussiarensembleandan
expurgatedGaussiarensembleof codesare considered.The collu-
sion attacksinclude orderstatisticsattacksas specialcases.In our
model,a correlationdetectoris used. The colluderscreatea noise-
freeforgeryby applyinganarbitrarynonlineamappingto theirindi-
vidual copies,andnext they adda Gaussiamoisesequenc¢o form
the nal forgery Thecolludersaresubjectto amean-squaredistor
tion constraintbetweerhostandforgery We prove thatthe uniform
linearaveragingattackoutperformsall others.

Index Terms: Digital ngerprinting, coding, detection
performancenonlinearsignalprocessing.

1. INTRODUCTION

Digital ngerprinting systemscanbe usedfor traitor tracing
or digital rights managemenapplications.A length- real-
valuedsignalis to be protectedanddistributedto  users.
Someof theusers of them)maycolludeandprocesgheir
copiesto createa forgery that containsonly weak tracesof
their ngerprints. This problemwas rst posedby Coxetal.
[1] who proposedthe use of Gaussian ng erprints for this
purpose Speci cally, their ngerprints weredravn randomly
from ani.i.d. Gaussiardistribution; the ngerprint codeis
sharedwith the detectorbut notrevealedto theusers.

A fundamentalguestionis what are the optimal perfor
mancdimits for detectionof colluders.To make the problem
nontrivial, onemay assumeembeddinglistortionconstraints
onthe ngerprinter andthe colluders. Exampleof this anal-
ysisinclude|[2, 3] for the caseof signalsde ned over nite
alphabetsand[4, 5, 6] for the caseof real-valuedsignals.In
thelattercase anobvious (but not necessarilypptimal) strat-
egy for thecolludersis to performauniformlinearaverageof
their copiesandaddi.i.d. Gaussiamoise;this strategy was
examinedin theabove papersPossiblemprovementdor the
attaclersconsistof developing(nonlinear)orderstatisticsat-
tacks,asproposedyy Stone[7]. Computersimulationresults
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for sevenorderstatisticscollusionattackshave beenreported
in [7, 8, 9], sometimeswvith con icting ndings.

Our studyaimsat developinga comprehensie detection-
theoreticanalysiof collusionattacksandidentifying anopti-
mal stratgyy for the colluders.Theanalysiss rootedin large-
deviationstheory Initial resultswerereportedn [10] for the
classof orderstatisticsattacksassuminga correlationdetec-
tor and constrainingthe mean-squaredistancebetweenthe
hostandthe forgery Underthoseassumptionswe proved
that the uniform linear averagingstratey is optimal for the
colludersin the classof orderstatisticsattacks. The analy-
sisis extendedin this paperto a broaderclassof nonlinear
attacks.

In our problemsetup,two randomensemble®f nger-
printing codesareconsideredThe rst oneis thesameasthe
oneusedby Cox[1] andotherresearcherandis shavn to be
lessperformantthanthe secondone,which is an expurgated
ensemblgbadcodesareeliminated). Thedetectothasaccess
to aforgeryaswell asto the hostsignal(nonblinddetection)
andperformsa binary hypothesigeston eachuserto deter
minewhetherthatuserwasinvolvedin theforgery. The cost
functionsin this problemarethe detectors type-l andtype-I|
probabilitiesof error, which the colluderswantto maximize.

Throughouthis paper we useboldfaceuppercasdetters
to denoterandomvectors,uppercasdettersfor the compo-
nentsof thevectorsandcalligraphicfontsfor sets.We usethe
symbol todenotemathematicadxpectation.Forary collec-
tion of samples , we denoteby

the restrictionof this collectionto its elements
The symbols and (asymptotic
equality)mearthat

, respectiely. The symbol
totic equalityon the exponentialscale:
Of courseonemay have and
simultaneously The Gaussiandistribution with meanzero
andvariance is denotedy

and
denotesasymp-

2. PROBLEM STATEMENT

Themathematicasetupof theproblemis diagrammedh Fig. 1.
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|

Fig. 1. The ngerprinting processandthe attackchannel.

2.1. Fingerprint Generationand Embedding

Thehostsignalis a sequence in ,
viewed as deterministicbut unknownto the colluders. Fin-
gerprintsareaddedto , andthe marked copiesof the signal

aredistributedto  users.Speci cally, user is assigned

marked copy where and
is the ngerprint assignedo user

The ngerprints forma ngerprint-

ing code . Thecode is selectedndependentlyf froma
randomensemblef codes, , suchthat
i.e.,theexpectednean-squaredistortionis equalto . The

randomensembles of codesconsideredn this paperare
invariantto permutation®f users( ) andsampleq ).

2.2. Attack Model

Theattacksareof theform
1)
where , thecoalition, is theindex setof thecolludingusers.
The coalitionhascardinality . Moreoverthe noise
isi.i.d. andis independenof
The mapping in (1) is symmetricin
its aguments,.e., ary permutationof the index set  does
not changethe valueof . We view asa “noise-free
forgery”to whichnoise is addedo form theactualforgery,
. The symmetryrequiremenion represents fairness
condition all membersf the coalitionincur equalrisk. An-
otherrequirementsthat  satisfythe sepaation condition

(2)

An exampleis the orderstatisticattack

(3)

where isthe -thorderstatisticof the -vector

and is parameterizedby the vector .
Thefairnessandseparatiortonditions(1) and(2) aresatis ed
provided that andthe sequence is symmetric.
Thespecialcaseof reducego thepopularuniform
linear averaging attad,

If theattaclerscanretrievetheoriginal signal , they will
succeedn defeatinghedetectorlt is thereforeusefulto view
asanestimatoof basednthecopiesavailableto

the coalition . The mean-squaredistortionof the forgery
relatveto is givenby

4

where is theaveragedistortionper sampleintroducedby

thecoalition. Underthe attackmodel(1) (2), we have

andthus . Thedifference

(®)

representshe mean-squaredstimationerror. For the Gaus-
sianensemble , the mean-squareéstimationerror (5) is
minimizedby the uniformlinearaveraging . In thiscase,

(6)

2.3. Detector

We study the nonblind scenariowherethe hostsignal is
available at the detectorand can be subtractedrom | to
form the centereccontent . The detectorperformsa
binary hypothesigestto determinewhethera speci c users
markis present.The detectorknows neitherthe mapping
nor eventhe numberof colluders . Whenfocusedon user

, our detectorcomputeghe correlationstatistic be-
low andcomparest with athreshold :

)
where and respectiely denotethe “guilty”
and “innocent” hypotheses.The threshold tradesoff the
type-landtype-Il probabilitiesof error. Thedetectormassumes
anupperbound on ,andthisisre ectedin thechoice
of (seebelow).

The detector(7) doesnot know themapping  usedby
thecolludersor eventheexactnumber  of colluders.How-
ever the detectors performancegenerallydependson these
quantities For ary givenuser , thepossibleerroreventsare
a false positive (incorrectly declaringthe userto be guilty)
or a falsenegative (incorrectlydeclaringthe userto be inno-
cent). Forary x ed , thecorrespondindype-l andtype-II



errorprobabilitiesaregivenby
and ,
wherethe averageis with respecto therandomensemble
of codesandthe noise . By our invarianceassumptions,
theseprobabilitiesare independenbf and . The over
all type-l andtype-Il error probabilities(worst caseover all
) aregivenby

(8)

(9)

wherethe upperboundsfollow from theunionbound.Detec-
tion is saidto bereliableif (8) and(9) aresmallenough.

2.4. Background on Lar ge Deviations

Considera sequencef i.i.d. randomvariables
, drawvn from a distribution ~ with zero meanand

variance . Denoteby the cumulant-
generatindunctionfor . Recallthat
and . Of interestarelimiting forms(as )

of the probability

(10)

where is thelargedeviations
function associatedvith [11]. By Cramerstheoremthe
upperbound (10) is tight in the exponentas Cf

, then ——. Moreover, for ary
(11)

i.e.,theexponentin (10)depend®n  onlyvia
The upperbound(10) is an applicationof Markov's in-
equalityandremainsvalid if itselfis afunctionof . When
is smallenoughspeci cally where

theCentralLimit Theorem(CLT) appliesandwe haveasharper

result,namely theasymptoticequality

where

2.5. MemorylessAttacks

Lemma 1. For permutation-irariant andthe correlation
detector , thereis no lossof optimality in restricting
the colluders'stratgiesto memorylessnappingsij.e., to

of the form for
some .
Lemma 2. Any mapping satisfyingthe fairnessand

separatiorconditions(1) and (2) is of the form

where — denotes
the uniform linear averagingmapping, isthe -vectorof
centered orderstatistics: , , and

is anarbitrarymapping.
Example: - for odd

Undertheassumptiongsbore, we de ne acompactset
of feasiblemappings ; this setis is corvex.

3. GAUSSIAN ENSEMBLE

Considerthe Gausssiansemble , in whichrandomcodes
areobtainedby drawing ngerprint
. De ne the verandom

components ii.d.

variables

By our assumption®n and , the distributions of these
randomvariablesdo notdependon and . In particular
. It maybeshaown that

Finally, note that , . and
Gaussian evenif
Proposition 1. Let

ensemble , we have

are non-

. For the Gaussian

Moreovertheseboundsaretight in the exponentas
Proof. Theteststatistic in (7) takestheform of asum

of i.i.d. randomvariables and underhy-
potheses and |, respectiely. Therefore
and

satisfythelarge-deviationsbound(10).
Proposition 2. In thelimit as ,
we have theasymptoticequalities




Proof. Recallingtherangeof in Prop.1, we seethatthe
argumentsof the large-deviationsfunctions and
aborvevanishas . Theclaimfollowsfrom (11).
Prop. 1 statesthatthe error exponentsdependon the
nonlinearmapping selectedy the colluders,andtherefore
detectionperformancestrongly dependon as
However, asindicatedby Prop. 2, thatexponennaldepen-
deng vanishesfor large . For x edvaluesof and ,
onecanresortto numericalsimulations[7, 8, 9]. However,
for xed ,theCentralLimit Theoremargumentsadvanced
in [8, 9] arenot applicableas . We concludethis
sectionwith Prop. 3 which establishes fundamentakela-
tionshipbetween , and , guaranteeingeliablede-
tectionfor therandomensemble .
Proposition 3. For the Gaussiarensemble , reliable
detectionis guaranteegrovidedthat
Proof: follows from Props.1, 2, and(8), (9).

4. EXPURGATED GAUSSIAN ENSEMBLE

The problemwith the Gaussiarensemble of Sec.3 is that
errorprobability(whichis obtainedby averagingoverall codes
in ) may be dominatedby bad codes. This is a standard
problemin informationtheoryfor thedesignof low-ratecodes,
for which performances dictatedby minimum-distanceon-
siderationsand the bad codesare the oneswith poor mini-
mumdistancg12]. Improvementscanbe obtainedusingex-
purgationtechniquesi.e., removing badcodesfrom theran-
domensemble.

We applya similarideato our ngerprinting problemand
shaw thatperformanceanindeedbeimprovedfor any nite

if we pick judiciously ratherthandrawing it randomly
from . Thederivationsare muchmoretechnicalthanthe
onesgivenin Sec.3 andwill be presentecelsavhere. The
basicideasaresketchedbelow.

Sincethe code is known to the detectoy the
guantity in (7) maybeviewedasa deterministic
functionalof theunknowvn ratherthanasarandomvariable.
The only sourceof randomness$n is the Gaussian
noise whichfollowsa distribution.

Choosea sequence . Let be the probability
thata codedravn from theiid Gaussiardistribution satis es
the conditionsbelow for all ,andlet betheensemble
of suchcodeswhich we call the expurgatedensemble.

(12) 191
(13)

We have provedthat  tendsto 1 as , provided
that . Thissuggestshefollowing procedure
for selectinga codefrom . Pick a coderandomlyfrom the
iid Gaussiarensembleand checkwhetherthis codesatis es
(12)and(13). If it doesusethatcode.If it doesnot, discardit
andrepeathe above procedureauntil theit is successfulThe

probabilitythattheproceduraes still unsuccessfudfter trials
is only
Proposition 4. Assume

For the expurgatedensemble
errorprobabilitiessatisfy

—— and
, the type-l and type-II

— — (19

— — (15)

Proposition 5. For the expurgatedensemble , the errorex-
ponentsin (14) and (15) are minimized by with

Proof. Given

and , the detectionbounds(14) and
(15) areindependentf . Given , it follows from (6) that
with simultaneouslymaximizes and

andthereforeminimizesthe errorexponentg14) and(15).
Forary x ed ,theerrorexponentsn (14)and(15)are
uniformly betterthanthoseobtainedby draving codesfrom
theGaussiamnsembleThecolluderscanchoose such
thatthe exponentdn Prop. 1 areworsethanthosefor
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