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Abstract

This paper develops a joint hashing/watermarking scheme in which a short hash of the host signal

is available to a detector. Potential applications include content tracking on public networks and forensic

identification. The host data into which the watermark is embedded are selected from a secret subset of

the full-frame discrete cosine transform of an image, and the watermark is inserted through multiplicative

embedding. The hash is a binary version of selected original image coefficients. We propose a maximum-

likelihood watermark detector based on a statistical image model. The availability of a hash as side

information to the detector modifies the posterior distribution of the marked coefficients. We derive

Chernoff bounds on the receiver operating characteristic performance of the detector. We show that host-

signal interference can be rejected if the hash function is suitably designed. The relative difficulty of

an eavesdropper’s detection problem is also determined; the eavesdropper does not know the secret key

used. Monte Carlo simulations are performed using photographic test images. Finally, various attacks

on the watermarked image are introduced to study the robustness of the derived detectors. The joint

hashing/watermarking scheme outperforms the traditional “hashless” watermarking technique.

Index Terms

content-based retrieval, authentication, image watermarking, image hashing, detection theory, likeli-

hood ratio test, Chernoff bounds, eavesdropping.

I. I NTRODUCTION

The desire and ability to hide information without invoking suspicion have been present in society for

thousands of years. Throughout the generations, the techniques used to accomplish these covert goals

have varied and, with the current prevalence of digital multimedia data, these methods continue to evolve.

In particular, digital watermarking is a current technique which offers a means by which information can

be inserted into digital data. To assist in the watermark embedding process, a key is often utilised.

For example, the key could specify the location within the digital content at which the watermark is

to be inserted. In many applications invisible watermarking is employed, causing the watermark to be

imperceptible in the host data. However, the watermark should also be resistant to attacks, creating a

trade-off between invisibility and robustness. The remaining element of the watermarking process is a

watermark detector, which assesses whether or not an input object is watermarked. To maximise detection

efficiency, it is beneficial to use the original content in making the decision. This framework is termed

private watermarkingand is rather expensive in terms of storage and computation. Consequently,blind

or public watermarkingis also possible, where no portion of the original data is present at the detector.
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A common application of the watermarking process is within a content protection system. In such a

setting, the owner of an original digital object desires the ability to manage the distribution of this data.

Increasingly often the case is being made that indeed this responsibility should lie with the content owner

or provider, since manufacturers of media players have no commercial interest in implementing security

solutions as part of their devices [1]. To achieve the goal of the protection system, watermarks can be

utilised to distinguish unauthorised and authorised instances of the content. A typical content protection

system features a large number of audio-visual objects, users, and secret keys. Thus, subversion attempts

beyond traditional signal processing attacks are a concern:

• If multiple images are marked using the same key, traditional blind watermarking schemes display

security weaknesses to attacks such as theHolliman-Memon attack[2]. To overcome attempts of

this nature, different keys should be utilised for different images.

• Copy attacks, as studied by Kutteret al. [3], in which a user illegally embeds a watermark derived

from one image into a new image, can be attempted to compromise the integrity of the system.

• If the attacker has access to a detector, repeated queries can be made, thereby permitting the

development of a successive approximation strategy (sensitivity analysis attack[4]) to modify the

content such that it is outside the acceptance region.

• If pre-loaded, static keys are utilised, any breach of security in the system is inherently difficult to

repair, leaving the system open to further attacks.

In order to combat these attacks, it is desirable to have image-dependent keys and a detector that either

is operated by the content provider, or at least requires communication with the content provider. Such

desirable features are present in a new generation of watermarking systems that allow content tracking,

and forensic tracking and identification [5], [6]. In a typical content tracking application, the content

provider watermarks each file sold with a digital signature establishing ownership. The content provider

also scans public networks to detect the possible presence of unauthorised copies.

Applications such as content protection systems motivate the development of reliable watermarking

schemes which adhere to these guidelines. A preferable alternative to the expenses of private watermarking

would be a process in which the detector need only store a short hash of the original image, where a hash

is a function of the original data and a cryptographic key, producing asecret, simplified representation

of the content. This solution will be referred to ashash-aided watermarkingand may be thought of as

an intermediary between private watermarking and public watermarking. In this context, the hash is very

small, dramatically decreasing storage requirements relative to a private watermarking system. Perceptual
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image hashes have previously been used in applications such as authentication, registration, and retrieval.

The presence of a hash effectively introduces image-dependent keys, as well as requires communication

over a side channel between the content provider and the detector.

The concept of hash-aided watermarking has been discussed by Voyatzis and Pitas in 1999 [7] but has

not received much attention in the literature, a recent exception being work by Roy and Chang [8] in

the context of database watermarking. This void in the literature prompted the initiation of a quantitative

performance study of hash-aided watermarking. A preliminary version of this work appeared in the first

author’s Master’s thesis [9]. This paper will demonstrate that, when combined with a statistically optimal

detection test, the hash function may be designed to dramatically enhance detection performance and, in

particular, offer host-signal rejection capabilities. The watermark embedding utilised in the development

is multiplicative [10], however extensions to additive embedding are straightforward.

This paper first reviews the basic image hashing problem (Section II) and the statistical watermark

detection problem (Section III). The new, hash-aided watermarking system is then formulated, and

statistical signal detection theory is employed to derive an optimal watermark detector (Section IV).

Performance bounds are derived to evaluate this detector (Section V). The difficulty of the watermark

detection problem as seen from the perspective of an eavesdropper is also considered (Section VI). Attacks

are briefly considered and are specialised to multiplicative white noise (Section VII). The problem of

nuisance parameters at the detector is discussed (Section VIII). The watermarking system is evaluated

using real-world test images (Section IX). From these analyses and experiments, conclusions are drawn

regarding the effectiveness of the hash-aided watermarking framework (Section X).

Notation. Random variables are denoted by capital letters, and their individual values by lowercase

letters. Boldface notation is used for vectors. Theprobability density function(pdf) of a random variable

X is denoted bypX(x), and PX(A) =
∫
A pX(x) dx denotes the probability of a setA under this

distribution. We denote by1{x∈A} the indicator function of a setA. The asymptotic equality relation

f(x) ∼ g(x) asx → x0 means thatlimx→x0

f(x)
g(x) = 1. The notation for specific variables is summarised

below.
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is original host image

ix watermarked image

iy received image

s = {si} original image coefficients

x = {xi} watermarked image coefficients

w = {wi} attacker’s noise

y = {yi} received image coefficients

h = {hi} binary hash values

h binary hash function

s̃i, x̃i, w̃i, ỹi natural logarithm ofsi, xi, wi, yi

k secret key known to embedder and detector

r pseudo-random sequence known to embedder and detector

m = {mi} watermark vector

PM (m) empirical distribution of{mi}
ε watermark embedding strength

C secret subset of image coefficients used for watermarking

Sh subset ofR associated with hash functionh

NT total number of coefficients in public subset of image coefficients

NC number of image coefficients in setC
N number of watermarked image coefficients

ν NC/NT

σ Chernoff exponent

II. H ASHING

An image hashh(is,k) applied to an imageis with a secret keyk is a short binary string [11], [12].

To verify authenticity of a received imageiy, one comparesh(iy,k) with the stored valueh∗ = h(is,k).

The image hash function should have the following two properties:

1) Robustness: h(iy,k) ≈ h(is,k) if iy is perceptually similar tois.

2) Resistance to Collisions: The random stringsh(iy,k) andh(is,k) are nearly independent ifiy and

is are unrelated.

Hence the hash function should extract robust, randomised features of the image.
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Authenticity may be assessed via a hypothesis test:

H0 : iy is perceptually similar tois

H1 : iy is not perceptually similar tois.

A typical decision rule is
1
L

dH(h(iy,k), h∗)
H1
>
<
H0

γ (2.1)

wheredH denotes Hamming distance,L is the length of the hash, andγ ∈ [0, 1] is the threshold of the

test; typical values areL = 100 andγ = 0.75.

III. M ULTIPLICATIVE IMAGE WATERMARKING

This section first summarises the standard multiplicative blind image watermarking problem [13].

A statistical image model is then described, and the corresponding likelihood ratio test for watermark

detection is derived.

A. Basic Image Watermarking Problem

The basic image watermarking problem consists of an embedding process, an attack process, and a

detection process. TheN -vector of host data into which the watermark is to be inserted,s = {si, 1 ≤ i ≤
N}, is derived from the host image,is. A common source of host data is image transform coefficients,

and the watermark is inserted into a subset of these coefficients. Thediscrete cosine transform(DCT)

is selected for use in this paper for simplicity, and the full-frame transform is employed to increase

robustness against image resizing and other geometric attacks [14], [15]. A specific watermark vector,

m = {mi, 1 ≤ i ≤ N}, is to be embedded into the host vector. The multiplicative watermark embedding

method generates each element of the watermarked data according to the formula [10]

xi = si(1 + εmi), 1 ≤ i ≤ N (3.1)

whereε is the strength of the watermark embedding. We assume without loss of generality that

max
1≤i≤N

|mi| = 1,

then typicallyε ≈ 0.1. Denote byPM (m) the empirical distributionof the {mi}, namely,

PM (m) :=
1
N

N∑

i=1

1{mi≤m}, −1 ≤ m ≤ 1. (3.2)
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For the commonly used binary symmetric distribution, we havemi ∈ {±1} with equal frequency. Thus

PM (m) = 1
2 for −1 ≤ m < 1, andPM (m) = 1 for m = 1. The watermarked data,x, are reinserted into

the image to form a watermarked image,ix.

With the watermark now embedded into the host data, the watermarked image is released into the

public domain. The detector has no knowledge of the manipulations performed on the image, which

could include simple image processing operations, or an attacker’s attempts to remove the watermark.

When supplied with an image,iy, the task of the detector is to determine whether or not the watermark

vector,m, has been embedded. The detector produces a statistic indicating the degree of certainty that

the given watermark is present. This statistic is then compared against a threshold to determine a yes or

no result.

B. Host Data Modelling

To derive a detector based upon statistical detection theory, a realistic probabilistic representation of

the host data must be determined. First, the DCT coefficients are assumed to be independent. Then,

the zero-meanpower exponential(PE) distribution (also called thegeneralised Gaussian distribution) is

commonly used to model the distribution of the DCT coefficients of an image [16]. The PE distribution

contains two parameters,α > 0 andβ > 0, with α relating to the variance andβ relating to the heaviness

of the distribution tails. The distribution itself is given by

pS(s) =
β

2αΓ
(

1
β

) exp
{
−

∣∣∣ s

α

∣∣∣
β
}

, s ∈ R, (3.3)

whereΓ is the Gamma function. The parametersα andβ are frequency-dependent; the value ofβ usually

ranges between 1.5 and 2.2 [16], [15]. In this paper we assume that the selected DCT coefficients can

be grouped into frequency regions with homogeneous statistics, e.g., the 16 regions described by Barni

et al. [16], [15].

A slightly better (and also often used) model is the Weibull distribution,

pS(s) =
β

α

( s

α

)β−1
exp

{
−

( s

α

)β
}

, s > 0, (3.4)

whereα > 0 andβ > 0.

Similar results may be derived under both models by noting that they are exponential families [17]

pθ(s) = H(s) exp{θT (s) + ψ(θ)} (3.5)
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whereT (s) = −|s|β andθ = α−β. Also

ψ(θ) =
1
β

ln θ, H(s) = β

2Γ
�

1
β

� : PE

ψ(θ) = ln θ, H(s) = βsβ−1 : Weibull.

C. Statistical Detection for Basic Image Watermarking

Statistical decision theory can be used to formulate a watermark detector based upon abinary hypothesis

test, indicating the presence or absence of a particular watermark. Thelikelihood ratio testis an optimal

binary hypothesis test [17], and, thus, is employed in this paper. Watermark detectors using this technique

have previously been developed, specifically for use with the Weibull pdf [13].

The detection problem is formulated as a choice between two hypotheses,H0 (the image does not

contain the specific watermark) andH1 (the image contains the specific watermark). Each hypothesis has

associated with it a distribution for the data, respectivelypY,0(y) andpY,1(y), wherey are the possibly

watermarked coefficients. The likelihood ratio test takes the form

L(y) =
pY,1(y)
pY,0(y)

H1
>
<
H0

eγ (3.6)

whereeγ is the threshold of the likelihood ratio test.

The threshold value can be chosen based on a Neyman-Pearson hypothesis test [17]1. Theprobability

of false alarm, PFA, (falsely detecting a watermark) is given by

PFA := P [choosing H1 | H0 is true]

= P0 [lnL(y) > γ]

=
∫ ∞

γ
pL,0(`)d` (3.7)

wherepL,0(`) is the distribution ofln L(y) underH0. Thus, if PFA is specified, (3.7) can be solved for

γ.

The likelihood ratio test detector is now specialised to the case when the PE or Weibull distribution

is used to model the host coefficients. In this situation, the two hypotheses can be written as

H0 : yi = si, 1 ≤ i ≤ N

H1 : yi = si (1 + εmi) , 1 ≤ i ≤ N.

1While optimality in the Neyman-Pearson sense may require the use of a randomised likelihood ratio test, the family of

non-randomised tests (3.6) is optimal in all problems considered in this paper.
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Observe thatpYi,1 remains in the original family of distributions (PE or Weibull) for all values of

mi ∈ [−1, 1]. Using (3.5), the distributions underH0 andH1 are respectively

pY,0(y) =
N∏

i=1

H(yi) exp
{
−

∣∣∣yi

α

∣∣∣
β

+ ψ
(
α−β

)}
(3.8)

pY,1(y) =
N∏

i=1

H(yi) exp

{
−

∣∣∣∣
yi

α (1 + εmi)

∣∣∣∣
β

+ ψ
(
α−β(1 + εmi)−β

)}
. (3.9)

These distributions take a product form because the data{yi} are independent. The log-likelihood ratio

is given by

ln L(y) =
N∑

i=1

(
ψ

(
(1 + εmi)

−β
)

+
∣∣∣yi

α

∣∣∣
β (

1− (1 + εmi)
−β

))
, (3.10)

to be compared against the thresholdγ. The detector that implements this test will be referred to as the

PE or Weibull detector. For the typical case of smallε, a first-order Taylor series expansion of (3.10)

aroundε = 0 yields

lnL(y) ∼ εβ
N∑

i=1

mi

(∣∣∣yi

α

∣∣∣
β
− ψ′(1)

)
as ε → 0 (3.11)

i.e., for both the PE and Weibull models the test statistic is a correlation between the sequence{mi} and

the transformed data{|yi|β}. We haveψ′(1) = 1
β andψ′(1) = 1 for PE and Weibull, respectively.

IV. JOINT IMAGE HASHING/WATERMARKING PROBLEM

In this section the basic watermarking problem is altered to include side information at the detector,

resulting in a joint image hashing/watermarking scheme and a new likelihood ratio test. In Section III-A,

the data available at the detector are the possibly watermarked image,iy, and the watermark vector,m.

This system can be modified to include side information,h, at the detector to increase system performance,

as shown in Figure 1. Note thath = 0 yields the basic system of Section III-A, commonly referred to as

blind watermarking. Furthermore, whenh = is, the original, unmarked image is present at the detector,

and the watermarking system is said to beprivate. Any intermediate case (such as in this paper, where

h = h(is,k) is a hash), can be thought of assemi-blind watermarking.

A. System Description

Our DCT-based joint hashing/watermarking system is diagrammed in Figure 2. Its main features are

described below.
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1) Candidate Set:The DCT coefficients to be watermarked come from a publicly known region of

sizeNT , as depicted by the trapezoidal region in Figure 3. To increase the security of the watermarking

system, a secret subset of the DCT coefficients is defined, and forms a set,C, of NC candidate locations

for embedding. These locations are known by both the embedder and the detector. Letν = NC
NT

denote the

fraction of coefficients included in the candidate set. Note that in the majority of current watermarking

schemes,ν = 1, indicating that no secret candidate set is employed.

2) Hash Function: In our joint image hashing/watermarking system a hash vector of lengthNC is

utilised, where eachhi takes the form of a 1-bit hash of a corresponding original image coefficient

si, i ∈ C. Specifically,

hi = 1{si∈Sh}, 1 ≤ i ≤ NC ,

whereSh is a subset ofR, typically a union of intervals,

Sh = ∪jmax
j=1 [aj , bj ] (4.1)

such thata1 < b1 < a2 < b2 < · · · < bjmax . TheN coefficients for whichhi = 1 form the host data set,

s, and will be watermarked. Figure 3 contains a conceptual representation of the different sets involved

in the construction ofs.

One may think of{hi} as a bit plane in a particular binary decomposition of the original image

coefficients{si}. The expected fraction of DCT coefficients in the setSh is PS(Sh) =
∫
Sh

pS(s) ds. (In

our original system design [9],Sh was a semi-infinite interval,Sh = [δ,∞), whereδ is a significance

threshold.) To increase the resistance of the scheme to eavesdroppers, the setSh should depend on the

secret keyk, in which casePS(Sh) need also be averaged overk. Referring to our conditions in Section II

for a good image hashing system, we need:

i) sufficiently wide intervals[aj , bj ] so that similar images map to similar hash values;

ii) sufficiently largea1 to ensure that each feature is perceptually significant;

iii) small [PS(Sh)]N to provide adequate resistance against collisions.

Example 4.1:The specific choice used in our experiments is as follows. Choose a significance threshold

δ for the magnitude of the DCT coefficients to be watermarked. Select∆ > 0 and jmax ≥ 1. Selecta1

randomly in the interval[δ, δ(1 + ∆)], according to a uniform distribution with a generating seed known

to both the encoder and the detector. For allj, let bj = aj(1 + ∆) and aj+1 = bj(1 + ∆). Typical

parameter values areδ ≈ α, ∆ = 0.3 and jmax = 3. For the Weibull distribution withα = 0.1135 and

β = 2, this choice of parameters leads toPS(Sh) ≈ 0.3 (averaging overk).
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3) Operating Methods:Two operational strategies are possible for the joint hashing/watermarking

system:

#1: The parametersν andNC = νNT are fixed. The numberN = #{i ∈ C : hi = 1} is thus image-

dependent and key-dependent. These dependencies influence the construction of the watermark

itself. One specification technique is for the embedder to be given a sequence,r (where theri

follow the distributionPM (m)), of the same size (NC) as the candidate set,C. Each element

of this sequence is associated with a coefficient inC. Those elements ofr coinciding with the

coefficients ofs are denoted bym. Thus,m is of lengthN , and forms the actual watermark

which will be embedded in the image. With the specification of the key used to generate the

candidate set, the key used to generate the setSh, the hash vectorh, the sequencer, and

the possibly watermarked imageiy, the detector is able to extract the appropriateN -vector of

coefficients,y, which is a sufficient statistic for the detection test.

#2: The parameterN is fixed butNC is image-dependent and key-dependent. The embedder imple-

mentation is as follows. A length-NT vector is obtained by a pseudo-random scrambling of the

originalNT coefficients. The binary hash sequence{hi} is obtained by successively applying the

function1{s∈Sh} to the components of this scrambled vector, starting from the first component.

This process is terminated when theN -th “1” in the sequence{hi} is obtained. The length of

the hash vector at this point isNC . The watermarkm is then embedded in theN coefficients for

which hi = 1. The watermark detector knowsN , the key used for the scrambling algorithm, the

key used to generateSh, and the hash vector. It can thus extracty, the vector ofN coefficients

for which hi = 1.

The first method is slightly more difficult to analyse statistically, hence the second method is used

throughout this paper. Note that the second method fails in the case when fewer thanN coefficients

in the original size-NT dataset have magnitude in the setSh. Under our statistical assumptions on the

coefficients, this probability is guaranteed to be very small ifN ¿ NT PS(Sh).

B. Statistical Detection for Joint Image Hashing/Watermarking

The appropriate likelihood ratio test must now be derived, incorporating the side information,h, in

addition to the possibly watermarked coefficients,y. The pair(y,h) has a joint distributionpY,H,0(y,h)

underH0 (no watermark present) and a joint distributionpY,H,1(y,h) underH1 (watermark present).
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The likelihood ratio is now written as

L(y,h) =
pY,H,1(y,h)
pY,H,0(y,h)

=
pY|H,1(y|h)
pY|H,0(y|h)

H1
>
<
H0

eγ (4.2)

where,eγ is the threshold of the test.

C. Pulse-Modulated Distribution

Since the PE and Weibull distributions are well suited to modelling the DCT coefficients of an image,

either one is a tempting choice for modelling the coefficients when designing the detector. However,

in the joint hashing/watermarking scheme, these distributions arenot representative of the coefficients

selected for watermarking. Here, only the coefficients with magnitudes in the setSh are watermarked,

as specified by the hash. Thus a new,pulse-modulated(PM) distribution is derived to correctly represent

the actual posterior distribution of the chosen coefficients.

Denote bypS(s) the prior distribution of an unmarked coefficient,s, and consider the binary hash

h = 1{s∈Sh}.

After observingh = 1, the posterior distribution ofs becomes

pPM (s) := p(s|h = 1) =
1

PS(Sh)
pS(s) 1{s∈Sh}. (4.3)

The PM distribution (4.3) is shown in Figure 4 for the case whenpS(s) is a PE distribution.

To evaluate the likelihood ratio (4.2), we derive

pY|H,0(y|h) =
N∏

i=1

pPM (yi)

=
N∏

i=1

1
PS(Sh)

pS(yi) 1{yi∈Sh} (4.4)

and

pY|H,1(y|h) =
N∏

i=1

1
1 + εmi

pPM

(
yi

1 + εmi

)

=
N∏

i=1

1
PS(Sh)

1
1 + εmi

pS

(
yi

1 + εmi

)
1n yi

1+εmi
∈Sh

o. (4.5)

Hence the log-likelihood ratio is given by

ln L(y,h) =
N∑

i=1

lnLi(yi, hi) (4.6)
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where

lnLi(yi, hi) =




ψ
(
(1 + εmi)

−β
)

+
∣∣∣yi

α

∣∣∣
β (

1− (1 + εmi)
−β

)
if yi ∈ Sh and yi ∈ (1 + εmi)Sh

∞ if yi /∈ Sh and yi ∈ (1 + εmi)Sh

−∞ if yi ∈ Sh and yi /∈ (1 + εmi)Sh.

(4.7)

These results are quite intuitive. In the first case, when the set conditionsyi ∈ Sh and yi ∈ (1 +

εmi)Sh are satisfied,lnLi(yi, hi) is the same as under the PE and Weibull models. When one of the set

membership conditions is met but the other is not, one of the hypotheses is impossible, which is indicated

by the presence of infinities in the statistic. Note that the probability of having the range conditions fail

under both hypotheses is zero. Figure 5 illustrates the three regions present in the decision statistic when

Sh is a semi-infinite interval,Sh = [δ,∞). The likelihood ratio test based upon (4.6) will be referred to

as thePM detector.

D. Host-Signal Rejection

In conventional spread-spectrum blind watermarking systems, the host signal is a substantial source

of noise which adversely affects detection performance. In the case of Gaussian hosts for instance, the

probability-of-error exponents are inversely proportional to the variance of the host [18].

In our hash-aided system, the setSh can be advantageously designed to reduce host-signal interference.

Consider Figure 6 which shows the PM distributionpY,0(y) = pPM (y) versus the scaled PM distribution

pY,1(y) = 1
1+εmpY,0

(
y

1+εm

)
, for a fixed value ofm. Roughly speaking, the ability to discriminate

betweenpY,0 andpY,1 is enhanced when the overlap of these two pdfs is reduced, which occurs when∆

is decreased. However, small∆ also results in a lack of robustness against attacks, so the choice of∆

is a trade-off. The relative overlap ofpY,0 andpY,1 depends weakly on the variance of the host signal’s

pdf, which could even be infinite. A more precise study of the probability of error appears in the next

section.

The ability to reduce host-signal interference is reminiscent of the well-knownquantisation index

modulation(QIM) technique, which has a similar property. The hash information tells the PM detector

that the host signal belongs to a particular subset of signal space (a union of disjoint cells), and the

detector tests for the presence of the watermark conditioned on that information. In contrast, the QIM

embedding scheme preconditions the host signal so as to concentrate its distribution on a subset of signal

space (typically a union of disjoint cells); the QIM detector must then infer whether thereceived signal
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belongs to a particular subset of signal space (also a union of disjoint cells). It is worth noting that the

hash-aided watermarking scheme achieves host-signal rejection without preconditioning the host signal.

V. CHERNOFFBOUNDS

Binary hypothesis testing using a likelihood ratio test forms a conceptually simple statistical detector.

However, detector performance analysis can often be quite complex. Thus, bounds on theprobability of

detection, PD, (correct detection of a watermark) and the probability of false alarm,PFA, are often sought.

Here we consider Chernoff bounds [17], [19], which are large-deviation bounds and are asymptotically

tight in the exponent. The bound provided forPFA is an upper bound, while the bound provided forPD

is a lower bound. These two bounds yield a useful lower bound on thereceiver operating characteristic

(ROC) curve (PD vs PFA, parameterised by the test threshold,γ). This bound may be used to evaluate

detector performance without the need for the large Monte Carlo simulations which are required when

error probabilities are very low. Moreover, the Chernoff bounds may be used to appropriately design

the hash function. In this section, Chernoff bounds are formulated for the general case of multiplicative

watermarking, and then specialised to the likelihood ratio test detectors based on exponential and PM

distributions. Finally, the bounds are evaluated numerically.

A. Chernoff Bounds for Multiplicative Watermarking

As noted earlier, when multiplicative watermarking is employed to insert a watermark into a set of host

data, the distribution of each elementyi of the output underH1 is a scaled version of the corresponding

distribution underH0,

pYi,1(yi) =
1

1 + εmi
pY,0

(
yi

1 + εmi

)
. (5.1)

This property allows Chernoff bounds to be constructed in a general sense, and later specialised to

individual distributions.

The Chernoff distancebetweenpY,0 andpY,1 is defined as [17]

D(σ, pY,0, pY,1) := − ln
∫

p1−σ
Y,0 (y)pσ

Y,1(y)dy ≥ 0 (5.2)

for all σ ∈ (0, 1). The tightest bounds onPFA andPmiss = 1−PD are obtained whenσ = σ∗ maximises

the functionσγ+D(σ, pY,0, pY,1). Due to the conditional independence of the{Yi}, the Chernoff distance

is additive over the componentsi,

D(σ, pY,0, pY,1) =
N∑

i=1

D(σ, pY,0, pYi,1). (5.3)
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Using (5.1)—(5.3), the Chernoff distance can be written in terms ofpY,0,

D(σ, pY,0, pY,1) =
N∑

i=1

D
(

pY,0;σ;
1

1 + εmi

)

= N

∫ 1

−1
D

(
pY,0;σ;

1
1 + εm

)
dPM (m), (5.4)

where the non-negative functional

D(pY,0; σ, z) := − ln
∫

p1−σ
Y,0 (y)zσpσ

Y,0(yz) dy (5.5)

is introduced to simplify the notation, and the distributionPM (m) is defined in (3.2). The valueσ = σ∗

that maximisesσγ + D(σ, pY,0, pY,1) is found numerically by solving a convex programming prob-

lem [17]. Note thatD(pY,0; σ, 1/z) = D(pY,0; 1 − σ, z) and thatD(pY,0; σ, z) + D(pY,0; 1 − σ, z) ≤
2D(pY,0; 1/2, z) by concavity of the Chernoff distance with respect toσ. Hence the optimal Chernoff

exponent isσ∗ ∼ 1
2 as ε → 0 if the distributionPM is symmetric aroundm = 0.

The Chernoff bounds on the various probabilities of error are [17], [19]

PFA ≤ exp{−σγ −D(σ, pY,0, pY,1)} (5.6)

1− PD = Pmiss ≤ exp{−(σ − 1)γ −D(σ, pY,0, pY,1)} (5.7)

for all values ofγ between−D(pY,0||pY,1) andD(pY,1||pY,0), whereD(p||q) denotes Kullback-Leibler

divergence from a distributionp to another distributionq. Assuming that the empirical distributionPM

in (3.2) converges to a limit, the Chernoff bounds are tight in the exponent asN →∞ for σ = σ∗ [17],

[19]. The decision thresholdγ is generally chosen to be proportional toN : γ = Nγ̄. Then, it follows

from (5.4), (5.6), and (5.7) thatPFA andPmiss vanish exponentially withN , with respective rates

EF := − lim
N→∞

1
N

lnPFA

= σ∗γ̄ +
∫ 1

−1
D

(
pY,0;σ∗;

1
1 + εm

)
dPM (m) (5.8)

EM := − lim
N→∞

1
N

lnPmiss

= (σ∗ − 1) γ̄ +
∫ 1

−1
D

(
pY,0; σ∗;

1
1 + εm

)
dPM (m). (5.9)

The Chernoff bounds may now be specialised for a specific modelling distribution simply by substituting

the desiredpY,0 into the functionalD defined in (5.5).
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B. Exponential Distributions

For any exponential distribution of the form (3.5), direct evaluation of the Chernoff integral yields

D(σ, pθ0 , pθ1) = ψ(σθ0 + (1− σ)θ1)− σψ(θ0)− (1− σ)ψ(θ1). (5.10)

The distributionspY,0 andpYi,1 for our likelihood ratio test may be written as

pY,0(yi) = pθ0(yi) and pYi,1(yi) = pθ1(yi)

with θ0 = α−β andθ1 = θ0(1 + εmi)−β. Define

φ(σ, u) := ln(σ + (1− σ)eu)− (1− σ)u. (5.11)

For the Weibull distribution, we haveψ(θ) = ln θ, and so (5.10) becomes

D(σ, pθ0 , pθ1) = φ

(
σ, ln

θ1

θ0

)
(5.12)

with ln θ1
θ0

= −β ln(1 + εmi). The Chernoff distance (5.4) becomes

D(σ, pY,0, pY,1) = N

∫ 1

−1
φ(σ,−β ln(1 + εm)) dPM (m). (5.13)

For the PE distribution, we haveψ(θ) = 1
β ln θ, and so (5.10) becomes

D(σ, pθ0 , pθ1) =
1
β

φ

(
σ, ln

θ1

θ0

)
. (5.14)

C. PM Distributions

In this subsection we find the Chernoff distance for PM distributions, which can be derived from the

Chernoff distance associated with each individual pulse. Assume the minimum-pulse-width condition

aj < bj(1− ε) for 1 ≤ j ≤ jmax. Let πj = PS ([aj , bj ]) denote the probability of pulsej (1 ≤ j ≤ jmax)

and

p0,j(y) =
pY,0(y)

πj
1{y∈[aj ,bj ]}

denote the probability ofy under H0, conditioned on pulsej being used. For 1
1+ε ≤ z ≤ 1

1−ε , the

Chernoff distance (5.5) is given by

D(pY,0; σ, z) = − ln
∑

j

∫ min(bj ,bj/z)

max(aj ,aj/z)
p1−σ

Y,0 (y)zσpσ
Y,0(yz) dy

= − ln
∑

j

πj

∫ min(bj ,bj/z)

max(aj ,aj/z)
p1−σ
0,j (y)zσpσ

0,j(yz) dy

= − ln
∑

j

πj exp{−D(p0,j ; σ, z)}, (5.15)
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i.e., it is a geometrical average of the{D(p0,j ;σ, z), 1 ≤ j ≤ jmax}. Givenz, the ability to discriminate

between the two distributionsp0,j(y) and zp0,j(yz) depends strongly on the size of the support set of

p0,j . In fact,D(p0,j ; σ, z) tends to infinity asmin(bj , bj/z) ↓ max(aj , aj/z). Hence one can achieve host

signal rejection by making the pulses more narrow, as illustrated by the example below.

Example 5.1:Consider apiecewise-constant PM distributionwith jmax pulses. Letbj = (1 + ∆)aj ,

where∆ > ε
1−ε satisfies the minimum-pulse-width condition. Thenp0,j(y) = 1

aj∆
1{y∈[aj ,bj ]}. For 1 ≤

z ≤ 1
1−ε < 1 + ∆, we have

D(p0,j ;σ, z) = − ln
∫ bj/z

aj

1
aj∆

zσ dy

= − ln
(bj/z − aj)zσ

aj∆

= − ln
[(

1 + ∆
z

− 1
)

zσ

∆

]
(5.16)

which is independent ofj. Hence (5.15) becomes

D(pY,0; σ, z) = − ln
[(

1 + ∆
z

− 1
)

zσ

∆

]
, (5.17)

achieving host-signal rejection. For11+ε ≤ z ≤ 1, we useD(pY,0; σ, z) = D(pY,0; 1− σ, 1/z), where the

right side is evaluated using (5.17).

Example 5.2:Consider a PM unit exponential distribution, wherebj = aj(1+∆) again. Thusp0,j(y) =
e−y

e−aj−e−bj
1{y∈[aj ,bj ]}. For 1 ≤ z < 1 + ∆ we have

D(p0,j ; σ, z) = − ln
∫ bj/z

aj

zσ e−(1−σ)ye−σyz

e−aj − e−bj
dy

= − ln
∫ bj/z

aj

zσ

e−aj − e−bj
e−[1−σ(1−z)]y dy

= − ln

[
zσ e−[1−σ(1−z)]aj − e−[1−σ(1−z)]bj/z

(e−aj − e−bj )[1− σ(1− z)]

]

= − ln

[
zσ eσ(1−z)aj − e−[(1−σ(1−z))(1+∆)/z−1]aj

(1− e−aj∆)[1− σ(1− z)]

]
. (5.18)

For 1
1+ε ≤ z ≤ 1, we useD(p0,j ; σ, z) = D(p0,j ; 1 − σ, 1/z), where the right side is evaluated using

(5.18). Again we obtain host-signal rejection.

Observe that ifaj∆ is small, the pdfp0,j(y) is approximately constant over its support, and the result

coincides with that in Example 5.1.

Example 5.3:Consider a PM-Weibull distribution, wherebj = aj(1 + ∆) again. The problem can

be reduced to Example 2 using the transformationŝ =
(

s
α

)β, in which case the transformed variable
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ŝ follows a unit exponential distribution. Then we also defineâj =
(aj

α

)β
, b̂j =

(
bj

α

)β
, ẑ = zβ, and

∆̂ = (1 + ∆)β − 1. We obtainD(p0,j ;σ, z) using (5.18) withâj , ẑ and ∆̂ in place ofaj , z and∆.

D. Convexification of Chernoff Bounds

For each value of the exponentσ ∈ (0, 1), the Chernoff bounds (5.6) and (5.7), in whichγ is viewed

as a variable, define a lower boundPD = lσ(PFA) on the ROC curvePD = f(PFA). This lower bound

is a concave function. The upper envelope of these functions,PD = l(PFA) := sup0<σ<1 lσ(PFA), is

a lower bound on the ROC curve as well. However, this envelope function is not necessarily concave.

Denote byc(PFA) the concave hull of the functionl(PFA). Sincel(PFA) ≤ c(PFA) ≤ f(PFA) (where

the last inequality is due to the concavity off ), the convexified functionc serves as an improved lower

bound on the ROC whenl is non-concave. We found this technique to be useful for detection problems

involving PM distributions, as detailed in the experiments Section IX.

E. Evaluation of Chernoff Bounds

The Chernoff bounds for the Weibull and PM-Weibull distributions are now compared. For simplicity, a

binary symmetric watermark distribution is employed, withmi ∈ {−1, 1}. Typical valuesα = 0.1135 and

β = 2 are used (see Section IX). The setSh that defines the hash function is given by[0.0881, 0.1145]∪
[0.1488, 0.1935] ∪ [0.2515, 0.3270], so PS(Sh) = 0.3176, while the embedding strengthε is selected to

be 0.1. Figures 7 (a) and (b) show the error exponents (5.8) and (5.9) as a function of the normalised

detection threshold,̄γ, for the Weibull and PM-Weibull detectors, respectively. Clearly the error exponents

are vastly different for the Weibull and PM-Weibull cases. Moreover, in the latter case,EF > 0 (resp.

EM > 0) as γ̄ → −∞ (resp.γ̄ →∞) due to the presence of infinities in the log-likelihood ratio (4.7).

For both the Weibull and the PM-Weibull cases, the thresholdγ = 0 maximises the total-probability-

of-error exponent,min(EF , EM ). The normalised Chernoff distances are computed for each coefficient

model, using thresholdγ = 0 and embedding strengthε = 0.1. For the Weibull distribution, this

normalised distance is approximately 0.05 while for the PM-Weibull distribution it is approximately

4.88, demonstrating the huge advantage of the PM-Weibull model over the Weibull model. That is,

the same detection performance may be achieved using approximately 100 times fewer coefficients for

watermarking.

VI. EAVESDROPPER’ S DETECTION PROBLEM

Another problem worthy of study is the relative difficulty of the image watermark detection problem

as seen by the detector compared to that seen by an eavesdropper. This eavesdropping situation can
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arise when watermarking techniques are employed in a distributed security system. For example, an

eavesdropper may wish to detect watermarked images on the Internet. In another application, a security

agency may insert a watermark to flag a suspicious image for further scrutiny by another agency. This

mark should be difficult for the intended recipient of the image to detect. In both applications, the

eavesdropper attempts to determine whether an object is watermarked without knowing the secret key

and hash values.

If our watermarking algorithm is utilised, the eavesdropper knows neither the candidate region,C,

nor the sequence{mi}. When Method #2 of Section IV-A.3 is used, the eavesdropper knowsN but not

ν = NC
NT

. The eavesdropper observesNT coefficients{yi, 1 ≤ i ≤ NT } (N of which are possibly marked)

and evaluates two hypotheses:H1 which states the data are marked, andH0 which states they are not.

Under H0, the distribution of the output,pY,0, is simply given by a product of Weibull distributions.

However, underH1, since the eavesdropper does not knowC, she assumes a mixture distribution,peave
Y,1 ,

of marked and unmarked coefficients. The mixture is obtained by averaging over all choices ofC and

m. To formulate the distributionpeave
Y,1 , a number of probability distributions are first defined:

pY,0(y) := pS(y) (unmarked distribution)

pUCPM
Y (y) :=

1
1− PS(Sh)

pS(y) 1{y/∈Sh} (unmarked complementary PM)

pUPM
Y (y) :=

1
PS(Sh)

pS(y) 1{y∈Sh} (unmarked PM)

pMPM
Y |M (y|m) :=

1
1 + εm

pUPM
Y

(
y

1 + εm

)
(marked PM, conditioned on M = m)

pMPM
Y (y) :=

∫ 1

−1
pMPM

Y |M (y|m) dPM (m) (mixture marked PM)

pCY (y) := (1− PS(Sh))pUCPM
Y (y) + PS(Sh)pMPM

Y (y) (mixture distribution for y in C).

Typically the two mixture components ofpCY are well separated (they overlap only on the boundaries

of the intervals formingSh). An independent and identically distributed(iid) distribution is assumed for

{mi} in order to simplify the exposition (and maximise the difficulty of the eavesdropper’s detection

problem). With the notation above, the distribution ofY as seen by the eavesdropper underH1 is given

by

peave
Y,1 := (1− ν̄)pY,0 + ν̄pCY (6.1)

with ν̄ := E
[

NC
NT

]
= N

NT PS(Sh) . The Chernoff distance between the distributions underH0 and H1 for
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the eavesdropper is given by

D(σ∗, pY,0, p
eave
Y,1 ) = NT D(σ∗, pY,0, (1− ν̄)pY,0 + ν̄pCY ). (6.2)

As described in Section V, the situation is different for the actual detector, which has knowledge of

C and the sequence{mi}. Thus, for each coefficient, the detector knows which pair of distributions to

consider for the two hypotheses. The Chernoff distance (5.4) as seen by the detector can be written as

D(σ∗, pY,0, pY,1) = NT ν̄PS(Sh)
∫ 1

−1
D(σ∗, pY,0, p

MPM
Y |M=m) dPM (m). (6.3)

A comparison may now be made between the Chernoff distances, (6.2) and (6.3), seen by the eaves-

dropper and the detector, to provide insight into the relative difficulty of the detection problems. With

the above formulations and by the concavity of Chernoff distance [17], it is clear that

D(σ∗, pY,0, pY,1) > D(σ∗, pY,0, p
eave
Y,1 ),

i.e., the detection problem is more difficult for the eavesdropper than for the detector.

To quantify this effect, the Chernoff distances are evaluated over a range of possibleν̄ values using the

same parameters as in Section V-E. For ease of comparison, the Chernoff distances are normalised with

respect toN . Again using a binary symmetric watermark distribution, the resulting normalised Chernoff

distance curves are given in Figure 8. The eavesdropper observes a significantly smaller Chernoff distance

than the informed detector (approximately an order of magnitude) and, hence, is much less able to detect

the watermark.

VII. A TTACKS

This section considers the effect of attacks on system performance. To illustrate the idea, consider the

following multiplicative noise model for attacks:

yi = xiwi, ∀i (7.1)

where{Wi} are iid distributed random variables following a distributionpW (w), and are independent of

{Xi}. It is convenient to use a logarithmic transformation to map the problem into an additive model,

ỹi = x̃i + w̃i, where the tilde symbol indicates variables in the log domain (ỹ = ln y, etc.). Then

pỸ (ỹ) = eỹpY (eỹ) andpY (y) = 1
ypỸ (ln y), etc. Also defineS̃h = {ỹ : eỹ ∈ Sh}. The binary hypothesis

test can be written as

H0 : ỹi = s̃i + w̃i, 1 ≤ i ≤ N

H1 : ỹi = s̃i + w̃i + ln(1 + εmi), 1 ≤ i ≤ N. (7.2)
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Also recall that Chernoff distance is invariant to invertible transformations of the data, soD(σ, pY,0, pY,1) =

D(σ, pỸ,0, pỸ,1).

The PM distributions assumed in the absence of attacks must be replaced with convolutions withpW̃ .

In particular, from (4.3) and (7.2), we obtaiñpPM (s̃) = 1
PS̃(S̃h)

pS̃(s̃)1{s̃∈S̃h} and

pỸi,0
(ỹi) = (p̃PM ? pW̃ )(ỹi), 1 ≤ i ≤ N (7.3)

pỸi,1
(ỹi) = (p̃PM ? pW̃ )(ỹi − ln(1 + εmi)), 1 ≤ i ≤ N. (7.4)

The Chernoff distance is therefore given by (5.4), wherepY,0(y) = 1
ypỸ ,0(ln y). Greater blurring of the

original, discontinuouspPM due topW will yield a smaller Chernoff distance.

To illustrate this problem, it is useful to consider attacks of the formpW̃ (w̃) = 1
η q

(
w̃
η

)
, whereq is any

normalised pdf, andη is a scale parameter; the attack becomes benign asη → 0. Consider for instance

the triangular pdf,

q(w̃) = max(0, 1− |w̃|),

whose support set is[−1, 1]. Figure 9 gives the Chernoff distance in the presence of this attack as a

function of η.

VIII. N UISANCE PARAMETERS

As well as the noise introduced by the attacker, there may be a small number of additional parameters

that are unknown to the detector. For instance, the scale parameterα of the PE or Weibull distribution

is generally not known to the detector, nor is a possible fixed scaling parameterc introduced by the

attacker. (In terms of the attack model in the previous section, we would haveyi = cxi, wherec is an

unknown constant.)

We propose using a non-coherent version of our likelihood ratio detector (4.2), treating unknown

parameters such asα andc as nuisance parameters. The detector is a generalised likelihood ratio test,

L̃(y,h) =
supα,c pY|H,1(y|h, α, c)
supα,c pY|H,0(y|h, α, c)

H1
>
<
H0

eγ (8.1)

whereeγ is the threshold of the test. This approach can be used if additional nuisance parameters are

present, e.g., a parametric description of a point operation used by the attacker.

IX. I MAGE WATERMARKING EXPERIMENTS

The previous sections examined the design of optimal detectors and the derivation of performance

bounds. Now, these detectors are applied to standard photographic test images to ascertain how well they

perform on coefficients which do not necessarily follow the idealised distributions assumed in this paper.
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A. Implementation Details

We selected the standard 512× 512LenaandBaboonimages as test images and applied the full-frame

DCT transform to them. For watermarking we considered only a trapezoidal region of coefficients in the

low-mid frequencies: the union of Regions 6, 7, 8, 10, 11, and 12 (using the notation of [16], [15]),

which has a total of 5286 elements. We choseN = 10 for both Lena and Baboon. The Weibull and

PM-Weibull distributions are both considered for modelling the DCT coefficients at the detector. A fixed

value of β = 2 is utilised (similar to [16], [15]), however the detector must estimate the distribution

parameterα. A maximum likelihood estimate is employed within each of Regions 6, 7, 8, 10, 11, and

12, and the resulting distribution parameters are given in Table I.

To determine the setSh, the method described in Example 4.1 is utilised. Since theα parameters

must be estimated at the detector, the parameterδ defined in Example 4.1 is taken to be a coarsely

quantised version of the average of theα parameters over the regions considered. The detector, knowing

the candidate values forδ, can reliably retrieve the value ofδ selected by the encoder. The resulting set

Sh is given by[0.0881, 0.1145] ∪ [0.1488, 0.1935] ∪ [0.2515, 0.3270].

Referring to our description of Method #2 in Section IV-A,ν = NC
NT

is image-dependent and key-

dependent. We obtainedν ≈ 0.0075 on average for Lena (yieldingNC ≈ 40) andν ≈ 0.0105 for Baboon

(yielding NC ≈ 56). In other words, typically0.75% and1.05% of the transform coefficients were used

for watermarking Lena and Baboon, respectively.

For each detector considered, a Monte Carlo simulation was used to determine the detection and false

alarm probabilities,PD andPFA. The simulations were performed over a range of thresholds, with105

runs for each threshold. A binary symmetric watermark distribution was utilised, and a new watermark

and key were generated for each trial.

B. Simulation Results

To present the detection results for the image data, two types of figures are considered for each detector-

image pair. The first shows the distribution of the test statistic, and the second plotsPD andPFA for an

embedding strength ofε = 0.1.

The distributions of the test statistics are shown for the Weibull and PM-Weibull distributions in Figure

10 for Lena. For the PM-Weibull distribution, the infinite values which may be present in the statistics are

represented pictorially using±108. For the Weibull distribution, the distributions of the statistics under

H0 andH1 are not well separated, indicating the difficulty in choosing between the two hypotheses. On

the other hand, the distributions resulting from the use of the PM-Weibull distribution are extremely well
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separated, with the majority of the trials yielding| lnL(y,h)| = ∞. The results for the Baboon image

were quite similar, suggesting that detector performance should not be highly dependent on the choice

of image.

ThePD andPFA curves based on the Monte Carlo simulations are shown in Figure 11 along with the

corresponding convexified Chernoff bounds (refer to Section V-D). Performance is similar for the Lena

and Baboon images for both the Weibull detector and the PM-Weibull detector. For both images, the

PM-Weibull detector produces detection probabilities within the range[0.99, 1] for false alarm values in

the range[0, 0.01]. The performance using the conventional Weibull detector is dramatically worse.

Figure 11 also provides the ROC for synthetic data generated from the Weibull distribution assumed

for Lena and Baboon. The slight discrepancy between the ROC for the synthetic data and for the image

data is due to the imperfections of the Weibull model for images.

C. Image Watermarking Experiments with Attacks

This section considers the detection of watermarks in the presence of attacks. Since the development of

the detectors of Section IV-B did not include a model of an attack, these detectors are no longer optimal.

Therefore, the robustness of these detectors in the presence of attacks is now studied. Two attack methods

are considered:multiplicative white triangular noise(MWTN), see Section VII, andJPEG compression.

The MWTN attack is limited to Regions 6, 7, 8, 10, 11, and 12 since the sequence is known to be

embedded in a subset of these coefficients, however the JPEG attack is applied to the entire image. For

the MWTN attack, a more robust version of the PM-Weibull detector is used, namely the infinities in

the test statistic are replaced with a finite constant value, which is selected as±1 in the experiments.

To evaluate the performance of the detectors based on the PM-Weibull and Weibull distributions, Monte

Carlo simulations are performed with the Lena image using 5000 and 1000 trials for each of the attack

types, respectively. Themean squared error(MSE) introduced through watermarking is denoted byD1,

while that introduced by the attack is denoted byD2. The MSE for both attacks is large:D2 = 10D1.

To illustrate detector performance, plots of the test statistic distributions and ROC curves are included.

The distributions of the test statistics for both modelling distributions are given in Figures 12 and 13

for MWTN and JPEG compression, respectively. Little change in the Weibull statistic distributions is

present, for either attack type, from the corresponding distributions when no attack is present, as seen

in Figure 10. Thus, the performance of the Weibull detector is not significantly affected by the MWTN

or JPEG compression attacks. For the PM-Weibull case, the clipping of infinities in the MWTN case

significantly alters the distribution of the test statistics, however a strong separation underH0 andH1 is
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still present. Conversely, for the JPEG attack, the majority of the distribution mass is again located at

the infinity points. The small influence of the JPEG attack is expected, since the attack is applied to the

entire image, causing the marked coefficients to be altered less for a fixedD2.

To further quantify the performance of these detectors, ROC curves are plotted in Figure 14. The

curves for the Weibull detector are virtually identical to those for the unattacked case, given in Figure

11. On the other hand, a slight decrease in performance is present for the PM-Weibull case (particularly

for the MWTN) when compared with the data resulting from no attack, Figure 11. This decrease is

consistent with the change in the statistic distribution previously observed. However, the performance of

the PM-Weibull detector remains notably superior to that of the Weibull detector.

X. CONCLUSION

Statistical modelling and signal detection theory provide a structured framework in which optimal

watermarking systems can be developed and studied. The encouraging results obtained clearly reveal the

potential of joint image hashing/watermarking as a viable means of information protection.

In the setup considered in this paper, the detector has access to side information about the original

image in the form of an image hash (1 bit of information for each original DCT coefficient at secret

locations), creating a joint hashing/watermarking system. The inclusion of the side information permits

the development of detectors which offer extremely high performance, even for very short watermarks

(length≈ 10). A pulse-modulated (PM) distribution for modelling the selected coefficients, was developed

as a consequence of the particular hash selected, and the Neyman-Pearson detector was formulated.

Chernoff bounds were derived to analyse the performance of this detector. Evaluation of the bounds

revealed tremendous increases in detection performance over hash-free systems. The Chernoff distance

as seen by an eavesdropper attempting to detect the watermark was evaluated and found to be low; this

result quantifies the increase in difficulty for the eavesdropper’s detection problem.

Monte Carlo simulations were employed to analyse the performance of the detectors using data gathered

from real-world test images. The PM-Weibull detector displayed vastly superior performance over the

Weibull detector, offering decreases of over 95% in false alarm probabilities, for the same detection

probability.

Experiments were also conducted to study the effect of multiplicative white triangular noise and JPEG

compression. The Weibull detector is nearly unaffected by the introduction of an attack, while the PM-

Weibull detector is slightly hindered. However, the PM-Weibull detector still significantly outperforms

the Weibull detector. It is likely that further improvements can be obtained by taking attacks into account
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in the design of the watermark detector; this enhancement is a topic of future research.
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tions.

December 2002. Revised July 2003 and December 2003. DRAFT



26

REFERENCES

[1] P. Kocher, J. Jaffe, B. Jun, C. Laren, and N. Lawson, “Self-protecting digital content,” Cryptography Research, Inc.,

Tech. Rep., 2003. [Online]. Available: http://www.cryptography.com/resources/whitepapers/SelfProtectingContent.pdf

[2] M. Holliman, N. Memon, and M. Yeung, “On the need for image dependent keys in watermarking,” inProceedings of the

2nd Workshop on Multimedia, Newark, New Jersey, 1999.

[3] M. Kutter, S. Voloshinovskij, and A. Herrigel, “The watermark copy attack,” inProceedings of SPIE, vol. 3657, 1999, pp.

226 – 239.

[4] I. J. Cox and J.-P. M. G. Linnartz, “Public watermarks and resistance to tampering,” inProceedings of the IEEE International

Conference on Image Processing, Santa Barbara, California, 1997.

[5] “Watermarking patents to activated content,” inDigimarc Press Release, July 2002. [Online]. Available:

http://www.audiowatermarking.co.uk/patents.htm

[6] M. van der Veen, A. Lemma, and T. Kalker, “Watermarking and fingerprinting for electronic music delivery,” inProceedings

of SPIE, vol. 5306, San Jose, California, Jan. 2004.

[7] G. Voyatzis and I. Pitas, “The use of watermarks in the protection of digital multimedia products,”Proceedings of the

IEEE, vol. 87, no. 7, pp. 1197 – 1207, 1999.

[8] S. Roy and E.-C. Chien, “Watermarking with knowledge of image database,” inProceedings of the IEEE International

Conference on Image Processing, Barcelona, Spain, 2003.

[9] J. Cannons, “Optimal detection of multiplicative watermarks using image hashes,” Master’s thesis, University of Illinois

at Urbana-Champaign, 2002.

[10] I. Cox, J. Kilian, T. Leighton, and T. Shamoon, “Secure spread spectrum watermarking for multimedia,”IEEE Transactions

on Image Processing, vol. 6, no. 12, pp. 1673 – 1687, 1997.

[11] R. Venkatesan, M. J. S.-M. Koon, and P. Moulin, “Robust image hashing,” inProceedings of the IEEE International

Conference on Image Processing, vol. 3, Vancouver, British Columbia, 2000, pp. 664 – 666.

[12] J. Fridrich and M. Goljan, “Robust hash functions for digital watermarking,” inProceedings of the International Conference

on Information Technology: Coding and Computing, Las Vegas, Nevada, 2000, pp. 178 – 183.

[13] M. Barni, F. Bartolini, A. De Rosa, and A. Piva, “A new decoder for the optimum recovery of nonadditive watermarks,”

IEEE Transactions on Image Processing, vol. 10, no. 5, pp. 755 – 766, 2001.

[14] R. Wolfgang, C. Podilchuk, and E. Delp, “Perceptual watermarks for digital images and video,”Proceedings of the IEEE,

vol. 87, no. 7, pp. 1108 – 1126, 1999.

[15] M.Barni, F. Bartolini, A. De Rosa, and A. Piva, “Capacity of full frame DCT image watermarks,”IEEE Transactions on

Image Processing, vol. 9, no. 8, pp. 1450 – 1455, 2000.

[16] M. Barni, F. Bartolini, A. Piva, and F. Rigacci, “Statistical modeling of full frame DCT coefficients,” inProceedings of

the 9th European Signal Processing Conference (EUSIPCO), Rhodes, Greece, 1998, pp. 1513 – 1516.

[17] H. V. Poor,An Introduction to Signal Detection and Estimation, 2nd ed. New York: Springer–Verlag, 1994.

[18] P. Moulin and A. Ivanovíc, “The zero-rate spread-spectrum watermarking game,”IEEE Transactions on Signal Processing,

vol. 51, no. 4, pp. 1098 – 1117, 2003.

[19] H. L. VanTrees,Detection, Estimation and Modulation Theory. New York: Wiley, 1968.

December 2002. Revised July 2003 and December 2003. DRAFT



27

Hash Function Private
Channel

Watermark
Detection

is

iy

Yes / No

ixWatermark
Embedding

Pseudo-random
Sequence
Generation

Key

r

Attack

h

Key

Pseudo-random
Sequence
Generation

r

h

Key

Thresholding

L(y,h)

Embedding Detection

Fig. 1. General joint hashing/watermarking process.

December 2002. Revised July 2003 and December 2003. DRAFT



28

DCT

is

Coefficient
Selection

Watermark
Embedding

Coefficient
Reinsertion

IDCT

Original Image

Attack

iy

Watermarked Image

DCT

Coefficient
Extraction

y

Watermark
Detection

L(y,h)

Thresholding

Yes / No

Embedding

Detection

h

Parameter
Estimation

a
m

m

Hash

h

x

ix

r

s

C

Pseudo-random
Sequence
Generator

Candidate Set
Generator

Secret Key

s

r

C

Pseudo-random
Sequence
Generator

Candidate Set
Generator

Secret Key

Fig. 2. Our DCT-based hashing/watermarking system.

December 2002. Revised July 2003 and December 2003. DRAFT



29

Fig. 3. Conceptual formation of a length-N host vectors. The host DCT coefficients are drawn from the trapezoidal region,

of sizeNT . The locations marked× represent DCT coefficients in the candidate set,C (of sizeNC = 10 in this example). The

locations marked⊗ indicate elements ofC whose magnitudes are in the setSh (N = 3).
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Fig. 4. Pulse-modulated PE distribution whose pulse support setSh is a union of three intervals.

December 2002. Revised July 2003 and December 2003. DRAFT



30

Region 1

yi

0 d-d d(1+e)-d(1+e)

p1 (yi,h)

p0 (yi,h)

mi > 0

Region 3

(a)

Region 1

yi

0 d-d d(1-e)-d(1-e)

p1 (yi,h)

p0 (yi,h)

mi < 0

Region 2

(b)

Fig. 5. Regions utilised in the likelihood ratio test statistic for the PM distribution withSh = [δ,∞): (a) mi > 0 and (b)

mi < 0.

0 0.05 0.1 0.15 0.2 0.25 0.3 0.35 0.4 0.45 0.5
0

5

10

15

20

25

p(
y)

y

p
Y,0

(y)
p

Y,1
(y)

Fig. 6. Unmarked and positively marked PM-Weibull distributions.

December 2002. Revised July 2003 and December 2003. DRAFT



31

−0.06 −0.04 −0.02 0 0.02 0.04 0.06
−0.01

0

0.01

0.02

0.03

0.04

0.05

0.06

Normalised Threshold

E
rr

or
 E

xp
on

en
t

E
F

E
M

(a)

−0.06 −0.04 −0.02 0 0.02 0.04 0.06
0.48

0.49

0.5

0.51

0.52

0.53

0.54

0.55

0.56

Normalised Threshold

E
rr

or
 E

xp
on

en
t

E
F

E
M

(b)

Fig. 7. Error exponentsEF andEM for (a) the Weibull detector and (b) the PM-Weibull detector. Hereα = 0.1135, β = 2,

andSh = [0.0881, 0.1145] ∪ [0.1488, 0.1935] ∪ [0.2515, 0.3270].

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
0

0.1

0.2

0.3

0.4

0.5

0.6

N
or

m
al

is
ed

 C
he

rn
of

f D
is

ta
nc

e

E [ν]

Detector    
Eavesdropper

Fig. 8. Normalised Chernoff distances as seen by the detector and eavesdropper as a function ofν = NC
NT

, the normalised size

of the candidate set,C. The system parameters are the same as in Fig. 7.

December 2002. Revised July 2003 and December 2003. DRAFT



32

0.02 0.04 0.06 0.08 0.1 0.12 0.14 0.16 0.18 0.2 0.22
0.05

0.1

0.15

0.2

0.25

0.3

0.35

0.4

0.45

η

C
he

rn
of

f D
is

ta
nc

e

Fig. 9. Chernoff distance in the presence of a multiplicative white triangular noise attack, as a function of attack scale parameter

η.

−8 −6 −4 −2 0 2 4 6 8
0

1000

2000

3000

4000

5000

6000

Test Statistic Value

C
ou

nt

Under H
0

Under H
1

(a)

−1 −0.8 −0.6 −0.4 −0.2 0 0.2 0.4 0.6 0.8 1

x 10
8

0

1

2

3

4

5

6

7

8

9

10
x 10

4

Test Statistic Value

C
ou

nt

Under H
0

Under H
1

(b)

Fig. 10. Distribution of the test statistic for the Lena image using the (a) Weibull and (b) PM-Weibull distributions.

December 2002. Revised July 2003 and December 2003. DRAFT



33

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

P
D

P
FA

Lena                      
Baboon                    
Synthetic Data            
Convexified Chernoff Bound

(a)

0 0.001 0.002 0.003 0.004 0.005 0.006 0.007 0.008 0.009 0.01
0.99

0.991

0.992

0.993

0.994

0.995

0.996

0.997

0.998

0.999

1

P
D

P
FA

Lena                      
Baboon                    
Synthetic Data            
Convexified Chernoff Bound

(b)
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(b) PM-Weibull distribution. HereN = 10, β = 2 and ε = 0.1.
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Fig. 12. Distribution of the test statistic for Lena under a MWTN attack for the (a) Weibull and (b) PM-Weibull distributions.
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Fig. 13. Distribution of the test statistic for Lena under a JPEG compression attack for the (a) Weibull and (b) PM-Weibull

distributions.
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Fig. 14. ROC curves for the MWTN and JPEG compression attacks for the (a) Weibull and (b) PM-Weibull distributions

(D2 = 10D1).
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TABLE I

ESTIMATED α PARAMETERS FOR THEDCT COEFFICIENTS(β = 2).

Region Lena Baboon

6 0.1388 0.1475

7 0.1255 0.1520

8 0.1136 0.1533

10 0.1043 0.2018

11 0.1065 0.1849

12 0.0920 0.1863
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