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Abstract—We propose a new paradigm for blind watermark
decoding in the presence of desynchronization attacks. Employing
Forney-style factor graphs to model the watermarking system,
we cast the blind watermark decoding problem as a probabilistic
inference problem on a graph, and solve it via message-passing.
We study a wide range of moderate to strong attacks including
scaling, amplitude modulation, fractional shift, arbitrary linear
and shift-invariant filtering, and blockwise filtering, and show
that the graph-based iterative decoders perform almost as well
as if they had exact knowledge of the desynchronization attack
parameters. Other desirable features of the graph-based decoders
include the flexibility to adapt to other types of attacks and the
ability to cope with the “curse of dimensionality” problem that
seemingly results when the desynchronization parameter space
has high dimensionality. These properties are unlike most blind
watermark decoders proposed to date.

Index Terms—Blind watermark decoding, data hiding, desyn-
chronization attacks, Forney factor graphs, graphicalmodels, joint
estimator-detector, Markov random fields, message passing, quan-
tization index modulation (QIM).

I. INTRODUCTION

T HE advent of the Internet and other public information
sharing networks has given rise to a multitude of appli-

cations (e.g., copyright protection for digital media, content au-
thentication, media forensics, database annotation, content iden-
tification and retrieval, in-band captioning, etc.) in which data-
hiding plays (or has the potential to play) a very important role.
Some of these applications involve the presence of an adversary
attempting to disrupt reliable communication of the information
of interest to the receiver. In particular, it has been observed
that simple desynchronization operations (e.g., scaling, ampli-
tude modulation, global or locally varying shifts (warping), fil-
tering, gamma correction, geometric (spatial) transformations
such as rotation, zooming, etc.) can have a catastrophic impact
on the performance of the decoder [1]–[4], usually measured

Manuscript received April 15, 2010; revised January 06, 2011; accepted Feb-
ruary 14, 2011. Date of publication March 17, 2011; date of current version
August 17, 2011. This work was supported by NSF Grant CCF 07-29061. This
work was presented in part at the International Conference on Image Processing,
San Antonio, TX, in September 2007, and in Cairo, Egypt, in November 2009.
The associate editor coordinating the review of this manuscript and approving
it for publication was Dr. Fernando Perez-Gonzalez.
S. Sadasivam was with the Department of Electrical and Computer Engi-

neering, University of Illinois at Urbana-Champaign, Urbana, IL 61801 USA.
He is nowwith QualcommCorporate R&D, SanDiego, CA 92121USA (e-mail:
ssadasi2@ifp.illinois.edu; ssadasiv@qualcomm.com).
P. Moulin and T. P. Coleman are with the Department of Electrical and

Computer Engineering, University of Illinois at Urbana-Champaign, Urbana,
IL 61801 USA (e-mail: moulin@ifp.uiuc.edu; colemant@illinois.edu).
Color versions of one or more of the figures in this paper are available online

at http://ieeexplore.ieee.org.
Digital Object Identifier 10.1109/TIFS.2011.2129511

via the probability of correctly decoding hidden data (i.e., the
watermark). Also, the decoder need not, in general, have access
to the original unmarked data, a scenario commonly referred to
as blind data-hiding [5]. Good performance can theoretically
be obtained using binning schemes [5], [6] such as quantiza-
tion index modulation (QIM) and spread transform dither mod-
ulation (STDM), but those schemes appear to be brittle against
desynchronization operations, as evidenced by a review of the
literature. This challenge is to date, one of the most difficult, and
hence, least resolved problems in the field.
Broadly, three types of solutions have been proposed in the

literature to address the desynchronization problem: embed-
ding watermarks in an appropriate desynchronization invariant
domain [4], [7]–[11], embedding pilots (synchronization se-
quences) to help with inverting the attack(s) [12]–[18], and
employing joint estimators-decoders that decode the water-
mark and estimate the desynchronization attack parameters
simultaneously [1]–[3], [19]–[21]. With the exception of [9]
in a noise-free scenario, most invariant-based approaches are
tailored to handling simple (e.g., pure scaling or pure shift)
attacks, and so they offer little, or even no insight into handling
other complex scenarios. Pilots are not information-bearing;
while convenient, they reduce the embedding efficiency and are
theoretically suboptimal [22]. A theoretically superior approach
is to design a code that lends itself to resynchronization, without
wasting resources in communicating training sequences that
are not information-bearing [16], [17], [23].
As an example of this approach, some of the best results to

date for the blind embedding problem have been obtained by
Balado et al. [1]. They explore the use of the expectation-max-
imization (EM) algorithm for simultaneously decoding mes-
sages and estimating scale and delay parameters. In more recent
work [21], they explored the use of phase-locked loops as an al-
ternative to the EM algorithm. Unfortunately poor performance
is obtained when the desynchronization is moderate or large.
An intriguing fact, however, is that the limited success of

blind watermark decoders in combating desynchronization
attacks can be attributed to suboptimal design rather than some
fundamental limitation. Indeed, our earlier work presented
conditions which guarantee that desynchronization can be dealt
with satisfactorily [24]–[26]. More precisely, under certain con-
ditions, it has been established that the joint estimator-decoder
discussed above performs as well (with respect to decoding
error exponent) as a hypothetical coherent decoder, assumed
to have perfect knowledge of the attack [24], [25] (or in other
words, under certain conditions, universal decoders exist for
the desynchronization problem). Still, favorable optimality
properties notwithstanding, the practicality of estimator-de-
coders remained a concern due to the need for searches over a
possibly very large parameter space [26].

1556-6013/$26.00 © 2011 IEEE
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Fig. 1. Communication model for watermarking.

This paper, in an attempt to address this question, introduces
a practical computational framework for decoding in the pres-
ence of desynchronization attacks using graphical models for
the host signal, the watermarking code, and the attack channel.
The reader is referred to the books by Lauritzen [27], Pearl [28],
and Frey [29] as well as the articles [30]–[32] for a general intro-
duction to graphical models. These models appear to be particu-
larly appropriate for watermarking of media signals because the
underlying probabilistic models are local, and inference prob-
lems such as watermark decoding can be solved using iterative
belief propagation (a.k.a. message-passing) algorithms. We will
illustrate our approach with numerical results for various mod-
erate to strong intensity scaling, amplitude modulation, frac-
tional shift, and other (global and blockwise) linear and shift-in-
variant (LSI) filtering attacks.
The rest of the paper is organized as follows. We provide the

system model and motivate the problem further in Section II.
Graphical models are introduced in Section III and the proposed
decoding algorithm is presented in detail in Section IV. Ex-
perimental results are reported in Section V. We conclude in
Sections VI and VII with a discussion highlighting potential fu-
ture work, and some open questions.

Notation

Throughout the paper, both random variables and their real-
izations are denoted by lowercase letters; the context will make
the notation clear on all occasions. Boldface letters denote se-
quences of real numbers, e.g., , where is a finite

set. We denote by the Euclidean norm of .

The probability density function (pdf) of is , and that of
conditioned on is . The Gaussian distribution with

mean and variance is denoted by . The Dirac im-
pulse is denoted by .

II. SYSTEM MODEL

A fairly general communication model for watermark de-
coding is depicted in Fig. 1. A length- message, such as a dig-
ital signature, is embedded
in a multidimensional real valued host sequence
, aided by side information shared with the receiver.

The signal after embedding is denoted by and
referred to as the watermarked (or simply the marked) signal. In
some cases, no embedding takes place (say when ), and
the encoding function simply reproduces . The receiver does
not observe directly. It only observes the output of an inse-
cure channel modeled by a conditional distribution . For
instance could be a simple memoryless channel, such
as an additive white Gaussian noise channel. But the insecure
channel need not be memoryless or even causal (see the exam-
ples of Section V).

The encoder is assumed to act blockwise on the host: the em-
bedding function factors into embedding functions
that act independently on nonoverlapping -dimensional host
subblocks, where . More precisely, the host, the
marked sequence and the key may be partitioned as

(1)

(2)

(3)

where

(4)

The function in (4) is the scalar DC-QIM embedding func-
tion acting on each component of , i.e.,

(5)

where ; ; is the th compo-
nent of ; is the distortion-compensation (Costa)
parameter; is the
shifted quantizer associated with bit ; and is
the prototype scalar uniform quantizer with step size . As im-
plied by (5), the same bit is embedded in each component
of , thereby inducing a rate repetition code within
each subblock . The host-to-watermark ratio (HWR) of the
embedding process is given by

(6)

where is the watermark power.1 The setup of
Fig. 1 is applicable both to authentication problems (in which
case the embedding rate is typically small) and to data hiding
(where is large).
The receiver has access to the received signal and side in-

formation and produces an estimate of . We assume that
the receiver knows the type of desynchronization attack, and
the statistical models of the host and the attack, but not nec-
essarily the model parameters. The side information may be a
cryptographic key, but can also be used to convey information
about to the receiver. A blind receiver is not given access to
the host . For the purposes of this paper, we assume is inde-
pendent of and, as diagrammed in Fig. 2, model the insecure
channel as the cascade of an additive Gaussian noise channel
followed by a desynchronization transformation parameterized
by . In the simplest setting, the dimensionality of does not de-
pend on the signal size ; more generally, may be a sequence

, that exhibits temporal coherence properties,
i.e., it is slowly varying, with occasional jumps. A hypothetical
decoder that is informed of the values of these parameters is a
coherent decoder; a decoder that does not is a noncoherent de-
coder. We shall be interested in constructing good noncoherent
decoders, and in estimating the noncoherent decoding penalty.

1For a wide range of host signals, the dynamic range of the host is much
larger than the quantization step size , enabling us to approximate the water-
mark embedding distortion per sample to be uniformly distributed in the interval

.
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Fig. 2. Model for desynchronization attacks.

III. GRAPHICAL MODELS

A particularly exciting opportunity in the watermark de-
coding problem is the possibility to combine the Bayesian
paradigm for optimal decision making with inference tech-
niques on graphical models [28]–[30]. For instance, classical
Kalman filtering (or Kalman smoothing) may be interpreted
as an instance of probabilistic inference in a special Gaussian
graphical model. The use of Bayesian recursive filters in lieu
of Kalman filters is a natural extension to this technique to
nonlinear state-space models.
The opportunity of graphical models in the context of water-

mark decoding consists of a way to embed a message with some
redundancy in a host which can exhibit long range dependencies
among the signal components. The final estimation can then be
organized in such a way that the Bayesian estimator and an esti-
mator for the data redundancy iteratively solve the probabilistic
inference problem. This iterative approach to estimating data in
noisy environments has been very successful in data transmis-
sion and is dubbed the “turbo” principle. In our context, we want
to fully exploit the power of this approach even in hostile and
very difficult environments as would be constituted by an active
attack on the decoding scheme. As such, our approach is mo-
tivated by work on the probability propagation (sum-product)
algorithm for iteratively decoding error-correcting codes such
as turbo codes [29]. Until recently, optimal decoding even on
Gaussian channels was thought to be intractable. However, it
turns out that probability propagation in a graphical model de-
scribing the code solves the problem for practical purposes.
The power of this approach is even more apparent in higher

(e.g., two) dimensional data sets as they naturally appear in wa-
termarking of images or video sequences. In other words, the
“curse of dimensionality” is a problem that is efficiently ad-
dressed in graphical models. In fact, one can argue that graph-
ical models were specifically invented to cope with inference
problems in high dimensional setups. In this case, a graphical
model may be used to estimate a distortion or alteration in the
properties of the host data. The essential trick is to find a decom-
position of the posterior probability density function such that
estimation and hypothesis testing has a tractable structure. The
generic problem in our problem setup would be one where the
adversary has possible transformations (the first one being
time warping, possibly using a multiscale representation for the
warping process; the second one might be an amplitude modu-
lation, again using a multiscale representation for the envelope,
etc.). The key to coping with the dimensionality of such a model
is to find (or model) a factorization of the probability density as
is, e.g., done in factor graphs [29], [30]. Once this is done, pow-
erful inference algorithms such a the sum-product algorithm can
effectively construct excellent approximations to the global ob-
jective function [29], [30], and together with a powerful, inter-
leaved code that protects the embedded data, we can obtain an
efficient scheme for data embedding. Moreover such a scheme

is computationally feasible due to its inherent divide-and-con-
quer philosophy, thereby making parallelized implementation
approaches feasible. This approach has revolutionized much of
communications in the last few years andwe believe that it holds
the potential to give similarly significant and practical improve-
ments for the watermark decoding problem; experimental evi-
dence presented later on in this paper will add further credence
to this belief. We will study the simple (and yet powerful) mes-
sage passing algorithm in Section IV.

IV. MESSAGE PASSING DECODING ALGORITHM

The application of the message passing algorithm to find an
approximate maximizer (or even better, an exact maximizer,
e.g., if the graph is a tree) to the desired objective function (here

) is a three-step procedure:
1) Graph: Write down the Forney-style factor graph (FFG)
corresponding to the system at hand [30], [33]. To do this,
we need to first factorize the joint probability distribution
of all variables involved in the system using the appropriate
conditional probabilities, thus resulting in several factors
that typically depend on a rather small subset (e.g., cardi-
nality 2 or 3) of all variables in the system. The construc-
tion of the corresponding FFG is then straightforward, and
follows the following rules:
a) a unique node for every factor;
b) a unique edge (connecting two nodes) or half edge
(connected to only one node) for every variable;

c) the node representing some factor is connected with
the edge (or half edge) representing some variable
if and only if is a function of .

This is best explained through an example. For ease of ex-
position, let us momentarily assume that the desynchro-
nization attack in Fig. 2 does nothing (i.e., ). Fur-
ther, let us assume that all signals are one-dimensional, the
embedding rate is , and we use the following
Markov random field based pdf to model the host :

(7)

where is the
Gaussian pdf, are constants, and the index

refers to the host sample located to the east (right)
of (cycle around if necessary since we assume periodic
extensions of the images). Here, the joint pdf of all system
variables factorizes as follows:

(8)

and the factor graph corresponding to the joint pdf of
is given in Fig. 3. The “ ” and “ ” blocks

are special factor nodes representing the zero-sum and
equality constraint nodes, respectively, and their roles are
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Fig. 3. Factor graph toy example for Section IV. Note that edges marked with
double arrows are connected to each other, thus creating loopy graph modeling
host statistics.

Fig. 4. Message update at factor node.

explained in [33, Sec. 2]. For the sake of brevity, we omit
the second argument to in the graph.

2) Schedule: Pick a schedule according to which the mes-
sages corresponding to each edge on the graph will be
updated. There are two messages corresponding to each
edge—we shall refer to these as the forward and backward
messages. The forward messages are updated in the “for-
ward pass” of the message updating step, and similarly for
the backward. For all of our experiments, we stick to the
“logical” forward schedule as suggested by the block di-
agram in Fig. 1—left to right, i.e., in Fig. 3, the forward
messages are propagated from the host level to the marked
signal level, and then further downwards. The whole for-
ward sequence of propagation is then retraced to complete
the “backward pass,” thereby completing one iteration of
a full message update.

3) Iterate: This one is the message updating step, and is
rather straightforward. All messages, forward and back-
ward, corresponding to every edge in the graph are ini-
tialized to 1 in the beginning. Thereafter, in accordance
with the chosen schedule, update of an outgoing message

at an arbitrary node with factor [i.e., could
be any of the individual factors in (8)] and incoming mes-
sages (see Fig. 4) takes the
following general form2:

(9)

2Note that the factorization process, as done in (8), typically results in factors
containing only a small number of variables, thereby making the computation
in (9) tractable.

This step is, therefore, purely about updating messages at
each node according to the schedule chosen above, until
some convergence criterion is met.3 In this paper, since we
are interested in decoding the watermark, we iterate until
the decoder’s output stabilizes for iterations, where is
a small number ( ) chosen a priori. Choosing
will suffice if the underlying FFG is nonloopy, but this is
typically never the case in our problems of interest.
Note that in the special case when corresponds to an
equality constraint node, (9) simplifies to

(10)

Another frequently encountered scenario is when is the
zero-sum constraint node and . Here, (9) simplifies
to a simple convolution

(11)

A remark on the actual computation of the integral involving
continuous valued variables in (9)—several ways to do this
include simple discretization of continuous valued messages,
parametric updates, and particle methods wherein messages are
represented as lists of samples. A detailed summary of the var-
ious methods can be found in [34]. In this paper, all messages
are computed in a discretized fashion, excepting when explicit
parametric updates are possible (more details regarding this in
Section V).

V. EXPERIMENTAL RESULTS

All our experiments have been done on two-dimensional
(256 256) signals, including synthetic and photographic im-
ages. We model the host as a Gaussian Markov
random field (MRF) with first order neighborhoods as follows:

(12)

where again denotes the pixel index set, , as defined
earlier, is the Gaussian pdf, and denote the pixel in-
tensities at location , one pixel to the east, and one north of
(directly above) , respectively (cycle around if necessary).4

is the normalization factor for the pdf. We will also stick to
an information embedding rate of (one bit is em-
bedded into each 4 2 subblock of the host) throughout as it
helps with making comparisons from various experiments. We
will focus on five types of desynchronization attack models de-
scribed below:

(M1) Amplitude scaling: , where in our experi-
ments, is a Gaussian random variable with mean 1 and

3These algorithms are generally known to converge to local extrema, and
convergence to globally optimum solutions is difficult to guarantee, especially
when the underlying graph is heavily loopy (as is the case in our problems of
interest), and/or when the messages are rather irregular, e.g., multimodal (again,
as is the case in our problems of interest).
4If the model parameters are not known a priori at the receiver, they should

be estimated. We discuss this in Sections V-B and V-C.
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Fig. 5. Left: A dependency graph for the full probabilistic model corresponding to (M2), Section V. For clarity, we only show a 4 2 cross-section of the graph
into which one bit is embedded. The embedding rate is . Right: Factor graph (Forney-style) corresponding to the “ -plane” in the dependency graph.
A few of the factor nodes are labeled, for the sake of exposition. Due to space constraints, we omit the second argument to in the diagram. For added clarity,
we also show the full factor graph skeleton for the AM attack case in Fig. 6.

standard deviation 0.2. Alternatively, we may have
in which case the statistics of have to be mod-

eled appropriately. Though seemingly simple, this problem
has earned the attention of many researchers in the past,
and continues to remain a challenging one especially when
the scaling intensities are far away from unity.
(M2) Amplitude modulation (AM): The factor graph
corresponding to this model is shown in Fig. 5. This can be
thought of as a generalization of (M1) where the scaling
parameter varies spatially. Let
be a partition (e.g., rectangular tiling) of the pixel domain
. The AM field is parameterized by a collection of param-
eters , and we model this as a Gaussian Markov random
field with unit (or in general, some known) mean and
first-order neighborhoods, acting independently across
nonoverlapping subblocks of the host. The dependencies
within each subblock are described by

(13)

to , where is the amplitude modulation
field acting on , , and all other quantities, in-
cluding the (blockwise) cycling around effect, are defined
similarly as in (12). For example, the scaling attack on the
entire image [as in (M1)] corresponds to the simple tiling

and the limiting case of . Any other ar-
bitrary tiling with will correspond to a piecewise
constant AM attack. Introducing additional dependencies
in the AM field across subblocks can only make the infer-
ence problem easier (but possibly with an added compu-
tational cost) as this effectively decreases the number of
independent parameters to estimate. Similarly, decreasing
the information embedding rate can also only make the in-
ference task easier.
In this paper, we will assume that the AM field acts inde-
pendently on 8 8 blocks of the host. In the limiting case

Fig. 6. Skeletal representation of the Forney factor graph corresponding to
(M2), amplitude modulation attacks. The meshes labeled “host-MRF” and
“ -MRF” are constructed in a manner similar to the left graph of Fig. 5 and are
not shown in detail due to space constraints. Vertical branches, similar to the
one depicted above, exist between all corresponding (vertically aligned) nodes
on the “host-MRF” and “ -MRF” meshes. Again, we omit drawing those to
reduce clutter.

of , this constitutes an AM attack with 32 32 inde-
pendent parameters. Though this may not constitute a typ-
ical “smooth” desynchronization attack, we report results
for this case to illustrate the power of our approach. The
same algorithm can, however, be applied to smoother (and
typically more commonly encountered) attacks, as will be
soon seen in Section V-B.
(M3) LSI filtering: , where denotes linear
convolution and is an arbitrary 2-D LSI filter parame-
terized by a random variable whose statistics are assumed
to be known to the receiver. For LSI filtering attacks, we
perform the watermark embedding in the Fourier domain,
while ensuring that the marked signal remains real valued.
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The choice of Fourier domain is motivated by the desire to
induce a factor graph that has as few loops as possible (also
see comments in Section VI). This embedding procedure
is explained in detail in [26] (Algorithm 1). For illustration
purposes, in this paper, we will use the filter obtained
by cascading the zero-phase “exponential” 1-D (low pass)
filter applied in both directions

(14)

where5 , , and IDFT
denotes the inverse DFT. The constant is small, say ,
and is employed to prevent numerical instabilities during
attack inversion.
(M4) Fractional (spatial) shift: This can be seen as a spe-
cial case of (M3), but as in many other watermarking pa-
pers, we shall give it some special attention. In the 1-D
case, for integer shift . If is not an
integer

(15)

is a resampled version of the shifted, interpolated signal ,
where are the taps of the interpolation filter (would
be a sinc for bandlimited interpolation; we will use the
bicubic kernel). If is a constant, (15) is a particular LSI
filter. If varies slowly over space (as is the case with
warping attacks), (15) is a linear shift-variant filter. This
model can be extended to images by applying the same
1-D filter along each direction.
(M5) Blockwise filtering and shift: The attack is assumed
to act independently on 8 8 blocks of the host; this means
a total of different (and possibly correlated) values of
for a 256 256 host. We use the same models for LSI fil-
tering and shift as in (M3) and (M4), respectively, the only
difference being that the attack parameter now varies spa-
tially. The 32 32 field is modeled to be drawn from a
Gaussian Markov random field as in (M2) with parameters
, , and .

Joint estimation of the attack parameters and the embedded bits
is performed independently on nonoverlapping 8 8 subblocks
of the host, and this is found to be sufficient to yield good de-
coding performance. Yet, this is a suboptimal approach because
the observed image samples are correlated due to the dependen-
cies introduced by the host. Using more samples (e.g., the entire
host image) for performing the joint estimation could improve
decoding performance, but at the significant cost of complexity
and speed.

A. Synthetic Host Signals

Here, we present some experimental results on syn-
thetic host signals. A 256 256 host with and

, is drawn according to (12) by Gibbs sampling
[35]. Watermarking is done as described earlier for various
attacks, (M1) through (M5). The distortion compensation
parameter is chosen in agreement with Eggers’ value, i.e.,

, which is nearly optimal in the
sense of maximizing rate of reliable communication over an

5Note that is merely a superscript index in , but an exponent in .

Fig. 7. Numerical results for (M1)—Amplitude scaling, with synthetic host,
and scaling parameter . HWR dB.

Fig. 8. Numerical results for (M3)—LSI filtering with an “exponential” low
pass filter, and synthetic host. HWR dB.

additive white Gaussian noise channel [18]. The HWR [see (6)]
is 25 dB, and the watermark-to-noise ratio ( )
is varied from 2 to 1 dB. Here, denotes the variance of
additive Gaussian noise . Independent bits are embedded in
4 2 blocks of the host. As explained earlier, the same bit is
embedded in each component (pixel) of the subblock, thereby
inducing a simple rate 1/8 repetition error correction code
within each 4 2 subblock of the host. We evaluate the bit
error rate

(16)

for the estimator-decoder described in Section IV, and com-
pare it with that of the coherent decoder (denoted by ) that
knows . Numerical results for various values of model param-
eters, and for each of the attack models (M1) through (M5)
are given in Figs. 7, 8, and 9, and Tables I and II. The per-
formance of the noncoherent decoder is seen to be almost as
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Fig. 9. Numerical results for (M4)—Fractional shift by , with synthetic host.
HWR dB.

TABLE I
NUMERICAL RESULTS FOR (M2)—AMPLITUDE MODULATION BY

GAUSS–MARKOV AMPLITUDE FIELD . HWR dB, WNR dB

TABLE II
NUMERICAL RESULTS FOR (M5)—BLOCKWISE FILTERING (ROWS 1, 2, 3, 4),

BLOCKWISE SHIFT (ROWS 5, 6, 7, 8). HWR dB, WNR dB

good as that of the coherent one in most experiments, for a wide
range of attack intensities, “mild” to “strong.” To the best of
our knowledge, no previous work has demonstrated such re-
silience to attacks with such strong intensities. In [1], where the
authors report results for scaling and fractional shift attacks, the
decoder’s performance begins to deteriorate rapidly outside a
very narrow scaling range of (0.9,1.1). A similar behavior can
be seen in [11] for scaling intensities above 1.1. In contrast, our
decoders nearly match the performance of the coherent decoder
even when the scaling intensities are far away from unity. Sim-
ilarly, for the fractional shift attacks analyzed in [1], the error
probability numbers quickly rise up to 0.5 for shifts as low as
0.2; in contrast, the graph-based decoder is seen to perform very
well for shifts even as high as 2.5. Similar comparisons hold for
other types of attacks as well.
Finally, it is also illustrative to compare the decoding per-

formance of our scheme with that of “Rational Dither Modula-

Fig. 10. Numerical results for (M1)—Comparison of our decoder with that of
[4]. HWR dB, bit sample. The parameter denotes the memory
length in RDM (see [4] for more details).

tion” or RDM [4], a recently proposed modification of the stan-
dard QIM encoder to specifically combat scaling attacks. Fig. 10
plots the performance of our scheme against that of the coherent
decoder, and the encoder–decoder setup of RDM. Simulations
are performed on a one-dimensional host consisting of 256 sam-
ples, drawn from a Gaussian MRF with parameters ,

, , HWR dB, WNR dB dB .
The embedding rate is 1 bit per sample, i.e., no error correction
code is employed. As one can note from Fig. 10, our system
outperforms RDM uniformly over this range of WNRs, which
is encouraging considering that our encoder is generic and was
not tailored to handle scaling attacks.

B. Lena

The experiments of Section V-A were repeated on a
256 256 image of Lena. We perform watermarking, as de-
scribed in earlier sections, but in the wavelet domain. We use
the difference between the original image and the low-pass ap-
proximation version obtained from the 16 16 approximation
coefficients of a four-level Daubechies-4 wavelet transform as
input to marking algorithms described in earlier sections. As
before, the HWR is maintained at 25 dB, and theWNR is varied
from 2 to 1 dB. The parameters and for modeling the
difference image as in (12) are obtained as pseudomaximum
likelihood estimates (see the Appendix), and shared with the
decoder. As we will see later in Section V-C, accurate estimates
of these parameters are not really necessary. Numerical results
for various values of model parameters, and for each of the
attack models (M1) through (M5) are given in Figs. 11, 12, and
13, and Tables I and II.
The images of Figs. 14 and 15 illustrate the intensity of var-

ious attacks. As mentioned earlier, all the numbers reported in
Table I correspond to anMRF acting independently on nonover-
lapping 8 8 subblocks of Lena [Fig. 14(b)]. However, pri-
marily to serve as a visual aid, we also show images corre-
sponding to a 64 64 tiling as well [Fig. 14(c)]. It may be noted
that the latter is in fact an easier inference problem, but our al-
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Fig. 11. Numerical results for (M1)—Amplitude scaling, with Lena, and
scaling parameter . HWR dB.

Fig. 12. Numerical results for (M3)—LSI filtering with an “exponential” low
pass filter, and Lena. HWR dB.

gorithm is capable of producing near-coherent decoding even
on the former. Also shown [in Fig. 14(d)] is an example of a
“smooth” AM attack, for which the same algorithm can be ap-
plied blindly, so long as the AM field stays roughly a constant
over 8 8 subblocks of the image [as is the case in Fig. 14(d)].

C. Robustness to Host Modeling Mismatch

Here, we investigate the robustness of our algorithm to mis-
matches in host modeling. This is an important issue, especially
when working with natural images, as it may not be feasible (or
practical) to obtain an accurate characterization of the under-
lying statistics of the host image.
We repeat the experiments of Section V-A, using the AM

model from (M2), but with a twist. Host samples are drawn from
a mismatched model of (12), with replaced by ,
respectively. The performance of the mismatched decoder is re-
ported in Table III. The results show that the decoder is capable

Fig. 13. Numerical results for (M4)—Fractional shift by , with Lena. HWR
dB.

Fig. 14. Various desynchronized versions of Lena. It may be noted that no noise
has been added to the images above (i.e., ). Also see Fig. 15. (a) Original
Lena. (b) For Table I, Row 2. (c) AM attack #2. (d) AM attack #3.

Fig. 15. Various desynchronized versions of Lena. As in Fig. 14, no noise has
been added to the images above (i.e., ). (a) For M3, . (b) For
M3, . (c) For M3, . (d) Blockwise filtering.

of tolerating host modeling mismatches to a significant extent,
a property that will be useful when working with natural and
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TABLE III
NUMERICAL RESULTS FOR SECTION V-C USING THE AM ATTACK MODEL
OF (M2). , FOR A CORRECTLY MATCHED DECODER, AND
HWR dB, WNR dB. HERE,

CAPTURES THE EXTENT OF MODEL MISMATCH

photographic images as it may not be possible to get accurate
modeling parameter estimates for the same.
We conclude this section with a note on running times for our

decoding algorithm. All experiments were performed on aWin-
dows machine with 32-bit OS, 2.67-GHz quad-core processors,
and 4GBRAM. The code was not fine-tuned for parallel compu-
tation and takes anywhere between 10–20 min to decode a rate
1/8 message (watermark) from a 256 256 host, with .

VI. DISCUSSION, CAVEATS

First, as seen in Section V, one of the most striking positives
of our approach is the increased resilience to desynchroniza-
tion attacks. Explicit comparisons with results from [1] have
revealed increased resilience ranges of up to 10 in the case of
scaling and even more for pure shift attacks. Another important
power of graph-based decoders is their ability to handle high
dimensional attacks. For example, in the AM experiments
(M2), we saw that noncoherent decoding was feasible even
when faced with the challenging task of estimating inde-
pendent attack parameters. This is important for two reasons:
1) such a decoding approach is significantly more efficient
(w.r.t. algorithm execution time) compared to a brute force
search [26]; and 2) this property sets it apart from the other
decoders proposed to date—for example, the decoder of [1]
uses host samples to estimate a single unknown
parameter. Thus, the “divide and conquer” iterative estimation
approach has its clear benefits.
Secondly, we saw in Section V-C that decoding performance

is good even if the receiver does not know exact host signal
statistics; in other words, crude host modeling will suffice and
does not influence the decoding by much. However, the same
is not necessarily true of attack modeling. In all of our reported
experiments, we have assumed that the receiver is fully cog-
nizant of attack parameter statistics. If this was not the case, the
receiver faces a problem in the sense that the lack of prior infor-
mation about could result in increased time to convergence.
However, so long as we have a sufficiently large number of ob-
served signal samples, it is not absolutely critical that the statis-
tical modeling of should be exact. For instance, in (M1) where
is the scaling parameter, we still obtain good results if was

uniformly distributed over , but experiments modeled it to
be drawn from a Gaussian distribution, say . This is
not surprising, as the influence of the prior vanishes with an in-
creasing number of observed samples in any estimation problem
(subject to regularity conditions). To summarize, exact knowl-
edge of parameters describing the statistics of is not absolutely

Fig. 16. Spatial domain approach to handling attacks of type (M3). For sim-
plicity, we only illustrate the 1-D case here. Messy factors, those with degree
more than 3 or 4, significantly increase the computational complexity of dis-
cretized messages’ updates.

necessary, but we have observed it does help in terms of con-
vergence speed, especially when the number of observed signal
samples per number of attack parameters is moderate.
And finally, an important caveat—tractable factors and graph

loops. As is already evident, loops are unavoidable in (almost)
all the systems we consider. However, care needs to be taken
to avoid loops wherever possible, as such intelligent graph con-
structions do seem to play a vital role in influencing the con-
vergence properties of the message passing algorithm. While
loops are best avoided wherever possible, in general, graphs
with longer loops seem to offer a more conducive platform for
convergence as opposed to one with many short loops. Care also
needs to be taken to design graphs that avoid messy factors,
wherever possible. As an example, one can equivalently imple-
ment the LSI filter of (M3) in the spatial domain instead of the
frequency domain. However, the former approach yields factors
that are much more complicated than what we saw in the latter
approach, and this might lead to computation of very hard mes-
sage update steps. Further, as illustrated in Fig. 16, the spatial
domain treatment of the problem will result in a graph that has
many more loops than is necessary (the number of loops scales
steeply with the number of nonzero filter taps), and based on
our experiments, convergence does not happen in a reasonable
amount of time (in fact, we cannot guarantee that the messages
will eventually stabilize). Perhaps better convergence could be
obtained if we chose to perform the belief propagation updates
differently instead of discretized messages; for example, non-
parametric message passing could be used. We have not ex-
plored such options in this paper.

VII. FUTURE WORK

The results presented in this paper are encouraging and
suggest additional problems to explore. Of these, perhaps the
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Fig. 17. More powerful alternatives to repetition codes (such as LDPC codes)
allow for lower probabilities of decoding error. Due to space constraints, we
omit showing the remainder of the graph with the host, attack model, etc. Note
that the “ ” blocks above are similar to the zero-sum constraint nodes intro-
duced in Section IV, the only difference being that the addition is done modulo
two. Message updates for this section of the graph can typically be processed in
batches, i.e., all messages corresponding to the upper set of nodes in one step,
followed by the lower ones. More details can be found in [33] and [36].

most compelling would be to investigate the resilience of this
family of decoders to geometric attacks such as zooming,
spatial warping, and rotation. In principle, it is straightforward
to construct a (potentially naïve) decoder that attempts to per-
form probabilistic inference under geometric transformations
of the host. However, it is not clear what would be the best
approach to do so—specifically, the way to go about handling
“messy” loops and factors is not immediately clear. Any sig-
nificant breakthrough on that front is bound to project iterative
graph-based decoding strategies introduced in this work as
a generic and powerful tool to cope with a remarkably wide
range of desynchronization attack operations.
Another avenue for exploration would be to tap the power of

message-passing-based decoders when the attack model is un-
known. If we know that the attack channel has introduced one
among a few possible transformations, we can perform an
exhaustive search within the confines of possible parameter-
izations of the channel. However, the problem is compounded
significantly if is large, or potentially even infinite. In such
cases, a better approachmight be to perform some preprocessing
that aims to learn the structure of the underlying graph based
on samples of the received signal. This is, however, beyond the
scope of this work.
Finally, while we use simple repetition codes for channel

coding in our setup, the decoder model proposed in Section IV
offers the potential to construct very efficient blind watermark
decoders that incorporate, in the Bayesian inference setup, pow-
erful error correcting codes (e.g., turbo or LDPC codes), whose
decoding is also done via belief propagation on an appropriate
factor graph (see Fig. 17). Such a decoder that would fully com-
bine the power of graph-based desynchronization estimation
(for a really wide range of attacks), and a powerful, interleaved
error correcting code for achieving decoding error probabilities
much lesser than what repetition codes are able to offer, would
be an eventual goal of this work.

APPENDIX

Here, we provide details about the estimation of Markov
Random Field (MRF) parameters in (12). For convenience, we
will first rewrite (12) as follows:

(17)

where

(18)

An obvious choice for estimating the parameters and
would be the maximum-likelihood (ML) method, wherein

we may maximize the log likelihood function

(19)

(20)

over and . However, computation of the partition
function

(21)

involves a computationally prohibitive integral over all possible
configurations , which is typically impossible to calcu-
late for all practical purposes as is usually large. The ML
method can, therefore, not be implemented, and we resort to a
pseudo-ML approach that exploits the local characteristics of
the MRF and yields good approximations to the estimates we
seek.
This is also known in the literature as the “coding method”

[37]. A coding is a set of sites which are conditionally indepen-
dent given their own neighborhood. For instance, consider the
MRF with first-order neighborhood of (18). By subsampling
according to a quincunx scheme, we obtain two codings and
whose elements are, respectively, circles and bullets in the

figure below.
Pseudo ML Estimation of MRF Parameters:

...
...
...
...
. . .

Based on the above codings, we can also now define configura-
tions and . It is now easy
to note that conditioned on , the joint probability distribution
of takes the following elegant product form:

(22)

(23)
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where ,
denotes the locations immediately to the

east, west, north, and south of (or in short, the neighborhood
of ), and . We can now define a local
log-likelihood function

(24)

and obtain a computationally tractable optimization problem

(25)
for which numerical solutions can be found. Further, we
can also obtain another set of estimates by
switching the roles of and . The final pseudo-ML estimates
of the MRF parameters are obtained as an average of the above
two estimates. Note that the estimates and

are highly correlated as the configurations
and are dependent. This procedure is quite popular due to its
implementation efficiency, and also due to its nice theoretical
properties, including convergence in probability to the true
parameter values as [37].
If instead we had an MRF with second-order neighborhoods,

a similar procedure would be used, but with four codings
and defined below. Here, the samples of

defined over are conditionally independent given the other
three codings, etc.

...
...

...
...

...
...

. . .
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