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Abstract—In this paper, we study some fundamental perfor-
mance limits of blind data hiding against desynchronization
attacks. These attacks are modeled in addition to indepen-
dent Gaussian noise to the marked signal, followed by linear,
time-invariant filtering. We study a joint estimator-decoder which
estimates the desynchronization attack parameters and uses these
estimates in the decoding step. We propose a coding scheme based
on distortion-compensated quantization index modulation and
derive the estimation accuracy of the attack parameters via Fisher
information and a Cramér–Rao type bound. For illustration
purposes, we report estimation and decoding results on several
attacks, including classical ones (scaling and fractional shifts) and
some new ones. The results are in close agreement with our bounds
and tightly quantify the performance loss due to desynchroniza-
tion and the influence of code block length. Thus our results
demonstrate the high performance of a joint estimation-decoding
approach.

Index Terms—Blind decoding, Cramér–Rao bound (CRB),
data-hiding, desynchronization attacks, discrete Fourier transform
(DFT), estimator-decoder, Fisher information, linear time-in-
variant (LTI) system, quantization index modulation (QIM).

I. INTRODUCTION

D ATA-HIDING codes have been widely used for embed-
ding information in signals such as images, audio, video,

graphics, and text. These codes can be used in a variety of ap-
plications, including copyright protection for digital media, con-
tent authentication, media forensics, database annotation, con-
tent identification, in-band captioning, etc. Some of these appli-
cations may involve the presence of an adversary attempting to
disrupt reliable communication of the information of interest to
the receiver. In that context, a data-hiding scheme is potentially
vulnerable to a very wide range of attacks, and the problem of
designing robust codes capable of withstanding such attacks is
pretty challenging. This is particularly true when the decoder
has no access to side information about the host signal [1], a
scenario commonly referred to as blind data-hiding.

One of the main technical obstacles to the deployment of
(blind) data-hiding systems has been the limited resilience of
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commonly employed coders and decoders to desynchronization
attacks. These attacks include filtering, amplitude modulation,
gamma correction, time-varying delays, sample erasures and
insertions, temporal and spatial warping of media, etc. Only
limited success has been achieved in building robustness to
desynchronization attacks on blind data-hiding schemes, and
this limited success was obtained using simple attacks with mild
intensity—such as a pure delay, or a pure amplitude scaling
[2]–[5]. Designing robust encoders and decoders for more
sophisticated desynchronization attacks on blind data-hiding
schemes, however, continues to remain a notoriously complex
problem. Some of the best known results until now in this
area are either tailored to specific, simple attacks [3], [4] or
lack robustness against strong attacks [6]. To date, no research
has characterized precisely fundamental limits on achievable
decoding performance under desynchronization attacks. One
would like to know what are those limits. Is the current poor
performance of practical decoders due to a fundamental limit,
or is it due to suboptimal design?

To gain insight, in this paper, we look at the class of estimator-
decoders that have been proposed in the literature to combat
desynchronization attacks [1]. Section II gives a broad introduc-
tion and motivation to estimator-decoders. A closer look at the
mathematical model is given in Section III and Section IV de-
tails the procedure to characterize the estimation performance of
estimator-decoders via the Fisher information inequality. Some
experimental results are given in Section V and the paper con-
cludes with a brief discussion in Section VI.

Notation

Throughout this paper, both random variables and their real-
izations are denoted by lower case letters; the context will make
the notation clear in all occasions. We use boldface letters to de-
note sequences of real numbers, e.g., . By

, we denote the Euclidean norm of . The
probability density function (pdf) of a random vector is ,
and thepdfof conditionedonaparameter-vector is .The
discrete fourier transform (DFT) [7] of a vector is denoted by .
If is a complex number, and denote its real and imaginary
components, and its complex conjugate. For a matrix ,
denotes its conjugate transpose. The Gaussian distribution with
mean and variance is denoted by .

II. ESTIMATOR-DECODER

A possible solution to the problem of desynchronization
attacks is embedding information in an attack-invariant domain
[5], [8]–[10]. While this has been done for simple operations
such as scaling, translation, and rotation, no suitable invariants
have been identified for more complex desynchronization
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Fig. 1. Communication model for data-hiding.

attacks like temporal or spatial warping, etc. The success of
this solution is, therefore, currently limited to a very small class
of attacks and is crippled by the fact that the invariant identifi-
cation problem is painfully attack-specific. Another approach
is based on embedding pilots (synchronization sequences)
[11]–[17] but these pilots are not information-bearing, which
reduces their efficiency. Also, while sometimes convenient,
pilot-based schemes are theoretically suboptimal [18].

Better strategies to deal with these attacks are, therefore, re-
quired. First, the attack channel is parameterized by a parameter

(scalar or vector) which is unknown to the encoder and de-
coder. A promising method is that of a joint estimator-decoder
that estimates and uses this estimate in the decoding step
[2]–[4], [6], [19], [20]. Three important questions immediately
rise to the fore.
(Q1) How accurately can the parameter be estimated

at the decoder?

(Q2) What is the performance of a decoder that estimates
vis-à-vis a coherent decoder that would have

perfect knowledge of (i.e., what is the noncoherent
decoding penalty)?

(Q3) Are the above two questions related? Is it possible to
quantify the dependencies?

These fundamental questions have not received much atten-
tion in the data-hiding literature. Yet, a thorough understanding
of these issues would guide the design of efficient decoders and
help us understand fundamental performance limits and trade-
offs. Our recent work [21], [22] had investigated (Q2) in an
asymptotic setting and established the existence of universal es-
timator-decoders that achieve the same performance, in terms
of error exponents, as a coherent decoder; i.e., there exists a se-
quence of decoding rules so that, under certain conditions

(1)

where is the dimensionality of the real-valued host sequence,
is the parameter space, and is the decoding error prob-

ability of a decoder that knows . This provides a compelling
rationale for the use of estimator-decoders, albeit in an asymp-
totic setting.

In this paper, we would concentrate mainly on (Q1), by
providing fundamental estimation bounds in terms of the
Cramér–Rao bound (CRB) on , and draw some insights into
(Q2) and (Q3). This bound applies to any practical decoder
irrespective of the search technique used.

III. MATHEMATICAL MODEL

We adopt the communication model for data-hiding of
Fig. 1[23]. Data are embedded at a rate of bits per sample

in blocks of length of a host signal. Given a host sequence
, where ( is the block length, is the

number of blocks), a secret key , and submessages

the encoder produces a marked sequence

(2)

where is the en-
coding function, and is statistically independent of . The
marked sequence is subject to attack, resulting in a stochasti-
cally degraded sequence with conditional pdf .
The decoder returns an estimate

of the messages that were sent.
As mentioned in Section I, the focus of this paper is on de-

coders that try to estimate the desynchronization attack param-
eters for use in the decoding step. Specifically, we seek bounds
on estimation accuracy. However (we will see this more clearly
later in the paper, in Section IV), computation of such bounds
is often difficult, owing to the structure of desynchronization at-
tacks that introduce statistical dependencies across host signal
components and more importantly, computational challenges
involving integrations over high dimensional subspaces. We will
try to circumvent these limitations, and come up with good con-
fidence regions for characterizing estimator performance. We
begin the analysis by detailing the various components of the
above data-hiding system.

A. Scalar Quantization Index Modulation (QIM) Encoder

The host sequence is modeled as a zero mean, pe-
riodic, stationary Gaussian process. Given this assumption, the
DFT is the decorrelating transform for the class of periodic and
stationary random processes1 [24]. The usefulness of the decor-
relating transform will be clear in Section IV.

Algorithm 1 Computing .

Input: , , .

1: .

2: Compute . (See Algorithm 2.)

3: for

4: .

5: end for

6: Compute . (See Algorithm 3.)

7: , where IDFT stands for the inverse DFT.

Output: .

1Any periodic and stationary random process admits a circulant Toeplitz co-
variance matrix whose eigenvectors coincide with the columns of the DFT ma-
trix.
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Algorithm 2 Computing .

Input: .

1: , .

2: for

3: , .

4: end for

Output: .

Algorithm 3 Computing .

Input: .

1: , .

2: for

3: , where .

4: end for

5: for

6: .

7: end for

Output: . (Note: is Hermitian symmetric.)

We assume the encoder acts blockwise on the host, i.e., the
embedding function of (2) factors into concatenation of sev-
eral embedding functions . More precisely, the marked se-
quence may be partitioned as

where

and , , and denote the th block of , , and , respec-
tively. The procedure to generate the marked vector from for
the case is described in Algorithm 1. It may be noted that
steps 2 and 6 are necessary to make sure that the marked signal
is real (or equivalently, its DFT is Hermitian symmetric). Step 3
is the standard distortion-compensated QIM (DC-QIM) scheme
where

represents the dithered quantizer, ,
the standard uniform quantizer, is the quantization step size
and is chosen so as to satisfy an average distortion constraint
of , , depending on whether the message bit
is 0 or 1, and is the distortion-compensation pa-
rameter; the samples denote external dither and are inde-
pendent indentically distributed (i.i.d.), distributed uniformly in

. The embedding within each block is basically
the standard DC-QIM with repetition coding, as done in [17].

Fig. 2. Model for desynchronization attacks.

Without loss of generality, we will assume a binary alphabet for
message and even . (The assumption that is even is used
in Algorithms 1, 2 and 3.)

B. Desynchronization Attack

The marked vector is subject to an attack to produce .
Generally speaking, one could model a desynchronization
attack as a cascade of a noisy memoryless channel followed
by an invertible desynchronization transformation (see Fig. 2)
[1]. In this work, the attack is modeled as an addition of inde-
pendent Gaussian noise , followed by an (invertible) linear
time-invariant (LTI) system represented by a discrete-time filter

(desynchronization attack). The LTI filter is the same for all
watermarked blocks. The noise vector is independent of .

The assumption that the transformation is invertible can be
justified in the following sense: the attacker and the embedder
play a zero-sum game on some quantity measuring the extent
of reliable communication, e.g., probability of decoding error,
from which optimal embedding and attack strategies can be in
principle derived. This rules out hiding strategies that involve
signal components that are erased in the noninvertible mapping.
Thus, in such games, it is reasonable (nevertheless challenging)
to assume that the transformation shown in Fig. 2 is in-
vertible.

Mathematically, we write,

(3)

where is the th DFT coefficient of , assumed to be
nonzero (for invertibility); and is the DFT of Gaussian noise,

. Here, could in general be a vector, taking
values from a finite-dimensional set . Modeling the geometric
transformation as an LTI system gives a tractable framework to
analyze a wide class of attacks; also, it includes standard attacks
such as amplitude scaling, linear shift, and low-pass filtering
of any kind. It is also a reasonable model for linear but slowly
time-varying attacks such as amplitude modulation and slowly
varying temporal shifts. We will study some special cases in
Section V.

C. Estimator-Decoder

The attacked signal, along with the dither sequence , is made
available at the decoder, which performs a dual function. It out-
puts an estimate of and an estimate of
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the transmitted message sequence. The decoder operation is ex-
plained in Algorithm 4. The estimation process is essentially an
exhaustive search over for the “optimum” .

Another point to note is that the decoder is assumed to know
the structure of the LTI filter, i.e., it knows all about the desyn-
chronization attack except . If the structure is unknown, the
decoder must first try to learn it. That is a separate topic for re-
search beyond the scope of this paper.

Finding decoders which are computationally less complex
than the one described in the paper is definitely an important
question to address, but beyond the scope of this paper. As men-
tioned earlier, this paper will focus on a different, and a more
fundamental problem; i.e., is such a search justified in the first
place? The choice of the minimum distance criterion is moti-
vated by current theory [21], [22].

Algorithm 4 Computing .

Input: , .

1: for each , compute:

2: : Output of inverse filtered with .

3: . (See Algorithm 2.)

4: for

5: : th blocks of , respectively.

6: , and
, where

and is the -dimensional lattice corresponding to the
dithered quantizer.

7: end for

8: and , where
.

9: end for

10: .

11: .

Output: .

IV. BOUNDING PARAMETER ESTIMATION ACCURACY

The CRB [25], [26] on estimation error variance has been
used in the literature to design synchronization signals for data-
hiding [16]. More recently, the CRB has been used to address the
notion of security in data-hiding systems [27]. This is done by
quantifying (via the CRB and Fisher information matrix [25])
the leakage of information about the secret key (used by the
embedder) through a set of publicly available watermarked data
[27].

The estimation error variance might be crucial to analyzing
the performance (bit-error rate) of the decoder. Accurate evalu-
ation of this variance may require extensive Monte Carlo simu-
lations, and therefore a Cramér–Rao lower bound on this vari-
ance could be more convenient and insightful for system design,
provided of course it is easy to evaluate. Approximate CRBs
have been computed by Balado et al. for the particular attacks
of additive noise and amplitude scaling, using approaches that
fit Gaussian-like curves to the density functions of interest [6].
Here, we concentrate on the more general case of LTI attacks
on the marked signal, and present an embedding scheme (de-
scribed in Section III-A) as well as a procedure to compute a
Cramér–Rao type bound. We begin by computing the Fisher in-
formation content of the attacked signal. For the sake of brevity
and ease of understanding, we will look at the case when
(or ). Since our encoding procedure acts blockwise on
the host, for blockwise memoryless attacks, Fisher information
scales linearly with .

A. Computing the Densities Required for Fisher Information
Calculation

As mentioned earlier, we model the host signal as a zero-
mean, periodic, stationary Gaussian process, i.e., its covariance
matrix is circulant Toeplitz. Let denote the unitary DFT
transformation matrix. Thus, is also a zero-mean, com-
plex, Gaussian vector with a diagonal covariance matrix given
by

Thus, the components of are uncorrelated and the diagonal
entries of are given by the eigenvalues of . Given , the
encoder computes a new host vector as described in Al-
gorithm 2. For any frequency , the real and
the imaginary components of are independent. Thus,
also has mean zero, Gaussian distributed entries and a diagonal
covariance matrix. Hence, the components of are indepen-
dent. Post embedding, these samples are subject to attack and
made available at the decoder. Note that conditioned on dither
and the message bit, the components of the marked signal
are independent. We will compute the distribution of , con-
ditioned on the fact that the external dither sequence is available
at the decoder.

The Fisher information for the received vector, strictly
speaking, is a function of the external dither sequence. How-
ever, in the low distortion regime or high host-to-watermark
ratio ( ), where

it is typically independent of external dither. This is because,
in the low distortion regime, the dither does no more than shift
the mean of the observed signal at the decoder, which does not
change the Fisher information content in the signal. We can,
therefore, simplify the analysis by only considering the case
when we have no external dither (i.e., ). In the absence
of dither, the distribution of is derived by integrating
out and . Let us denote the distributions of ,
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Fig. 3. Typical distribution of �� ���, conditioned on zero external dither,
when �� ��� � � ��� � �, HWR 20 dB, and � � ���.

conditioned on the message bit , by , for
and (in short, collectively referred to as the -distri-
butions). A typical plot of the distribution of , given by

, is provided in Fig. 3.
The decoder first computes the vector from the DFT of

the received signal as explained in Algorithm 2. By (3), we
note that the entries of are given by

for . Thus, for , condi-
tioned on and , we may compute the densities of

, as convolutions of the aforementioned -distributions
of ’s and independent Gaussian noise. Furthermore,
it is clear that , conditioned on and , can be broken
down into one- or two-dimensional independent components

and . We will denote these independent components as
. The distribution of , conditioned

on and is

(4)

Integrating out , we obtain the distribution of condi-
tioned on as

(5)

The case when the filter is zero-phase is particularly in-
teresting. A zero-phase filter has an all-real DFT and thus,

. This ensures that , conditioned on and
, has independent components. In this case, (5) simplifies as

(6)

B. Bounding Estimation Accuracy

Given a family of distributions parameterized
by a vector , denote by

(7)

the Fisher information matrix for . Here, is the Hessian
with respect to . We assume that the standard regularity con-
ditions of continuity, differentiability, and existence of bounded
moments are satisfied for all values of [25]. In our setup,
the presence of additive Gaussian noise ensures that these condi-
tions hold everywhere, excepting perhaps on a set of zero mea-
sure.

It is sufficient for us to look at the vector as both and
have the same information content. For the proposed en-

coding scheme, the joint density of , conditioned on , is
given by (5), which simplifies to (6) in the case of zero-phase fil-
ters. In either case, the exact evaluation of the CRB is computa-
tionally challenging because it requires an integration over ,
which is hard. For practical purposes, good bounds on Fisher
information will suffice, provided they are easy to compute.

We invoke Jensen’s inequality to upper bound the Fisher
information content in . As will be explained below,
the upper bound can be interpreted as the Fisher information
obtained in a hypothetical situation, where the embedded
message is available to the decoder. Essentially, we show
that Fisher information in the “message unknown” case
cannot exceed that in the “message known” case, given by

. Indeed, we have

(8)

where (a) holds because is a convex function, (b) fol-
lows from (4), (c) is true with equality in the case of zero-phase
filters, i.e., (6) holds, and means that is nonnega-
tive definite. Here, ’s are the one- or two-dimensional com-
ponents of and make the computation of consider-
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ably easier. Zero phase filters (for which (c) holds with equality)
make the computation even more tractable.

The Cramér–Rao lower bound on the estimation error covari-
ance matrix of any unbiased estimator can, therefore, be written
as

(9)

where means that is nonnegative definite. We will
soon see from numerical results that the bound is good enough
to offer substantial insights to the questions posed in Section II.

V. NUMERICAL RESULTS

We present some numerical results in this section. All sim-
ulations were performed on a Gaussian host vector with zero
mean and a circulant Toeplitz covariance matrix, with first
row given by . We chose and

. Also, for all simulations, the HWR was maintained
at approximately 35 dB (a lower number can only improve
the decoding performance), watermark-to-noise ratio (WNR)
equal to 0 dB, and the distortion compensation parameter
equal to 0.5, chosen in agreement with Eggers’ value for

[17], which is nearly optimal
in the sense of maximizing rate of reliable communication
over an additive white Gaussian noise channel. A note on the
implementation of Algorithm 4—we uniformly discretize the
search space , and implement a simple brute force search
as explained in Algorithm 4. The resolution of discretization
should be of the order of the estimation accuracy as given by
the CRB. In our simulations, we have used a slightly finer
discretization. If is resolved any finer, it would result in
a waste of computational resources and would not improve
decoder performance significantly. We present all results for a
block length (i.e., embedding rate ). In view of
(8), a lower value for rate can only help further in estimation
and decoding performance. Some insightful special cases for
the desynchronization attack include the following.

1) Amplitude Scaling:

where (in this paper, we pick and
). This is a zero phase filter. Therefore (c) holds with

equality in the bound of (8). We will show that each of the terms
in the expression for (8) scales as , and thus the bound of (8)
scales as .

Assume momentarily that and are scalars (denoted by
and , respectively). In this case, Fisher information has a simple
dependency on the scaling parameter, i.e., for the family of dis-
tributions , where is the distri-
bution of , we can verify that the Fisher information content
scales as

(10)

(11)

Fig. 4. Scaling attack: � � �, � � ��� for HWR � �� dB, and WNR � � dB.
Empirical estimation error variance and computed lower bound based on (8).
The Fisher information curves (rather their reciprocals) are in agreement with
the square law of (11).

where denotes the derivative of w.r.t. . Thus, each term
of (8) scales as or equivalently, the lower bound on estima-
tion variance scales as . This behavior is illustrated in Fig. 4.
The probability of decoding error , for a length- host is
plotted as a function of the scaling parameter in Fig. 5. Note
that the decoding performance asymptotically approaches that
of a coherent decoder, as suggested by (1).

2) Fractional Shift: Here,

(12)

where is the continuous-time interpolating kernel. In this
paper, is the cubic spline interpolating function. Though the
periodic sinc function would be a more “natural” choice for the
interpolating kernel, implementation complexity at the decoder
motivates us to opt for the cubic spline option; furthermore, the
results obtained for both interpolating functions are found to be
similar. It may be noted that the fractional shift operation can be
carried out completely in the discrete-time domain through ap-
propriate upsampling, subjecting the upsampled vector to a dis-
crete-time cubic spline filter, followed by appropriate downsam-
pling, which again can be simplified as a single discrete-time
LTI filtering operation. Error variance and probability of de-
coding error plots (for the same data-hiding setting described
for the scaling attack) are provided in Figs. 6 and 7.

The cases of scaling and shift attacks were also discussed in
[6]. However, the system model, choice of error correcting code,
and the embedding technique of [6] differ from what is used in
this paper.

3) “Exponential” Filter: In principle, the framework offered
by this paper can be used to obtain estimation accuracy limits for
any arbitrary LTI filter. Here, we consider a zero-phase low-pass
filter (a common attack strategy) whose DFT coefficients decay
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Fig. 5. Scaling attack: � � �, � � ��� for HWR � �� dB, and WNR � � dB.
A comparison of probability of decoding error for coherent and noncoherent
decoders. Plot (b) above is in agreement with (1).

Fig. 6. Fractional shift attack. � � �, � � ��� for HWR � �� dB, and
WNR � � dB. Empirical estimation error variance and computed lower bound
based on (8).

according to an exponential law, i.e.,

(13)

where is the unknown channel parameter. Plots for
estimation error variance and probability of decoding error are
shown in Figs. 8 and 9.

Fig. 7. Fractional shift attack: � � �, � � ��� for HWR � �� dB, and
WNR � � dB. A comparison of probability of decoding error for coherent and
noncoherent decoders.

4) Shift + Scaling Attack: Here, we model the desynchro-
nization channel as a two-parameter LTI filter, which is the cas-
cade of the scaling attack and the fractional shift filter described
above, i.e.,

where and is as in (12).
The estimator jointly estimates the pair and the em-

bedded message . The corresponding estimation error vari-
ance plots, and the computed lower bound on estimator error
variance are given in Figs. 10 and 11, respectively.

In all of the above attacks, one can note that the decoding
performance is somewhat invariant to the severity of the attack
itself (as measured buy the value of ), and that the actual esti-
mation performance is about half a decade (approximately, for
the worst case) above the theoretical limit. This is also seen to
be true of the case when the channel has two unknown parame-
ters. However, the absolute performance in this case is slightly
poorer in contrast with the case when there is only one unknown
parameter; a comparison of plots in Figs. 4, 6, and 10 testifies
to this. Again, note that the the estimation accuracy (standard
deviation) roughly scales as .
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Fig. 8. Exponential filter. � � �, � � ��� for HWR � �� dB, and WNR �

� dB. Empirical estimation error variance and computed lower bound based
on (8).

Fig. 9. Exponential filter: � � �, � � ��� for HWR � �� dB, and WNR �

� dB. A comparison of probability of decoding error for coherent and nonco-
herent decoders.

VI. DISCUSSION AND CONCLUSION

Numerical results in Section V suggest that the decoding per-
formance is close to fundamental limits, and we have analyti-
cally characterized those limits. In particular, we have quantified
how fast the noncoherent decoding penalty vanishes with in-
creasing sequence length. The bounds on estimation error vari-

Fig. 10. Scaling + Shift attack: � � �, � � ��� for HWR � �� dB and
WNR � � dB. Estimation performance plots, i.e., estimation error variance
as a function of shift and scaling attack intensities. Empirical estimation error
variance and computed lower bound based on (8) for the scaling and shift pa-
rameters are shown in (a) and (b), respectively. For better presentation, � is
held constant at 1.3 [for (a)] and � is held constant at 0.7 [for (b)].

Fig. 11. Scaling + Shift attack: � � �, � � ��� for HWR � �� dB and
WNR � � dB. A comparison of probability of decoding error for coherent and
noncoherent decoders.

ance obtained in Section IV seem to be fairly tight, particularly
for large host length , an observation supported by the dimin-
ishing gap between the bound and actual performance curves as
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increases. It may be noted that computation of the bound was
facilitated by carefully embedding data in independent signal
components, which allowed the creation of a tractable way to
bound estimation accuracy of channel parameters. Our frame-
work to compute lower bounds on the estimation error variance
is general enough to address a wide class of desynchronization
attack channels, linear or not, and this computation is heavily
simplified when the attack channel is an LTI filter.

To conclude, we have validated the notion of a joint esti-
mator-decoder for data hiding under desynchronization attacks.
Performance bounds have been derived, and actual performance
is seen fairly close to these bounds, both in terms of desyn-
chronization parameter error variance and decoding error prob-
ability. This performance level is achieved using a full search
over the desynchronization parameter space. Efficient compu-
tational methods (which tradeoff speed against accuracy) needs
to be investigated for specific classes of attacks. This is a topic
for future research.
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