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Abstract—The rate of a fingerprinting code is defined as �
�� � ���

�
, where is the code length and the number

of users. Capacity is the supremum of achievable rates for a given
class of collusion attacks. Most fingerprinting codes in current lit-
erature are algebraic constructions with high minimum distance.
These codes have low rate (relative to capacity) and thus long fin-
gerprints for a given number of users and colluders. However, short
fingerprints are valuable in media fingerprinting due to the lim-
ited number of robust features available for embedding. This paper
proposes a framework to build high-rate fingerprinting codes oper-
ating near the fundamental capacity limit by concatenating short,
random, and statistically independent subcodes. A practical imple-
mentation based on the turbo code construction is presented. Each
subcode is decoded by a list Viterbi decoding algorithm, which out-
puts a list of suspect users. These lists are then processed using a
matched filter, which extracts the most suspect user and declares
him or her guilty. We provide examples of codes that are short, ac-
commodate millions of users, and withstand (with an error proba-
bility of the order of 1%) dozens of colluders against the averaging
or interleaving attack followed by additive white Gaussian noise.
Our fingerprinting codes operate reliably at rates within 30% to
50% of capacity, which are substantially higher than any other
existing code. The decoding complexity is linear in , or, equiv-
alently, in ��� .

Index Terms—Capacity, coding, decoding, fingerprinting.

I. INTRODUCTION

T HE Motion Picture Association of America (MPAA) has
estimated that the worldwide motion picture industry lost

$18.2 billion in 2005 to piracy [1]. It is therefore urgent to de-
velop tools protecting motion pictures and other forms of copy-
righted materials. Digital fingerprinting is an emerging para-
digm providing such tools. It protects digital content from unau-
thorized redistribution by imperceptibly marking each copy. Be-
fore delivery, the distributor embeds into the original content,
called the host, a particular signature. This signature is called a
fingerprint because, like the fingerprint of a thumb, it uniquely
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identifies the user to whom the marked copy is distributed. The
fingerprint is embedded within the host and cannot be removed
easily. Embedding the fingerprint introduces distortions, but it
is possible to make them unnoticeable by exploiting how the
human auditory and visual systems work. Once a marked copy
is found, it is possible to trace it back to its owner by extracting
the fingerprint embedded into it.

Fingerprinting may be viewed as an extension of water-
marking. There are as many watermarks as there are users, and
the class of attacks is very large. Watermarking systems are
built to resist distortions introduced by a single user to his or
her marked copy. In fingerprinting, the similarity of the marked
copies, differing only by the fingerprints embedded into them,
suggests a different class of attacks called collusion attacks. In
a collusion attack, a group of users, called colluders or pirates,
merge their individual marked copies to produce a pirated ver-
sion of the content, in which their fingerprints are attenuated but
the host itself is not distorted much. The goal of the collusion
attack is to make sure that the colluders cannot be traced while
creating a pirated content perceptually close to the host. Two
cost-effective yet powerful collusion attacks are the averaging
attack, in which the users’ marked copies are averaged, and the
interleaving attack (also known as the copy-paste attack), in
which each user contributes different parts of his or her marked
copy to create the pirated content. After the collusion attack, the
pirates add low-level noise to make the detector’s task harder.
The power of the noise is limited for perceptual reasons.

In this paper, we assume that the host is available at the de-
coder. In Fig. 1, the three basic components of a fingerprinting
scheme are presented: (a) fingerprint embedding, (b) the col-
lusion attack channel whose inputs are the colluder’s marked
copies and output is the pirated content, and (c) the colluders’
detection.

In the literature, two distinct frameworks have been used to
build fingerprinting codes that are able to trace (with high prob-
ability) one or many colluders from the pirated content. Such
codes are called collusion resistant. The first framework re-
lies on the Boneh–Shaw marking assumption [2]. Focusing on
generic binary data, Boneh and Shaw introduced the notion of
-secure fingerprinting codes and a tracing algorithm that iden-

tifies one of the colluders with high probability if the collusion
size is less than or equal to [2]. The code construction is based
on the modulation of a random code with an orthogonal code,
itself modulated by a repetition code. Safavi-Naini and Wang
[3] proposed to use -ary error-correcting codes (ECCs) with
high minimum distance to build -secure codes. Trappe et al. [4]
proposed anticollusion codes: algebraic constructions based on
combinatorial considerations with the property that, under the
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Fig. 1. Three basic components of a nonblind fingerprinting system. (a) Fingerprint embedding, (b) collusion attack channel, and (c) colluders’ detection.

Boneh–Shaw marking assumption [2], the composition of any
subset of or fewer fingerprints is unique. It is then possible to
trace all the colluders with high probability when the collusion
size is smaller than . Silverberg et al. [5] and Barg et al. [6] es-
tablished the mathematical properties of algebraic and concate-
nated codes with high minimum distance for traitor tracing. Mo-
tivated by their results, Fernandez et al. [7] proposed a soft-de-
cision tracing fingerprinting scheme, based on Reed–Solomon
coding [8, pp. 138–143] and the Guruswami–Sudan decoding
algorithm [9].

For media fingerprinting, however, the marking assumption
is less natural than a distortion assumption, which limits the
amount of distortion that the distributor and the colluders are
allowed to introduce. This is the framework considered in this
paper. The simplest fingerprinting code is an orthogonal code.
While this construction allows the identification of all colluders
with high probability, the length of the fingerprints is equal to the
number of users. Hence, the code is impractical when there are
millions of users. Moreover, the decoding of orthogonal codes
involves a correlator, which is computationally very intensive.

Recent work on the design of media fingerprinting codes in-
cludes He and Wu [10], [11], which proposed two joint coding-
embedding schemes. The first, called GRACE [10], assumes a
small number of users. The users are separated into different
groups, and the fingerprints are orthogonal within each group.
Then, the fingerprints are modulated with a permuted subseg-
ment embedding technique prior to spread-spectrum embed-
ding. The decoding is done in two stages. First, the most likely
group is identified. Secondly, a matched filter extracts the most
likely colluder from the identified group. He and Wu’s second
design, called joint coding-embedding [11], is a Reed–Solomon
code modulated by the same permuted subsegment embedding

technique. The decoder is a matched filter. To reduce the detec-
tion complexity, the authors used trimming symbols to narrow
the set of users subject to the correlation test.

Short fingerprinting codes are valuable in media finger-
printing because there are relatively few media features suitable
for robust embedding. Moreover, given a distortion level,
they can be embedded more robustly; reciprocally, given a
robustness level, they introduce less distortion. The decoding
complexity of fingerprinting codes depends on the code length

; hence, short fingerprints are decoded more quickly. Speed
is an issue if one needs to search a large database, such as
YouTube’s video database, for illegally redistributed content.

As shown by the brief review of literature, most existing fin-
gerprinting codes are based on algebraic constructions. A com-
pletely different approach, motivated by recent information-the-
oretic work [12]–[14], is to use random codes or random-like
codes. Our contribution in this paper is to approach the funda-
mental capacity limits of [12], [14] by designing random-like
codes that admit manageable decoding complexity. Boneh and
Shaw [2] and Tardos [15] have also proposed constructions of
random fingerprinting codes. However, their designs are based
on the marking assumption [2], whereas we assume the squared-
distortion framework of [12] and [14].

This paper is organized as follows. Section II briefly reviews
information-theoretic performance bounds for fingerprinting
codes. Section III presents our proposed framework for con-
structing random-like fingerprinting codes. Section IV presents
an approximate but practical implementation of this construc-
tion. In Section V, we present numerical experiments validating
the concepts presented in Section III.

Preliminary results and analysis about the code construction
and decoding have been published in two conference papers
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[16], [17]. Applications to image fingerprinting are also de-
scribed in [17] but are outside the scope of this paper.

II. INFORMATION-THEORETIC PERFORMANCE BOUNDS

For real-valued signals, optimal fingerprinting codes built
under the distortion framework are known when , the number
of users, does not exceed 1, where is the fingerprint
length. The optimal codes are simplex codes, and their perfor-
mance is asymptotically equal to that of orthogonal codes for
large [2]. When , no such simple solution exists.
Most codes developed in the fingerprinting literature are based
on algebraic constructions and have large minimum distance
[3]–[7], [10], [11]. Recent results [19] have established opti-
mality properties of this approach at low rates, in the following
sense.

The rate of a length- fingerprinting code with users
is defined as [12], [14]

(1)

In other words, a rate- code accommodates users.
The fingerprinting capacity for a given class of attacks is
defined as the supremum of such that it is possible to identify
one of the colluders with vanishing error probability as

. We can likewise define a fingerprinting capacity if our
goal is to catch all the colluders. It turns out that ,
and we denote the common value by . In this paper, we focus
on catching one of the colluders. An error is defined as the union
of two events: failing to catch any colluder (false negative) or
accusing an innocent user (false positive). The error probability
is denoted by .

We define as the maximum allowed embedder distortion
per host sample between the host and the marked copies as
the maximum allowed distortion per host sample that the col-
luders can introduce as the number of colluders, and

SNR

In linear embedding schemes, corresponds to the fingerprint
power. For the averaging or interleaving attacks followed by
addition of independent white Gaussian noise, corresponds
to the noise power.

Capacity is the solution to a mutual-information game be-
tween the fingerprint embedder and the colluders. For Gaussian
hosts and the Euclidean distortion metric, capacity is a function
of signal-to-noise ratio (SNR) and [12], [14], as shown in (2)
at the bottom of the page, where denotes mutual information

and . The value of the max-min game is
achieved by independent identically distributed (i.i.d.) Gaussian

and , where is in-
dependent of . For sufficiently large SNR , we have

SNR
(3)

Capacity is achieved using random codes and additive em-
bedding:

(4)

where is the host sequence and is the unit-power Gaussian
fingerprint assigned to user . While these codes have poor min-
imum distance (unlike those of [5] and [6]), the error probability
vanishes as . This motivated us to develop practical,
random-like fingerprinting codes that approach the fundamental
capacity limits.

If and the coalition uses the worst attack, it is im-
possible to reliably detect any colluder. But it is theoretically
possible to identify at least one colluder with low error proba-
bility if and is large enough. The code is said to have
high rate (respectively, low rate) if is close to one (respec-
tively, zero). The error probability must approach one if
approaches .

The worst attack on the capacity-achieving scheme is uni-
form averaging of the marked copies followed by addition of
independent white Gaussian noise

(5)

where is a set of colluders, is the pirated content
created by the colluders, is the marked copy given
to user , and is a realization of a length- random
vector with i.i.d. components . Note that (5) is not
necessarily the worst attack on other fingerprinting schemes.

III. CONCATENATION OF STATISTICALLY INDEPENDENT

RANDOM CODES

In this paper, we consider the linear embedding scheme of
(4). The received sequence is defined as

(6)

The sequence represents a residual signature left after the col-
lusion attack and contains information about the colluders’ fin-
gerprints. The sequence may also be viewed as the output of
the collusion attack channel of Fig. 1(b) whose inputs have been

(2)
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Fig. 2. Collusion channel.

replaced by the colluders’ fingerprints. This is true for any col-
lusion channel with transition probabilities satisfying the loca-
tion-invariant property

(7)

where (to simplify the notation) we have assumed that users
1 through are the colluders. Using this observation, we can
directly model the collusion attack on the fingerprints without
having to consider the host. This simplifies the analysis: we have
only to make sure that the fingerprinting code itself resists the
collusion attacks, and the embedding is considered in an inde-
pendent step.

We assume that the collusion attack is either averaging or in-
terleaving followed by addition of independent white Gaussian
noise, both of which satisfy (7). The collusion attack channel is
represented in Fig. 2.

To build random-like codes with rates close to fingerprinting
capacity while keeping the code easily decodable, we propose
to concatenate short codes, drawn randomly and uniformly from
an ensemble of codes, and to use a bank of list decoding algo-
rithms at the receiver. A fingerprint consists of concate-
nated subcodewords . Likewise, the received
sequence consists of concatenated segments

. We refer to the code associated with segment as the th
subcode. Decoding is done as follows.

1) For any , the segment is decoded by a
list decoding algorithm that outputs an ordered list of
suspect users.

2) The lists of suspects are processed to
extract one colluder.

First, let us illustrate this idea with an example. We assume
an averaging attack followed by addition of independent white
Gaussian noise of variance ; i.e.,

(8)

where the Gaussian noise vector is defined in (5).
Fig. 3 represents a code of length accommodating

users. The code is created by concatenating
short subcodes of length 2, uniformly chosen from the infinite
set of unit-power spherical codes accommodating users.
Fig. 3 shows two realizations of such subcodes.

For any set of suspected users, the Euclidean distance

is a function of the likelihood 1 that the users in are the col-
luders who created the segment . In the example of Fig. 3, the
second and fourth users averaged their fingerprints. The sub-
codes of Fig. 3(a) and (b) are short, but they are “bad” finger-
printing codes because, for each , there are multiple sets for
which is small. Observe from Fig. 3(a) that is very close
to both and . Based on this segment, the two
most likely collusions are: user 3 redistributed his or her marked
copy alone ( ) or users 2 and 4 averaged their finger-
prints ( ). Similarly, from observing the segment
in Fig. 3(b), the two most likely collusions are: users 3 and 5 av-
eraged their fingerprints ( ) or users 2 and 4 averaged
theirs ( ). It is possible to disambiguate by comparing
the two lists of most likely collusions created after the observa-
tion of each segment. The decoder deduces that the second and
fourth users must be colluders because this is the only explana-
tion consistent with both and .

The general idea is that each list conveys new information
about the colluders’ identities. This is true because the subcodes
are statistically independent. It is unlikely that an innocent user
present in one list appears in another one. Only the colluders,
who created all the segments , are likely to be
present in many lists.

There exist numerous ECCs with fast list decoding algo-
rithms. As a result, there is a large ensemble of codes that are
good candidates for fingerprinting subcodes.

IV. PRACTICAL CONSTRUCTION BASED ON TURBO CODES

A. High-Rate Fingerprinting Code Structure

Concatenating independent subcodewords and exchanging
information at the receiver is a core concept for turbo codes [8,
pp. 326–330]. We used this construction to test the concepts
presented in Section III and to evaluate their potential and
limitations.

A user is identified by a length- bitstring ; hence, the
number of users is . First, the bitstring is en-
coded with a recursive systematic convolutional (RSC) [8,
pp. 280–281] subcode of rate into a binary codeword,
which is mapped to a binary antipodal sequence of length

. The approximation is only mod-
erately good due to the use of tail bits in the RSC subcode.
Following this step, is interleaved and encoded with the same
or another RSC subcode of rate , resulting in an antipodal
sequence of length . This step is repeated

times. Then, the sequences are
concatenated to form a sequence of length

(9)

The encoding scheme is diagrammed in Fig. 4. As shown in
Fig. 5, we map to a sequence in , which will be embedded
into the host. For all , we apply the discrete co-
sine transform (DCT) to each block of

1More precisely, � is a linear function of the log-likelihood function under
the Gaussian noise model of (8).
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Fig. 3. Concatenation of two short, spherical, random, and statistically independent subcodes. (a) First realization of a spherical uniformly distributed random
subcode in . (b) Second realization of a spherical uniformly distributed random subcode in .

Fig. 4. Structure of the high-rate fingerprinting code.

Fig. 5. Orthornormal transforms mapping a sequence � in ��1,1� to a unit-power fingerprint � in .

length that makes up the codeword . The resulting real
sequences are concatenated to form the
real sequence . Then, the sequences are
concatenated to form the real-valued fingerprint . We chose the
DCT because it is a unitary transform that is easy to implement

and spreads the energy over all the coefficients. Nevertheless,
any other unitary transform could be used. By construction, the
fingerprints have unit power; i.e., this finger-
printing code is spherical. A scaling factor is applied to generate
fingerprints with power .
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The generator matrices of the RSC subcodes are randomly
generated, their entries being i.i.d. according to a Bernoulli law
of parameter , with the constraint that the rows must be dif-
ferent. For any , the th RSC encoder takes one
input bit in {0,1} and outputs 1 antipodal bits in { 1,1}. The
constraint length [8, p. 272] of the th RSC subcode is set to

; thus, the th RSC encoder has memory
registers storing the past input bits. The recursive bit, which is
fed back to the first memory register, is a linear combination of
the input bit and the memory registers. This linear combination
is described by the first row of the generator matrix. The first
output bit of an RSC encoder is the input bit. The other output
bits are linear combinations of the recursive bit and the memory
registers. They are described by the second to the last row of the
generator matrix.

This code does not have a high minimum distance, but the
subcodes are statistically independent because of the richness
of the random ensemble associated with the RSC generator ma-
trices and the interleavers. The interleavers play an important
part in that aspect because they break the apparent structure
of the RSC subcodes. Even if the subcodes are independently
generated, they are all RSC codes and have the same structure.
Consider, for instance, an identifying bitstring of the form
00 01, which is mapped to similar RSC codewords because
the output bits are zeros until the one arrives. In the absence
of interleaving, the user’s subcodewords would be almost iden-
tical. However, by interleaving before encoding it with the
subcodes, the one comes sooner, and is mapped to completely
different subcodewords.

To simplify the encoding and decoding, it is possible to use
the same RSC code for each subcode and to rely only on the in-
terleavers to make the subcodewords statistically independent.
This may not be the best choice but, as illustrated by simu-
lations in Section V, the interleavers introduce by themselves
enough randomness to yield good performance. For practical
implementations, there are many kinds of interleavers. For the
numerical experiments reported in Section V, we used random
interleavers.

B. Decoding Algorithm

We only aim at catching exactly one of the colluders. The de-
coder receives defined in (6). Usually, RSC codes are
decoded using minimum distance decoding via the Viterbi de-
coding algorithm [8, pp. 340–343]. This decoding algorithm can
be straightforwardly extended to list decoding. The list Viterbi
decoding algorithm [20] outputs an ordered list of the
users whose th subcodewords are closest to the segment ,
where is a design parameter. We now show that this de-
coding algorithm is successful at identifying colluders when
there are not too many of them.

For any , let us pick any user and compute
the correlation of his or her th subcodeword with . For this
derivation, we assume an averaging attack followed by addition
of independent white Gaussian noise of variance ; i.e.,

(10)

where is a realization of a length- real-valued random
vector with i.i.d. components .

We prove in Appendix A that, for each RSC subcode

(in probability) (11)

We also prove in Appendix A that if we consider a second user
whose th subcodeword is denoted by , then

(in probability)

if the two users are different (12)

if the two users are identical (13)

From (10), we have

(14)

Combining (11)–(14), we have

(in probability)

if the user considered is not a colluder (15)

if the user considered is a colluder. (16)

Equations (15) and (16) also hold if the attack is interleaving,
with equal contribution by the colluders, followed by addition of
independent white Gaussian noise. If the attack is interleaving
but the colluders do not contribute equally, the correlation of a
colluder’s th subcodeword with is not the same for all col-
luders. However, in all cases, with high probability, there exists
one colluder for whom the correlation of his or her th subcode-
word with is at least .

Hence, for any , with high probability, the cor-
relation of the segment with a colluder’s th subcodeword is
much higher (for large ) than the correlation with an innocent
user’s th subcodeword. Thus, we do not need to search far from

to identify the colluders in the lists , and
a minimum distance list decoding would identify them.

For any , the list Viterbi algorithm outputs an
ordered list of the users whose th subcodewords have
the highest correlation with the segment . The decoding metric
is Euclidean distance. Our simulations show that, when is
large enough, one list contains one or many colluders, but they
are generally not at the top of the list.

Now, how should the lists be combined?
Intuitively, taking the intersection of these lists may seem the
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Fig. 6. Decoding algorithm.

TABLE I
HIGH-RATE FINGERPRINT DECODING ALGORITHM

right thing to do. However, this idea fails because the intersec-
tion is usually empty. In many cases, the list Viterbi algorithm
does not identify all the colluders in each list, and different col-
luders are caught in different lists.

Instead we propose the following approach. We take the union
of the lists . This is a large list of suspect

users. We declare guilty the user in whose fingerprint has the
highest correlation with .

The complete decoding algorithm is represented in Fig. 6 and
summarized in Table I. In Fig. 6, LV denotes list Viterbi de-
coding, the lists are the lists of suspects
before deinterleaving, and is the accused user.

C. Decoding Complexity

The decoding complexity is the sum of the complexities of
the list Viterbi algorithms and the matched filter. Assume for
simplicity of the exposition that the rates
are identical. As a consequence, the constraint lengths

and the lengths of the RSC
subcodes are identical, and their common values are denoted by

and , respectively. The decoding com-
plexity is measured by the number of multiplications/additions

(17)

where the first term accounts for the complexity of the list
Viterbi decoding algorithms. For each of the 2 states, the met-
rics of the 2 paths entering the state are computed and the
results sorted to identify the best paths. The second term
accounts for the complexity of the matched filter (the length-
fingerprints of up to final suspects are correlated with
the received sequence ). The third term accounts for the cost
of the fast search algorithm to determine the suspect with the
highest correlation score.

Simplifying approximations to (17) can be derived. In the
simulations reported in this paper, is less than ,
and 1 ranges from 7 to 10 (see Tables II and V). Thus,

is negligible with respect to 1 . The code
parameter is set to four (a small constant) for all the prac-
tical implementations presented in this paper, but ranges from
784 to 288 000 (see Tables II and V). Hence,

is negligible with respect to . The complexity expression
(17) is approximated as

Further simplifications are obtained using the approximations
and (not an exact equality because

of the use of tail bits in the RSC encoders) and the identities
and . Then complexity is

approximated as

(18)
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TABLE II
PERFORMANCE EVALUATION OF OUR HIGH-RATE FINGERPRINTING CODES CONDUCTED ON A DESKTOP COMPUTER. THE COLLUSION IS AN AVERAGING ATTACK

FOLLOWED BY ADDITION OF INDEPENDENT WHITE GAUSSIAN NOISE. THE PARAMETER � � ���

where (b) holds for the low values of considered in this paper
(10 to 10 ).

Recall that the rate determines two quantities simultane-
ously: the maximal number of colluders that the code can
resist ( is upper bounded by , which, according to (3), is
approximately proportional to 1 ) and (which increases
with ). Also in view of (1), only two of the three parameters

, , and are independent. Moreover, (18) admits the fol-
lowing interpretations.

1) For a fixed rate , the decoding complexity is linear in ,
or, equivalently, proportional to .

2) For a fixed number of users , the decoding complexity
is proportional to 1 , or roughly proportional to .

We conclude this section with the straightforward observation
that full-size matched filter decoding (in which the list would
be comprised of all users) has complexity that is exponential in

, or, equivalently, linear in .

D. Code Parameters

As for turbo-codes, the choices of the interleavers and the
RSC codes influence the performance greatly. In our simula-
tions, we took all the rates to be identical
with common value . We carried some simulations to esti-
mate the best choices for the parameters. In point-to-point com-
munication, the same RSC subcode is usually used because the
interleavers introduce enough randomness. However, our simu-
lations have shown that using different RSC subcodes reduces
the error probability. Hence, we used different RSC subcodes as
much as possible. Nevertheless, for simulations with long codes,
we used only one RSC subcode to reduce the storage require-
ments for the generator matrices and the trellis [8, pp. 273–278].
A value of the Bernoulli parameter greater than 0.7 gives low
error probabilities. Then, each RSC subcode output bit depends,
on average, on at least 70% of the current and past information
bits stored in the encoder memory registers. The choice of in-
terleavers does not seem to affect the error probability signifi-
cantly. We tested several types of interleavers: row–column with
two, three, and four columns; helical; -type with and

; and random [21]. Among them, the random interleaver
gave the lowest error probability.

For a given fingerprint length and number of users , (9)
expresses the tradeoff between and the rates

. To simplify the explanation, we take all the rates
to be identical with a common value .

If we increase , we must also increase to preserve
and vice versa, according to (9). The number of users in the sus-
pect list is at most , and thus in a computational
sense, a low value of is desirable. Also when increases,

the subcodewords of each RSC subcode are closer to each other,
and thus for any , there are more innocent-user
subcodewords with a high correlation score —possibly ex-
ceeding the score of the colluders. The colluders might, there-
fore, not be caught in the lists if is
too high. For our simulations, we set , choose a value
for , and empirically determine the maximum number of col-
luders that the code resists.

When , the size of the list is 2048. If we
choose , there are users, and the
matched filter detection is only done on a tiny subset of the orig-
inal set of users.

V. EXPERIMENTS

A. Simulations

The number of users and the code length are
application-dependent. We targeted more than 30 million users,
which is typical of large-scale multimedia redistribution, and
fingerprint lengths of 1000 to 1 000 000, to be embedded into
image or video features. A target number of colluders was fixed;
then, the code parameters were chosen via simulations to min-
imize error probability. Two measures of performance are con-
sidered: the error probability and the ratio indicating
how close the rate is to the fundamental capacity bound. Of
course, increases to one when . Different combina-
tions of the fingerprinting system parameters were
chosen in order to yield of the order of 0.01, a value that
can be estimated using a manageable number of Monte Carlo
simulations 10 . Due to the memory requirements of the
decoding algorithm, we had to use relatively low values (typi-
cally 512) for the list-size parameter . Ideally, we would
like to have larger to improve decoding performance.

We studied the averaging and interleaving attacks followed by
addition of independent white Gaussian noise of variance , as
diagrammed in Fig. 2. For the numerical experiments, we chose

; thus SNR . To estimate the error
probability, we performed Monte Carlo simulations. This
yields an absolute error of on the estimate
of .

The results for the averaging attack are displayed in Tables II
and III. We also report in Table IV the performance of existing
fingerprinting codes under the same attack (in addition, an
MPEG2 compression attack was used in [11]). The results
for the interleaving attacks are displayed in Table V, and the
performance of existing fingerprinting codes under the same
attack is reported in Table VI. In all tables, represents our
Monte Carlo estimate of the error probability based on
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TABLE III
PERFORMANCE EVALUATION OF OUR HIGH-RATE FINGERPRINTING CODES CONDUCTED ON THE TRUSTED ILLIAC CLUSTER. THE COLLUSION IS AN AVERAGING

ATTACK FOLLOWED BY ADDITION OF INDEPENDENT WHITE GAUSSIAN NOISE. THE PARAMETER � � ���

TABLE IV
PERFORMANCE OF THE FINGERPRINTING CODES OF [4], [10], AND [11] AGAINST THE AVERAGING ATTACK FOLLOWED BY ADDITION OF INDEPENDENT WHITE

GAUSSIAN NOISE. FOR THE JOINT CODING-EMBEDDING SCHEME OF [11], THE ATTACK IS ALSO FOLLOWED BY MPEG2 COMPRESSION

TABLE V
PERFORMANCE OF OUR HIGH-RATE FINGERPRINTING CODES AGAINST THE INTERLEAVING ATTACK, WITH EQUAL CONTRIBUTION BY THE COLLUDERS,
FOLLOWED BY ADDITION OF INDEPENDENT WHITE GAUSSIAN NOISE. THE NUMERICAL EXPERIMENTS WERE CONDUCTED ON A DESKTOP COMPUTER.

THE PARAMETER � � ���

TABLE VI
PERFORMANCE OF THE JOINT CODING-EMBEDDING SCHEME OF [11] AGAINST THE INTERLEAVING ATTACK, WITH EQUAL CONTRIBUTION BY THE COLLUDERS,

FOLLOWED BY ADDITION OF INDEPENDENT WHITE GAUSSIAN NOISE. THE COLLUSION ATTACK IS FOLLOWED BY MPEG2 COMPRESSION

runs. In Table III, the number AP represents the average
position of the accused user in the lists . In
the column of Tables IV and VI, we used the notation “low”
to mean that the plots given in [4] and [11] were not sufficiently
readable to determine . Also observe that rather different
combinations of are used in our work and in the
aforementioned papers. Accurate performance comparisons are
impossible in the range of interest here ( ) because the
values of were either omitted or not sufficiently readable.
It should also be noted that the focus of the aforementioned
papers was at the embedding layer while ours is at the coding
layer. This adds to the difficulty of making proper performance
comparisons.

The simulations of Table II were performed on a simple
desktop computer, and the RSC subcodes were all different.
The simulations displayed in Table III, which concern the
longer codes, were conducted on the Trusted Illiac cluster at
the University of Illinois at Urbana-Champaign [22] (32 nodes
were used). The RSC subcodes were identical to reduce
memory occupation. The analysis for large is valuable for
two reasons: 1) long fingerprinting codes resist more colluders
and 2) capacity is an asymptotic notion (the theoretical justifi-
cations behind our code construction hold for large ).

Any good fingerprinting scheme should have low error prob-
ability when the rate is well below the fingerprinting ca-
pacity . When the ratio tends to one, however, the finger-
printing system is on the brink of collapse and the error proba-
bility climbs. The numerical experiments demonstrate that the

proposed codes operate at rates within 30% to 50% of capacity
while producing error probabilities of the order of 1%. As re-
ported in Table VII, this rate is significantly closer to capacity
than any other existing fingerprinting code.

The simulations show that our codes can accommodate more
than 30 million users, can withstand up to 75 colluders, and are
much shorter than existing fingerprintings codes. With a code of
length 7440, we accommodate 33 million users and resist up to
ten colluders against the averaging attack with SNR . The
error probability is only 0.1%. The rate of this code is 49% of ca-
pacity. For comparison, Trappe et al. [4] used a modulated anti-
collusion code of length 10 000 accommodating 20 users and re-
sisting three colluders against averaging attacks followed by ad-
dition of independent white Gaussian noise. With a code of com-
parable length, we can accomodate 1 000 000 times more users
and resist up to three times more colluders. Moreover, the rate
of the anticollusion code of [4] is only 0.6% of capacity. With a
code of length , we accommodate 33 million users
and resist up to 50 colluders with SNR and error probability
of 1%. The rate of this code is 30% of capacity. For comparison,
He and Wu [11] used a joint coding-embedding scheme based
on a Reed–Solomon code, which resists only a few colluders,
modulated with a special scheme to protect a video of 261 mil-
lion pixels. Additive embedding is used, and the modulated fin-
gerprints are as long as the host video, i.e., 261 million samples.
This particular scheme accommodates upwards of 16 million
users and resists up to 100 colluders under the averaging attack
followed by addition of independent white Gaussian noise with
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TABLE VII
PERFORMANCE COMPARISON OF EXISTING FINGERPRINTING CODES WITH OUR HIGH-RATE CODES. THE COLLUSION IS AN AVERAGING ATTACK FOLLOWED BY

ADDITION OF INDEPENDENT WHITE GAUSSIAN NOISE. THE PARAMETERS �, �, AND � IN THE LAST COLUMN ARE DEFINED IN [10] AND [11]

Fig. 7. Distribution of correlation statistics for guilty and innocent users in final the list of suspects � .

a small but unspecified probability of error (as appears from [11,
Fig. 9(a)]). Our simulations suggest that once modulated to the
same length, our code would resist many more colluders be-
cause it is much stronger than the Reed–Solomon code used in
[11]. Finally, we were able to resist as many as 75 colluders
with a code of length , accommodating more than
33 million users. The rate of the code was 32% of capacity, and
the error probability was 1.8%.

From Table II, we observe a decrease of the ratio from
the code of length 7440 to the code of length .
When there are more colluders, the size of the lists

should be increased because, for a given
, the correlation of each colluder’s th subcode-

word with the received segment is lower. As a result, there
are more innocent-user subcodewords with a high correlation
score—possibly higher than the score of colluders. However,
increasing the list size requires too much memory space,
which is why we kept in most simulations of
Table II. Using larger would reduce the error probability.

Observe that for a target rate , the code length
does not depend much on the number

of users. In Table II, the codes of lengths and
accommodate the same number of users. Actu-

ally, the length depends primarily on the number of colluders
that the code resists. Collusion resistance could be increased by
using a higher rate for the RSC subcodes or by increasing

, but this would require a longer fingerprint.
Fig. 7 illustrates the typical composition of the list in

terms of correlation statistics. With , ,

, , , and , we
ran 100 Monte Carlo simulations to estimate the distribution
of the correlation of the users’ fingerprints in with the re-
ceived sequence. After the decoding, we split into two lists:
one containing only innocent users and the other containing col-
luders. We then computed the correlation of these users’ finger-
prints with the received sequence and obtained the histograms of
Fig. 7, which show how the correlation statistics are distributed
for guilty and innocent users.

We also carried out simulations to assess performance against
interleaving attacks, with equal contribution by the colluders,
followed by addition of independent white Gaussian noise. One
might expect that the performance would be similar to the one
evaluated against averaging attacks followed by addition of in-
dependent white Gaussian noise because the expected correla-
tion of a colluder’s fingerprint with the received sequence is the
same for both types of attacks. However, the distribution of the
empirical correlation is not the same, and neither is the error
probability. The simulations reported in Table V show that our
design resists only half as many colluders in this case. (A sim-
ilar observation held for the joint coding-embedding scheme of
[11].) Another limitation might be the correlation metric used by
the individual RSC decoders. Finally, some experiments were
also conducted using median filter attacks and generally led to
results similar to the linear averaging attack.

B. Comments

The potential of our approach has been clearly illustrated by
the simulation results. There is still a gap between capacity and
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the rates achieved by our practical codes. This suggests that al-
ternatives to RSC subcodes, as well as improving the design
and processing of the lists of suspects, could yield fingerprinting
codes with rates even closer to capacity.

Note two other limitations of our construction. First, our code
is essentially binary; the modulation of the binary code onto
enables embedding in real-valued media. On the one hand, this
suggests our design is suboptimal because we did not exploit the
fact that the collusion attack channel accepts real-valued inputs.
On the other hand, the signal-to-noise ratio for the decoder

SNR (19)

is small for large . Therefore, restricting the inputs of the
channel to be binary is unlikely to seriously reduce performance.

Secondly, our decoder tries to identify one colluder by
treating the others as noise. This is theoretically not as good
as joint decoding, which achieves capacity [13], [14], but for
which practical approximations still have to be developed.
For large , the capacity gap between joint decoding and
single-user decoding vanishes [14], and again the above lim-
itation is a minor one. In point-to-point communication, each
received segment represents a noisy version of the same mes-
sage encoded differently. However, in fingerprinting, we have
as many messages as colluders. For that reason, it is not possible
to use the famous turbo decoding algorithm [8, pp. 329–330],
which would iteratively decode each segment using informa-
tion from the previous decoded segment. After a collusion
attack, the closest subcodewords to the received segments are
different (and most likely not colluders), each decoder points
to a different user, and the turbo decoder fails to converge.
This failure can be seen in Fig. 3. In Fig. 3(a), is the closest
fingerprint to . Hence, using minimum distance decoding,
the first decoder thinks user 3 is a colluder. In Fig. 3(b) is the
closest fingerprint to . Hence, the second decoder thinks user
1 is a colluder. Both decoders keep switching back between
these two users and do not converge to a consensus.

It is not easy to adapt turbo decoding to fingerprinting.
Finding practical extrinsic information to exchange between
the decoders is hard. For instance, assessing how likely a user is
a colluder depends on the number of colluders, but the decoders
do not know that number.

Our decoding algorithm is easily parallelizable because each
received segment can be decoded independently of others. We
can take advantage of this property to design fast implementa-
tions.

The decoding algorithm identifies exactly one of the colluders
and cannot be easily extended to identify more colluders. A pos-
sible approach, at the final decoding stage, is the following: in-
stead of picking the user with the highest correlation, select all
the users whose correlation is above a certain threshold. One
problem is that the value of the threshold should depend on the
number of colluders, which needs to be estimated.

There is a strong connection between fingerprinting and mul-
tiple-access channels (MAC) [23, pp. 308–311]. The iterative
turbo decoding algorithm would fail because it is designed for a
single-input single-output channel. However, iterative decoding

algorithms for MACs might succeed in identifying one colluder
and even lead to better performance. But, they require knowing
the number of colluders, which is an additional difficulty for de-
signing practical implementations.

Expanding the current decoding algorithm to identify many
colluders and finding practical iterative decoding algorithms
will be investigated in future work.

VI. SUMMARY

Motivated by recent information-theoretic analysis of finger-
printing codes, we have proposed a framework to design high-
rate fingerprinting codes by concatenating statistically indepen-
dent subcodes. Our practical design is based on the turbo code
construction, and the decoding is done in two stages. In the
first stage, each segment of the received sequence is decoded
using a list Viterbi algorithm to identify suspects. In the second
stage, the decoder outputs the suspect whose fingerprint has
the highest correlation with the received sequence. Numerical
experiments show that our codes operate at rates within 30%
to 50% to fingerprinting capacity, which is far superior to any
other existing code. These codes are very short, accommodate
more than 30 million users, and resist dozens of colluders. For
example, we presented simulation results for a code that ac-
commodates upwards of 33 million users, resists 75 colluders
against the averaging attack followed by addition of indepen-
dent white Gaussian noise with an error probability of the order
of 1%, and has rate equal to 30% of capacity. There is still a gap
between capacity and the achieved rates, but by investigating al-
ternative practical implementations of the proposed framework,
we should be able to reduce this gap. Lastly, extending the de-
coding algorithm to catch more than one colluder should be ex-
plored in future work.

APPENDIX

Proof of (11) and (12): We consider any
and assume that the th RSC subcode is given.

1) We select two different users. The random vector
(respectively, ) denotes the identifying bitstring

of the first (respectively, second) user. The binary random
variable (respectively, ), ,
is the th component of (respectively, ). The users
are drawn uniformly; i.e., the and the

are i.i.d. and follow a Bernoulli distri-
bution with parameter 1/2.
The random vector (respectively, )
denotes the th binary subcodeword of the first (respec-
tively, second) user. (See Section IV-A for details of the
code structure.) The binary random variable (respec-
tively, ), , is the th component of
(respectively, ). For any , (respec-
tively, ) is a linear function of the
(respectively, ) modulo 2; hence, the

(respectively,
) are i.i.d. and follow a Bernoulli distribution with pa-

rameter 1/2. We denote by (respectively, ) a random
variable with the same distribution as the

(respectively, ).
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Because the two users are chosen independently, and be-
cause and are zero-mean

If the two users chosen are different, by the law of large
numbers

(in probability)

If the two users chosen are identical, then

Hence, we have

(in probability)

if the two users are different (20)

if the two users are identical. (21)

2) We randomly select one user. is a length
random vector with i.i.d. components . Let

be a noise sample. The noise is zero-mean
and independent from the users’ subcodewords; hence

By the law of large numbers

(in probability)

3) We randomly and uniformly select two users indepen-
dently from each other. The vector (respectively, )
is the th subcodeword of the first (respectively, second)
user. The modulation onto is done with a linear
unitary transform (see Section IV-A for details on the
modulation). Hence, we have

(22)

Combining (20)–(22), we conclude that

(in probability)

if the two users are different

if the two users are identical.
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